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[bookmark: _Toc350430614]Purpose
This document specifies the TRADOC Capability Manager - Army Training Information System (TCM-ATIS) System Interface Services (SIS) [Service Name ] RESTful Web Service Interface Specification which governs the interface between TCM-ATIS and any external System electing to participate in a Service Oriented Architecture (SOA) providing various [Service Capability] and associated [Service Type] Services through the System Interface Services (SIS) infrastructure.    

This document also describes the [Service Name] RESTful Web Service Application Program Interface (API), the Uniform Resource Identifier (URI) paths, query parameters, available output responses, and expected HTTP response codes. This REST service has been implemented following a Resource Oriented Architecture (ROA) set of principles as outlined in the TCM-ATIS Technical Approach Design and Development of RESTFul Web Services available here.
[bookmark: _Toc350430615]Overview
TCM-ATIS is the Army Training Information portal providing various services for current and prospective students, soldiers, civil servants, trainers, knowledge managers, and commanders. TCM-ATIS presents a consolidated view of students current and historical training record gathered from multiple Learning Management System (LMS) vendors through SIS. This enables seamless participation in a training event with disparate LMS vendors and external training systems. Currently TCM-ATIS provides catalog search capabilities, enrollment into LMS courses, the ability to take training, post students official Military Training record with the applicable completion results, and provides a single point of entry for the student to access self development and directed DL training.    

[Add service specific overview]

[bookmark: _GoBack]The goal of this document is to inform interested parties on how to participate in an interface with TCM-ATIS as well as how to consume and use the [Service Name] RESTful Web Service. 
[bookmark: _Toc350419748][bookmark: _Toc350425276][bookmark: _Toc350430616]Service Security Access
Service participation requires authorization to use the service.  TCM-ATIS will assign a Business to Business (B2B) service authentication account.  Each service in the TCM-ATIS portfolio requires participant registration and must be granted authorization. 

[bookmark: _Toc350430617]Authentication
The current authentication mechanisms supported for TCM-ATIS RESTFul services are HTTP Basic Authentication Transport Layer Security (TLS) over Secured Socket Layer (SSL) Army Knowledge On-Line Single Sign-On (AKO SSO).   Custom authentication mechanisms may be supported on a case by case basis.
[bookmark: _Toc350430618]Authorization
Authorization to use SIS services are governed by service roles. These service roles have specific permissions. The roles granted to the service participant are ascertained based on the type of service and the need of the participant.
[bookmark: _Toc350430619]Roles
The consumption of services within the TCM-ATIS Service Portfolio is governed by a set of access roles.  These roles follow the CRUD concept for Create, Read, Update, and Delete along with the idea of message traffic flow of consumers and producers where Consumers “Get” and Producers “Create”. TCM-ATIS allows for finer grained authorization using a Domain Consumer or Domain Producer role that can restrict certain data or what functions a given service may offer.  Depending on the nature of the service, a domain role may be used to categorize data by its value in such a way to restrict other users from either creating, retrieving, updating, or deleting.  For example, a “Domain Consumer” role may be applied to a service user where values of the role are categorized by school code.  That service user is restricted to viewing school code XXX, YYY, and ZZZ.  Any other Domain values are restricted. The use of a Domain role is dependent on the service.  A service user may be granted more than one role per service however authorization to consume one service does not automatically authorize consumption of any other TCM-ATIS service. 
The following table defines the roles currently being used within the SIS APIs.
	Role Name
	Description
	HTTP Method Access

	Consumer
	Consumer role allows read permission
	GET, HEAD, OPTIONS

	Producer
	Producer role allows create/update/delete permission
	POST, PUT, DELETE

	DomainConsumer
	Domain specific Consumer role allows read permission
	GET, HEAD, OPTIONS 


	DomainProducer
	Domain specific Producer role allows create/update/delete permission
	POST, PUT,DELETE


	WS-Manager
	 Administrative access permission
	TRACE



[bookmark: _Toc350430620]Service Capability
The [Service Name] RESTful Web Service core objective is to provide for [Service Capability]. 
Producers and consumers of this service may or may not be restricted to “Domain” defined data. [If the Service requires Domain specific roles address them here.] 
SIS is responsible for the routing of data to the appropriate system, system affiliates and or systems having an existing System Interface Agreement (SIA) or Memorandum of Agreement (MOA).
[bookmark: _Toc350430621]Service Connectivity
The [Service Name] RESTful Web Service uses HTTP Basic Authentication over TLS/SSL. Potential consumers must acquire participation credentials from TCM-ATIS, be assigned a B2B service account and provided access credentials, and be granted the appropriate service role for successful consumption of this service.
[bookmark: _Toc350430622]HTTP Request/Response
HTTP Request and Responses made to/from the [Service Name] RESTful Web Service adheres to the HTTP 1.1 protocol specification. For specific request URI paths and associated response codes that this service allows/returns, refer to the Resource URI Paths in section 5.2 . For specific response code definition refer to the HTTP Response Codes in section 7.
[bookmark: _Toc350430623][bookmark: OLE_LINK3][bookmark: OLE_LINK4]HTTP Request Headers
Requests made to the [Service Name] RESTful Web Service require specific HTTP headers for proper communication.
AKO SSO Header
The Netegrity Site Minder plug-in will inject the AKO user id into the custom HTTP header named “AKOID” upon successful authentication.
If the client request does not contain or supply the correct credentials, AKO will respond with HTTP 401 Unauthorized Status code indicating client must provide credentials and resend the request. The service is not involved in the Authentication of the client credentials for AKO enabled services.  

An HTTP 403 Forbidden status code will be returned if the account is not authorized access to the requested URI.
HTTP Authorization Header
HTTP Basic Authentication specifies that client request must contain an HTTP Authorization header on every HTTP request. The HTTP Authorization header contains a base 64 encoded value of the username and password separated by a colon. For example, if the username is ‘test_user’ and the password is ‘secret123’ the base 64 encoded value would be dGVzdF91c2VyOnNlY3JldDEyMw= . The complete header would appear as:
Authorization: Basic dGVzdF91c2VyOnNlY3JldDEyMw==
If the client request does not contain an HTTP Authorization Header the service will respond with an HTTP 401 Unauthorized Status code indicating client must provide credentials and resend the request.

If the client sends the HTTP Authorization header the service will decode, validate, and verify authorization the service URI. An HTTP 401 Unauthorized Status code will be returned if the account credentials are invalid.  

An HTTP 403 Forbidden status code will be returned if the account is not authorized access to the requested URI. 
HTTP Accept Header
The HTTP Accept header is an optional header that can be set by the client to indicate a particular resource representation format is desired. 
If the request contains no HTTP Accept Header, the default representation media type “application/xml” will be returned.
If the request contains an HTTP Accept header it must be listed in the resource representation table in section 5.2.1 otherwise an HTTP 406 Not Acceptable response will be returned meaning the resource representation format cannot be supplied.
If the request contains multiple HTTP Accept header values that are also listed in the resource representation table in section 5.2.1, the default representation media type “application/xml” will be returned.
[bookmark: _Toc350430624]HTTP Response Headers
Response headers set by the [Service Name] RESTful Web Service upon successful requests made are listed in the table below.  
EXAMPLE:  Update accordingly
	Response
Header
	Value
	Description

	AKOID
	{userid}
	When service is behind SSO will be AKOID, when B2B the userid 

	X-API-VERSION
	Ex. 
v1.0
	Version number of API

	javax.servlet.http.authType
	B2BServerAuthModule
	Authentication Module

	Content-Type
	Varies on request
	Refer to representations content-type 	

	Expires or max-age
	10 Days
	Cache expiration


[bookmark: _Toc350430625]Web Application Description Language (WADL)
The WADL is an XML document that describes REST web services and web-based applications. It describes the how service resources are accessed by URI paths, HTTP methods allowed, what query parameters are possible, and what resources representations are available.  Not all TCM-ATIS services  may generate an online accessible WADL however those that do can be accessed at the services base URI path followed by “/application.wadl”.  
[bookmark: _Toc350430626]Resources 
A resource is a document, an image, a state, or anything addressable with a URI that has one or more representations. 
The [Service Name] RESTful Web Service resources are listed in the table below along with their possible representations.
[List all Service Resources Examples listed below]
	Resource
	Method
	Description
	Representation Content-Type

	Ex. collection
schools
	GET
	Use to retrieve list of schools and links to their details.
	application/xml
application/json

	Ex. resource
school
	GET
	Use to retrieve individual schools detail information.
	application/xml
application/json

	Ex.
resource
class
	GET, 
PUT,  POST,
DELETE
	Use to retrieve, update, create, and individual class detail information.
	application/xml
application/json



[bookmark: _Ref348347180][bookmark: _Toc350430627]Resource URI Paths
The Resource URI path consists of the Host Server URL plus the application context plus the base path of the rest service.
Base URI = https://Host Server /application context/api
[List all resource URI Paths include URI template ]
	Resource Path
	Method
	Description
	Representation Content-Type

	Base URI
	OPTIONS
	Retrieve WADL
	application/vnd.sun.wadl+xml

	Base URI + /application.wadl
	GET
	Retrieve WADL
	application/vnd.sun.wadl+xml

	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Base URI +
/schools
	GET
	Get List of Schools 
	application/xml
application/json

	Base URI +
/ schools/{sch}
	GET
	Get List School details
	application/xml
application/json

	Base URI +
/schools/{sch}/courses/{crs}/fys/{fy}/classes
	POST
	Create Class
	application/x-www-form-urlencoded


[bookmark: _Ref347463416][bookmark: _Ref347463684][bookmark: _Toc350430628]Methods
[For each URI Path Method Specify any request parameters, state response codes returned on success, and all response representations]
/application context/api
	OPTIONS

	
Request
	Parameters

	
	None
	
	
	



Response
	Status

	
	200 - OK
	

	Representations

	
	application/vnd.sun.wadl+xml

	
	application/xml

	
	text/xml





/application context/api/schools/{sch}
	GET	

	
Request
	Parameters

	Path Parameter
	sch
	String
	
	School Code ex. 071



Response
	Status

	
	200 – OK

	Representations

	
	application/xml

	
	application/json







/application context/api/schools/{sch}/courses/{crs}/fys/{fy}/classes
	POST	

	Request
	Parameters

	Path Parameter
	sch
	String
	
	School Code ex. 071

	Path Parameter
	crs
	String
	
	Course Number ex. 750-BT

	Path Parameter
	fy
	String
	
	Fiscal Year ex. 2013

	Query Parameter
	phase
	String 
	
	Course Phase Number ex. 1

	Form Parameter
	cls
	String
	
	Class Number ex. 113

	Form Parameter
	crstitle
	String
	
	Course Title

	Form Parameter
	reportdate
	Date
	Format YYYY-MM-DD
	Class Report Date

	Form Parameter
	staratdate
	Date
	Format YYYY-MM-DD
	Class Start Date

	Form Parameter
	enddate
	Date
	Format YYYY-MM-DD
	Class End Date

	Form Parameter
	clstype
	String
	
	Class Type ex. R (Resident)

	Form Parameter
	clssize
	Integer
	
	Class Size

	Form Parameter
	clshours
	Integer
	
	Class Hours

	Form Parameter
	poiproponent
	String
	
	Proponent School Code

	Form Parameter
	clsflag
	String
	
	Class Flag ex. N (Non-conduct)



Response
	Status

	
	201 - Created

	Representations

	
	text/html







[bookmark: _Toc350430629]Representations
[Describe service Representations here]
Representations of collections will have a total attribute and limit and offset attributes available for pagination. Collection resources will have links to next, previous, first and last pages to support GUI pagination. 
[bookmark: _Toc350430630] XML
[Proved examples of request/response representations]
[bookmark: _Toc350430631]/application context/collection
GET application/xml
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<schools total="2" limit="100" offset="0">
	<school>
		<id>081</id>
		<title>This is the title for school code: 081</title>
		<ns2:link rel="self" href="https://eustwk27vdbd028.nae.ds.army.mil:8181/resvn-ws/api/schools/081"/>
		<ns2:link rel="up" href="https://eustwk27vdbd028.nae.ds.army.mil:8181/resvn-ws/api/schools"/>
	</school>
	<school>
		<id>113</id>
		<title>This is the title for school code: 113</title>
		<ns2:link rel="self" href="https://eustwk27vdbd028.nae.ds.army.mil:8181/resvn-ws/api/schools/113"/>
		<ns2:link rel="up" href="https://eustwk27vdbd028.nae.ds.army.mil:8181/resvn-ws/api/schools"/>
	</school>
</schools>

[bookmark: _Toc350430632]JSON
[bookmark: _Toc350430633]/application context/resource
POST application/x-www-form-urlencoded

"prefix":"100.ATSC",
"suffix":"14FEE177-EEB2-4366-BEE5-84117A0AE5ED-1359719750878"}

[bookmark: _Toc350430634]/application context/collection
POST application/x-www-form-urlencoded
	quantity=5

{"mint":[{"prefix":"100.ATSC","suffix":"F94C5812-AF4E-4ABF-862C-7587AC6EC198-1359720766585"},{"prefix":"100.ATSC","suffix":"CDC58093-B375-4868-9E20-7B91B94344E3-1359720766585"},{"prefix":"100.ATSC","suffix":"54072876-743F-48C8-8947-A7B472853037-1359720766585"},{"prefix":"100.ATSC","suffix":"3ED1B079-3950-49C0-9403-5BA52D2FCD86-1359720766585"},{"prefix":"100.ATSC","suffix":"CA17735D-8813-4F3C-984D-08AB715A3F8A-1359720766585"}]}
[bookmark: _Ref348347587][bookmark: _Toc350430635]HTTP Response Codes
The following table lists the intended HTTP Response Codes
[List all HTTP Response Codes service may return]
	HTTP Status Code
	Description
		Reason

	200
	OK
	Successful request

	201
	Created
	Successful creation of resource

	401
	Unauthorized
	User authentication credentials required.

	403
	Forbidden
	Invalid user authentication credentials required

	404
	Not Found
	Requested resource URI cannot be found

	405
	Method Not Allowed
	HTTP Method not supported for requested URI

	406
	Not Acceptable
	HTTP Accept header requested media type not available

	409
	Conflict
	Violation of resource state
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