
ART 5.7.5.3 Conduct Information Operations Intelligence Support

Units that perform this task collect, process, analyze, and provide 
information to identify critical enemy or adversary command and 
control nodes, information and decisionmaking systems, personnel,
infrastructure, facilities, resources, processes, and activities. They also 
collect, process, analyze, and provide information to identify and 
quantify data and information transiting or residing within that portion 
of the information environment most relevant to the current or planned 
operation. Lastly, these units identify enemy or adversary courses of 
actions and targets of opportunity within the information environment 
and assess the effectiveness of friendly actions taken to deny, disrupt, 
or degrade enemy or adversary activities within the information 
environment. (FM 3-13) (USACAC)

NO. Scale Measure
01 Yes/No Unit integrated intelligence analysis of the information 

environment to identify enemy, adversary, neutral, and 
other’s information operations related information, 
personnel, infrastructure, facilities, systems, processes, 
and capabilities.

02 Yes/No Unit identified critical infrastructure, population centers, 
demographics, attitudes, alliances, and behaviors.

03 Yes/No Unit identified spheres of influence within a cultural 
demographic.

04 Yes/No Unit identified key decisionmaker attitudes, alliances, 
behaviors, and beliefs.

05 Yes/No Unit identified exploitable opportunities.
06 Yes/No Unit identified intelligence support requirements for 

information operations through analysis of the 
information environment.

07 Yes/No Unit integrated specific intelligence support 
requirements for information operations in the 
reconnaissance and surveillance plan.

08 Yes/No Unit provided tailored, all-source intelligence to support 
embedded or augmenting operational and tactical 
information operations support staff.

09 Yes/No Unit provided geographic information system data 
visualization and signal intelligence as well as mission 



command networks and systems support to embedded 
or augmenting operational and tactical information 
operations support staff.

10 Yes/No Unit intelligence preparation of the battlefield 
prominently considered the impact information had on 
the area of operations. This impact includes portrayal of 
potential
threat courses of action within the information 
environment.

11 Yes/No Unit identified and isolated potential vulnerabilities to 
friendly information, information systems, and 
decisionmaking.

12 Yes/No Unit integrated intelligence analysis of the information 
environment, as well as assessments of enemy, 
adversary, neutral, and others, to identify information 
warfare
capabilities and threats.

13 Time To determine specific intelligence requirements in 
support of information operations.

14 Time To collect, analyze, and assess intelligence gathered in 
support of information operations.

15 Time That enemy, adversary, neutral, and others attempted 
to attack, disrupt, degrade, or exploit friendly 
information, information systems, and decisionmaking.

16 Percent Of answers to specific intelligence requirements in 
support of information operations.

17 Percent Of enemy, adversary, neutral, and other’s systems, 
processes, capabilities, or infrastructure vulnerable to 
attack, damage, exploitation, or disruption.

18 Percent Of enemy, adversary, neutral, and other’s information 
capabilities not covered by operations security 
measures.

19 Number Of enemy, adversary, neutral, and other’s systems, 
processes, capabilities, or infrastructure identified as 
critical points of failure or influence.

20 Number Of known enemy, adversary, neutral, and other’s 
information sensor coverage in the friendly area of 
operations.

21 Number Of enemy, adversary, neutral, and other’s attempts to 



attack, disrupt, degrade, or exploit friendly information, 
information systems, and decisionmaking.

Supporting Collective Tasks:
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