Course Syllabus: Analytic Tradecraft (AT) 2.0
3 May 2013

Instructors: PEO STRI Systems Engineering and Technical Assistance (SETA), Imagery and All-Source Branch, Training Development & Integration Division, Training, Development, and Support Directorate, US Army Intelligence Center of Excellence; Mr. William Hedges, William.a.hedges4.ctr@mail.mil (520) 538-1178, Mr. Anthony Scott (520) 538-6451, anthony.p.scott.ctr@mail.mil, and Mr. James Harper james.l.harper14.ctr@mail.mil (520) 538-0978.

Background: 
In the midst of the Afghanistan and Iraqi campaigns, key general officers discussed the topic of intelligence analysis and the need to produce both better analysts as well as elevating their analysis to meet the evolving requirements of the Army’s intelligence mission set.  They collectively determined that ICoE take decisive action to provide training that indeed elevated Intel soldier’s analytic skills and capabilities.  
As a result, MG Potter (former ICoE Commanding General) shaped a COA to “grow students own” analytic courseware using select civilian military expertise, specifically SETA contractors.  This COA was critical to evolving the center’s intelligence analysis training paradigm.  The generation of applicable analytic training courseware would serve as a critical enabler towards seeding appropriate analytic courseware in a building block approach across the majority of the intelligence training spectrum.

Doctrinal Basis: 
The National Security Intelligence Reform Act of 2004 specifically addresses the employment of AT.  Though several OGAs have select bodies of works that connect structured analytic methodologies to analytic tradecraft, the Defense Intelligence Agency (DIA) has published several primers on key subject matter nested within the AT realm.  Therefore, we are linking Department of Defense (DoD) Service School Components doctrinally to the DIA construct and its published training works central to AT.  

Course Options:
We deliver a two to five day Plan Of Instruction (POI) according to the needs of the client. Currently we teach/oversee this courseware in the MICCC, WOAC, SIOC and WOBC as required. MTTs available upon request.




Analytic Tradecraft methodology:
 
· Basic Structured Analytic Techniques (BSAT) provide insight to problem solving and improve assessments by making them more rigorous, improve the presentation of the finished intelligence in a persuasive manner, and provide ways to measure progress as well as identify what might be missing.

· Diagnostic Techniques are primarily aimed at making analytic arguments, assumptions, or intelligence gaps more transparent.

· Contrarian techniques – challenge current or conventional thinking or perhaps an existing if not a prevailing intelligence assessment. 

· Imaginative techniques – designed to provide a new frame of reference or prospective relative to an intelligence issue or problem. 

· Multiple Scenarios Generation (via Morphological Analysis methodology) is an expanded version of Alternative Futures Analysis.
 
Course Description: 

This is a course that frames critical thinking and structured analysis in professional context with tools required by all seasoned analysts.  It begins by formulating a better understanding of the Intelligence Warfighting Function by first grasping how it fits within the Army’s greater mission process.  Then it will indicate the linkage of analytic tradecraft to the intelligence tasks executed within the Intelligence Warfighting Function.  

We will demonstrate the techniques and methodologies that make up the structured analysis baseline, and how we should be shaping students analytic fight using these techniques and methodologies. That very shaping of the analytic fight was the synthesis for how this instruction was constructed. The instructional end-state is improving student’s decision-making and problem-solving skills via the application of analytic tradecraft.  

To better understand the linkage of analytic tradecraft as enabling techniques regarding student's primary intelligence tasks please refer to Figure 1 below:  
Figure 1.  Linkage of Analytic Tradecraft as enabling techniques
for intelligence tasks

These tasks are processes within themselves that drive the Intelligence Warfighting Function as a whole.  Within the Support to Force Generation intelligence task, specifically the sub-task example of generating intelligence knowledge, there are two key analytic tradecraft subjects - critical and creative thinking and basic structured analytic techniques - that have decisive application in support of this task.  In the Support to Situational Understanding task, those same AT themes are used with the Diagnostic Techniques, which culminate in the Analysis of Competing Hypotheses (ACH), as well as Argument Mapping which enables the commander to see the validity of the argument along with what evidence and indicators we’ve brought to bear on the specific intelligence question or challenge.  In the Perform Intelligence, Surveillance, and Reconnaissance task, those same AT themes apply along with the Advanced Structured Analytic Techniques (ASAT) that is potentially both Contrarian (Challenge) or Imaginative in nature.  
The contrarian techniques help the analyst to see whether one might be merely repeating the prevailing assessment or line of thought without taking full advantage of new information or perhaps not seeing emerging trends or maybe even a dynamic variable that we’ve discounted because it went against the grain of students original thought process.  
The imaginative techniques provide additional avenues to not only capture new information in a different light; but, to see the relationship of key variables on each other and the resultant alternative futures scenarios that indeed may come to fruition.   The Perform ISR task has to be inherently linked to both the process and products growing from situational understanding snapshot.  
Using IPB as a primary example, the NAIs and TAIS generated as part of IPB’s event template require specific intelligence collection via ISR.  The resultant ISR feedback, whether it be confirmation or denial, is important to how we update current IPB and when as well as adding significant input to creating and shaping IPB’s decision support template.  
The last task is Support to Targeting and Information Superiority.  Much like the Perform ISR task, all of the AT subjects are potentially at play for the same reasons that we’ve used them as enabling tools for much of the processes within the IWF.  This task calls for specific actions and refinement of both processes and products.  Analytic tradecraft aids in that shaping of intelligence of products so that they indeed fit and have tangible application within the greater scope of the Army mission process (i.e. COA development).        

Course Objectives:

General: This course that is driven by the USAICoE 2011 – 2016 Strategic Plan for the essential keys of analysis training.  The strategic plan’s major objective 1.3 is to enable analytic transformation; a brief description of that objective follows:

Produce an adaptive knowledge-based warrior who knows how to think, leverage data/information and intelligence to accomplish any mission.   Emphasize human cognition, cognitive analytics, critical thinking, problem solving, analysis of competing hypotheses and knowledge management.  Tie these to MDMP, IPB, Targeting, and ISR Synch.  Enable Soldiers to understand the value of analysis and perform it on any set of tools whether hands-on manual or digital systems.

Specific: 

Refine a problem using Structured Analytic Techniques (SAT) and Critical and Creative Thinking (C2T). 

Determine which Basic Structured Analytic Techniques (BSAT) best supports the intelligence tasks within the Intelligence Warfighting Function.

Re-define and understand a problem using critical and creative thinking skills.

Produce an Analysis of Competing Hypothesis (ACH) matrix using the diagnostic analytic techniques.

Create an Argument Map to make analytic assumptions, intelligence gaps, or arguments more transparent.  

Challenge current thinking/intelligence assessments using a minimum of one contrarian 
Advanced Structured Analytic Technique (ASAT) to provide one alternate rational intelligence assessment for the given operational scenario.

Develop alternative outcomes for a complex problem by using the five imaginative thinking techniques to provide students with realistic and relevant scenarios pertaining to the operational framework’s focal question.  

Construct at least eight realistic and relevant scenarios pertaining to the operational framework’s focal question.  

Course Hours: 1 week, 40 hours of student contact time.  

Course Content:

	Day 1: Introduction and Module Overview, Basic Structured Analytic Techniques (BSAT), Critical and Creative Thinking (C2T), C2T IPE and Backbriefs (Horn of Africa I Scenario), Read Ahead and Discussion Black Board Assignment

	Day 2: Diagnostic Techniques, Argument Mapping, Diagnostic Techniques and Argument Mapping IPE and Backbriefs (Horn of Africa II scenario), Read Ahead and Discussion Black Board Assignment

	Day 3: Contrarian Techniques, Centers of Gravity; Critical Factors (CFA) and Functional Analysis, Functional and CFA IPE and Backbriefs (Taliban Scenario), Read Ahead and Discussion Black Board Assignment

	Day 4: Imaginative Techniques, Multiple Scenarios Generation, ASAT-Imaginative IPE and Backbriefs, Read Ahead and Discussion Black Board Assignment

Day 5: ASAT-I IPE, Backbreifs and HOA III AT CAPSTONE solution, Module AAR

Advance Reading Assignments:

Prior to Day 1 
Required – 
Intelligence Community Directive 203 (Analytic Standards); Jun 07 – Read to support Analytic Tradecraft directive & DoD requirements’ comprehension
Basic Structured Analytic Techniques (manual) – Review to support classroom discussion and overall technique comprehension
	What I Learned in 40 Years of Doing Intelligence Analysis for US Foreign Policymakers; Martin Peterson - Read
Revisiting the Psychology Of Intelligence Analysis; Puvathingal & Hantula – Read the five highlighted areas in support of critical and creative thinking classroom discussion


Suggested – (the following items are suggested reading IOT broaden the student’s professional and personal perspectives as part of their continuous learning)
C2T Chap 9
Critical Thinking and Intelligence Analysis,  David Moore CT and IA – Read from the bottom of pgs. 57-59
  
OODA Loop – Agility Wins – Read from the paragraph that goes from pgs. 3 - 4
Sensemaking; Moore, D. – Review pgs. 133-137 
Situating Visualization Within Problem Solving;  Parsons Journal for Information Mapping –  Review the chart on pg. 1 IOT facilitate small group PE orientation and discussion
Sandals and Robes to Business Suits and Gulf Streams: Warfare in the 21st Century; MG Flynn in Small Wars Journal (SWJ) – Review to support classroom discussion and facilitate small group PE understanding

The Military Needs More Disruptive Thinkers; SWJ – Read to facilitate classroom discussion of creative thinking

Disruptive Thinkers: The PME Debate Needs More Informed Thinkers; SWJ – Read to facilitate classroom discussion of critical and creative thinking

Intelligence Community Directive 205 (Analytic Outreach); Jul 08
Practical Exercise Support – 
OEA 6_Horn of Africa Feb 09 (Operational Environment Assessment)
Al Shabaab's Rise in the Al Qaeda Network; Aug 11 (SITE Intel Group)
Terror Partnership: AQAP and Shabaab; Jul 11 (SITE Intel Group)
Prior to Day 2 
Required – 
Tradecraft Primer APR 2009 – Read pgs.  5-14 “Diagnostic Techniques”

Tradecraft Primer:  The Use of Argument Mapping – Review for familiarization to
 support classroom orientation/discussion on argument mapping

Suggested – (the following items are suggested reading IOT broaden the student’s understanding of both diagnostic technique and argument mapping application)
 The Jonathon Luna Case Study - Review

Simon Intel – Mexican Drug Cartels – Greater Threat to the US than Al Qaeda – Read pgs.  2-6

Prior to Day 3 
Required – 
Center of Gravity Analysis, COL Dale C. Eikmeier, USA (Jul-Aug 04 Military Review) – 
Review for familiarization to support initial topic framing during classroom discussion on centers of gravity analysis

A Logical Method for Center of Gravity Analysis, COL Dale C. Eikmeier, USA (Sep-Oct
 07 Military Review) – Review for familiarization to support initial topic framing during classroom discussion on centers of gravity analysis

Centers of Gravity from the “Inside Out,” LTC Jan L. Rueschhoff, USA and Ltc Jonathan
 P. Dunne, USMC, (Issue 60, 1st Qtr 2011 Joint Forces Quarterly)  – Read  for system’s approach to analysis discussion as well as follow-on subject framing within critical capabilities/requirements/vulnerabilities definitions and support to operational design parameters

Center of Gravity – What Clausewitz Really Meant, Dr. Joseph L. Strange, USAF (Ret)
and Col Richard Iron, British Army, (Issue thirty-five, 3rd Qtr 2003 Joint Forces Quarterly) – Review for greater understanding and historical perspective on center of gravity application and potential usage in support of threat operational design/objective examination

Suggested – (the following item is suggested reading IOT broaden the student’s understanding of historical context supporting contrarian application)
The 1973 Arab – Israeli War – Read to facilitate broader understanding of key ASAT Contrarian 

Practical Exercise Support – 
Intel Wars (extract) – Read the chapter one book extract “Lipstick on a Pig” as a general overview regarding Taliban prime driver recognition and potential application in support of the Taliban PE
CRS Report for Congress; Afghanistan: Post-Taliban Governance – Review pgs 13-19 for potential CFA consideration and application in support of the Taliban PE

Carnegie Papers; Afghanistan: the Impossible Transition Review pgs 13-15 for both potential functional analysis and CFA consideration and application in support of the Taliban PE
Military Review; Taliban Organizational Analysis – Review document for PMESII-PT-specific framework application material supporting CFA application within the Taliban PE
NYT; Audacious Raid on NATO Base Shows Taliban’s Reach – Read to support functional and CFA research regarding Taliban critical capabilities and requirements 
Operational Environment:  2009 – 2025 – Review subject matter content IOT support greater understanding of key variable/dimensions (prime drivers) impact on the OE
REUTERS; Military Comeback a Distant Dream for Afghan Taliban – Read to support CFA consideration and application in support of the Taliban PE
REUTERS; US Military Says Taliban Set to RE-take Power – Read to support functional analysis and CFA consideration and application in support of the Taliban PE
UK Guardian; Taliban Believe They Will Take Over from US and NATO in Afghanistan; – Read to support functional analysis and CFA consideration and application in support of the Taliban PE


Prior to Day 4 
Required – 
Psychology Of Intelligence Analysis; Richards J. Heuer – Read chapter 6

Practical Exercise Support – 
After Action Report – General Barry McCaffrey USA (Ret) Official International Advisory Board 1 – 3 June VISIT TO MEXICO (5 July 2012)  – Review subject matter content for potential consideration and application in support of the Mexico PE
Asymmetric Tactical Observations along the US Mexican Border – Review subject matter content for potential consideration and application in support of the Mexico PE
Blood Money – Hezbollah’s Revenue Stream thru the Americas – Review subject matter content for potential consideration and application in support of the Mexico PE
Foreign Policy (Small Wars) Outsourcing the Drug War – Review subject matter content for potential consideration and application in support of the Mexico PE
Mexico’s Commercial Insurgency (MAJ Martinez White Paper) – Review subject matter content for potential consideration and application in support of the Mexico PE
Mexico’s Narco Refugees – Review subject matter content for potential consideration and application in support of the Mexico PE
The Mexican Cartel Debate – Review subject matter content for potential consideration and application in support of the Mexico PE
Mexican Drug Cartels – A Greater Threat to the US than Al Qaeda? – Review subject matter content for potential consideration and application in support of the Mexico PE
US Strategic Imperative Must Shift to Mexico – Review subject matter content for potential consideration and application in support of the Mexico PE
This Week at War – Is Mexico’s Drug War Doomed?– Review subject matter content for potential consideration and application in support of the Mexico PE

Prior to Day 5 
Practical Exercise Support – 
Intel Wars (extract) – Read extract of pgs 137 – 142 reference both the Horn of Africa and al-Shaab for primary consideration and direct application in support of the Horn of Africa PE (C2T II/Comprehensive Scenario III)
OEA 6_Horn of Africa Feb 09 (Operational Environment Assessment) – Review subject matter content for potential consideration and application in support of the Horn of Africa PE
BBC:  Is Somalia's al-Shabab on the back foot? – Review subject matter content for potential consideration and application in support of the Horn of Africa PE	

Course Expectations: This is not a course that students will be given what “right looks like” and asked to replicate it. Students are expected to think independently and work cooperatively in small groups. The instructors are not looking for “beautiful” products but products that have been well thought through regardless if they are on White Boards, Butcher Paper, etc. This is a course which is based on “gray matter” work and not on linear power point presentations.

Grading Criteria: See Student File for HOA LP Day 5 Evaluation Rubrics contained on slides 8-11. (Available upon Request)
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Many of these primers can be found at the following MilSuite location: https://www.milsuite.mil/book/docs/DOC-13261
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Intel Processes:

Analysis (FM 2.0):

“Collected information is evaluated and integrated with existing information to produce intelligence.”

Support to 

Situational Understanding



Support to Targeting & Info Superiority



Support to 

Force Generation



Perform ISR



Analytic enablers supporting  

Force Generation 

(i.e.“Generating Intel Knowledge”)



Critical & Creative Thinking (C2T)

Basic Structured Analytic Techniques



Analytic enablers supporting  

Support to Situational Understanding 

(i.e.“Perform IPB”)



C2T & BSAT

Diagnostic Techniques (ACH)

Argument mapping



Analytic enablers supporting  

Perform ISR 

(i.e.“Perform ISR Synch & Integration”)



C2T & BSAT

Diag (ACH) & Argument Mapping

ASAT (Contrarian/Imaginative)



Analytic enablers supporting  

Targeting & Information Superiority 

(i.e.“Provide Intel Support to Targeting & Combat Assessment”)



C2T & BSAT

Diag (ACH) & Argument Mapping

ASAT (Contrarian/Imaginative)



NAI/TAI Feedback

IPB Input





     Now that you have a better understanding of how the IWF fits within the Army mission process, lets delve deeper into the intelligence processes within the IWF using (SLIDE BUILD) FM 2.0’s definition of analysis as the condition setter so that we can gain a more succinct awareness of how analytic tradecraft provides enabling tools to each of our intelligence tasks.  Back to back SLIDE BUILDs.  Here once again you can see the four primary intelligence tasks within the IWF that are consistent with the Army Universal Task List.  SLIDE BUILD.  These four tasks are processes within themselves that synergistically drive the IWF as a whole.  

     Looking at the Support to Force Generation intelligence task, SLIDE BUILD specifically the sub-task example of generating intelligence knowledge, there are two key analytic tradecraft subjects - critical and creative thinking and basic structured analytic techniques - that have decisive application towards supporting this task.  

     Next as we look at the Support to Situational Understanding task SLIDE BUILD we see those same AT subjects at play along with the Diagnostic Techniques, which culminate in the Analysis of Competing Hypotheses, as well as Argument Mapping which further enables us to see the validity of our intelligence argument along with what evidence and indicators we’ve brought to bear on the specific intelligence question or challenge.   

     Moving forward to the Perform Intelligence, Surveillance, and Reconnaissance task, SLIDE BUILD we continue to see those same four AT subjects potentially at play along with the Advanced Structured Analytic Techniques that are potentially both Contrarian (or challenge) or Imaginative in nature.  The contrarian techniques help us to see whether we might be merely repeating the prevailing assessment or line of thought without taking full advantage of new information or perhaps not seeing emerging trends or maybe even a dynamic variable that we’ve discounted because it went against the grain of our original thought process.  The imaginative techniques grant us additional avenues to not only capture new information in a different light; but, to see the relationship of key variables on each other and the resultant alternative futures scenarios that indeed may come to fruition.   SLIDE BUILD  The ISR process has to be inherently linked to both the process and products growing from our situational understanding snapshot.  Using IPB as a primary example, the NAIs and TAIS generated as part of IPB’s event template require specific intelligence collection via ISR.  The result ISR feedback, whether it be confirmation or denial, is key to how we update our current IPB and when as well as adding significant input to creating and shaping IPB’s decision support template.

     SLIDE BUILD.  The last task is Support to Targeting and Information Superiority.  Here you can see that much like the previous task, all of the AT subjects are potentially at play for the same reasons that we’ve used them as enabling tools for much of the processes within the IWF.  This task calls for specific actions and refinement of both processes and products.  AT aids in that shaping and perhaps the specificity of products so that they indeed fit or have tangible application within say COA development as one primary example.       
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Analytic Tradecraft:  Supporting Analytic Enabler

Analytic Tradecraft:

C2T & Structured Analysis (CTSA)



Critical & Creative thinking



Basic Structured Analytic Techniques



Sorting / Timelines / Matrices / Adversary 

Intent / Link Charts / Event Trees / Event 

Mapping / Probability / Weighted Ranking



Diagnostic Techniques



Key Assumptions Check 



Quality of Information Check 



Indicators or Signposts of Change



Analysis of competing Hypotheses



Argument Mapping



Functional Analysis



Critical Factors Analysis 



COG “inside out”



Advanced Structured Analytic 

Techniques



Contrarian



Devil’s Advocacy



Team A – Team B



High-Impact – Low Probability 

Analysis 



“What If” Analysis



Imaginative



Brainstorming



Outside-in Thinking



Red Team Analysis



Alternative Futures Analysis



Morphological Analysis



Multiple Scenarios 

Generation

Specific Application w/in MDMP:

Step 2 – Mission Analysis

Step 3 – COA Development

Step 4 – COA Analysis 

Step 6 – COA Approval
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