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PREFACE

Purpose


This training support package provides the instructor with a standardized lesson plan for presenting instruction for:




Task Number:
113-305-1001




Task Title:
Communicate by a Tactical Radio




Conditions:
Given an operational radio (SINCGARS), with a SOI, KYK-13 with TEK and fill cable, ACP 125(E) (and U.S. Supplement-1), assignment, appropriate technical manuals and an operational distant station.




Standards:
Voice communications are correctly established with the distant tactical radio/network within 3 minutes.
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SECTION I.
ADMINISTRATIVE DATA



All Courses Including This Lesson
COURSE NUMBER(S)
COURSE TITLE(S) 


113-305-1001
Communicate by a Tactical Radio









Task(s )Taught or Supported
TASK NUMBER
TASK TITLE


113-305-1001
Communicate by a Tactical Radio





Reinforced Tasks
TASK NUMBER
TASK TITLE


113-571-1003
Establish, Enter And Leave a Radio Net


113-571-1004
Operate in Radio Nets


113-571-1022
Perform Voice Communications


113-571-7004
Check Voice Radio Net Procedures


113-573-8006
Use an Automated Signal Operation Instruction (SOI)


113-573-8010
Prepare Input to SOI Using Revised Battlefield Electronics CEOI System (RBECS) or Equivalent


113-587-1064
Prepare Single-Channel Ground and Airborne Radio Systems (SINCGARS) MANPACK For Operation


113-587-1067
Install SINCGARSs ICOM With or Without the AN/VIC-1


113-587-2070
Operate SINCGARS Single-Channel (SC)


113-587-2071
Operate SINCGARS Frequency Hopping (FH) (Net Members)


113-587-2072
Operate SINCGARS Frequency Hopping (FH) Net Control Station (NCS)





Academic Hours
The academic hours required to teach this course are as follows:





PEACETIME HRS/METHOD


MOBILIZATION HRS/METHOD



45 min/CO


45 min/CO



45 min/DM


45 min/DM



90 min/PE
90 min/PE


Total Hours
3 hrs
3 hrs




Test Lesson

 Number
N/A



Prerequisite Lesson(s)
LESSON NUMBER
LESSON TITLE


N/A
N/A




Clearance and Access
There are no clearance or access requirements for this lesson

References
Number


Title
Date


ACP 125 U.S. Suppl-1
Communications Instructions Radiotelephone Procedures for use by United States Ground Forces
1/10/85


ACP 125(E)
Communications Instructions - Radiotelephone Procedures
1/08/87


FM 24-18
Tactical Single Channel Radio Communications Techniques
30/09/87


FM 24-19
Radio Operator’s Handbook
24/05/91


TM 11-5820-890-10-1
Operation Manual for SINCGARS Ground Combat Net Radio ICOM
1/09/92


TM 11-5820-890-10-8
Operation Manual for SINCGARS ICOM Ground Radio used with the Automated Net Control Device (ANCD), PLGR, STU 111 and HF MUX
28/02/95


101-31U/Job Aid 1
SINCGARS Integrated COMSEC (ICOM) Operation
02/93


Computer Based Training (CBT)
SINCGARS CBT.  Issued with TSP or on WWW. 
30/9/96

Student Study Assignments


Students must complete the reading assignment (see the Student Information Sheet:  Communicate by Tactical Radio) prior to the start of the practical exercise.  The Information Sheet contains the overview, background, and other information required to complete the exercise.



Instructor Requirements


One Instructor

Additional Support Personnel Requirements
None




Equipment Required


An assembled tactical radio (SINCGARS MANPACK) with a SOI, KYK-13 with TEK and fill cable, preloaded COMSEC, and an operational distant tactical radio/network (compatible to the radio being trained).



Materials 

Required


INSTRUCTOR MATERIALS:  ACP 125(E) and U.S. Supplement-1, FM 24-18, FM 24-19, TM 11-5820-890-10-1, and TM 11-5820-890-10-8;  101-31U/Job Aid 1;  an operational distant tactical radio/network (compatible to the radio being trained);  student information sheet, practical exercises and solutions, instructor guides.




STUDENT MATERIALS:  ACP 125(E) and U.S. Supplement-1, FM 24-18, FM 24-19, TM 11-5820-890-10-1, and TM 11-5820-890-10-8;  101-31U/Job Aid 1;  an operational distant tactical radio/network (compatible to the radio being trained);  reading assignment/student information sheet, practical exercise materials.



Classroom Training Area,

and Range Required


Classroom

Ammunition Requirements


None

Instructional Guidance


The Student Information Sheet contains basic knowledge needed for operating a radio.  Integrate this information into the lesson and practical exercise.  Also, ensure that the students read it prior to doing the practical exercise.  Additional background information to aid the instructor in preparing this lesson may be obtained by doing a search for “SINCGARS” on the world wide web.

SECTION II.
INTRODUCTION




Method of instruction: CO, DM, PE
Time of instruction:  3.0 hrs
Instructor to student ratio is 1:20
Media Used: References, resources



Motivator


Army Command, Control and Communications requires the development of leaders with the right combination of skills essential to the Army’s readiness for future operational missions.  Command, Control and Communications begins the first day of service and continues throughout the leader’s military career.  The challenge is to provide those avenues to establish and maintain the individual or unit’s needs to communicate.  This instructional period provides opportunities to gain the skills and experience needed to execute effective communications in a tactical environment.

Terminal 

Learning Objective
Note:  Inform the student of the following terminal learning objective requirements:



At the completion of this lesson you (the student) will:





Action:
Communicate by a Tactical Radio.


Condition:
Given an assembled tactical radio (SINCGARS MANPACK) with a SOI, KYK-13 with TEK and fill cable; ACP 125(E) and U.S. Supplement-1, FM 24-18, FM 24-19, TM 11-5820-890-10-1, and TM 11-5820-890-10-8;  101-31U/Job Aid 1;  preloaded COMSEC; an operational distant tactical radio/network (compatible to the radio being trained), and the Student Information Sheet/reading assignment.


Standard:
Establish voice communications with a distant tactical radio/network.

Safety Requirements


1.  Lithium batteries are flammable;  toxic gases could cause harmful side effects (References:  40 Code of Federal Regulations (pert #262), and TB 43-0134, Battery Disposition and Disposal).

2.  The MANPACK antenna extends 1 foot above the radio set, therefore, there is a possibility of eye injury.



Risk 

Assessment

 Level
This TSP is assigned a risk assessment level of LOW



Environmental Considerations


Ensure lithium batteries are properly disposed (do not incinerate).  Batteries must be disposed of by hazardous materiel personnel (References:  40 Code of Federal Regulations (pert #262), and TB 43-0134, Battery Disposition and Disposal). 

Evaluation


Successfully complete all steps within the practical exercise.



Instructional 

Lead-in
Communications is every leader’s responsibility.  This instructional period focuses on developing communications skills in a tactical environment.



SECTION III.
PRESENTATION




Note:  Inform the students of the Enabling Learning Objective requirements.



A.
ENABLING LEARNING OBJECTIVE A




Action:
Place radio into operation.


Condition:
Given an assembled tactical radio (SINCGARS MANPACK) with a SOI, KYK-13 with TEK and fill cable;  ACP 125(E) and U.S. Supplement-1, FM 24-18, FM 24-19, TM 11-5820-890-10-1, and TM 11-5820-890-10-8;  101-31U/Job Aid 1; preloaded COMSEC, an operational distant tactical radio/network (compatible to the radio being trained), and the Student Information Sheet/reading assignment.


Standard:
Radio passes operational check. 


Learning Step/Activity:  Place a radio into operation (written for SINCGARS MANPACK (Before Operation PMCS)).




Method of instruction:  CO/DM

Time of instruction:  15 min/15 min
Instructor to student ratio is  1:20/1:20

Media:  Required equipment and references




1.  Preset controls.

2.  Turn FTCN switch to “TST”.

3.  Test RT circuits.

4.  Test transmitter.

5.  Set battery life condition.




Note:  Conduct a check on objective attainment;  summarize the activity.

B.
ENABLING LEARNING OBJECTIVE B




Action: 
Enter Net.


Condition:
Given an assembled and operational tactical radio (SINCGARS MANPACK), with a SOI, ACP 125(E) and U.S. Supplement-1, FM 24-18, FM 24-19, TM 11-5820-890-10-1, and TM 11-5820-890-10-8;  101-31U/Job Aid 1;  preloaded COMSEC;  an operational distant tactical radio/network (compatible to the radio being trained), and the Student Information Sheet/reading assignment.


Standard:
Net access is accepted by NCS.


Learning Step/Activity:  Enter Net (Loading/Frequency Hopping).




Method of instruction: CO/DM

Time of instruction: 15 min/15 min
Instructor to student ratio is 1:20/1:20

Media: Required equipment and references




1.  Turn FTCN switch to “LD”;  turn COMSEC switch to “CT”

2.  Load Traffic Encryption Key (TEK) in operational channel.

3.  Load frequencies

4.  Turn FTCN switch to “Squelch ON”

5.  Hopset characteristics

6.  Operate radio.




Note:  Conduct a check on objective attainment; summarize the activity.



C.
ENABLING LEARNING OBJECTIVE C




Action:
Transmit a radio message.


Condition:
Given an assembled and operational tactical radio (SINCGARS MANPACK) with frequency and COMSEC loaded, a SOI, ACP 125(E) and U.S. Supplement-1, FM 24-18, FM 24-19, TM 11-5820-890-10-1, and TM 11-5820-890-10-8;  101-31U/Job Aid 1;  preloaded COMSEC, an operational distant tactical radio/network (compatible to the radio being trained);  an operational net, and the Student Information Sheet/reading assignment.


Standard:
Distant tactical radio/network acknowledges receipt of transmission.


Learning Step/Activity: Transmit a radio Message (NCS Operation).




Method of instruction: CO/DM

Time of instruction: 15 min/15 min
Instructor to student ratio is 1:20/1:20

Media: Required equipment and references




1. Establish secure Single Channel communications.

2. Use prowords, call signs, frequencies, item numbers and authentication (see 103-31U/Job Aid 1).




Note:  Conduct a check on objective attainment; summarize the activity.



SECTION IV.
SUMMARY




Method of instruction:  CO

Time of instruction:  1.0 min
Instructor to student ratio is  1:20
Media Used:  None



Review/

Summarize

 Lesson
During this lesson we have established radio communications with a distant tactical radio/network.  We placed a radio into operation, entered a net, and transmitted a message.  The communication skills acquired in this class can be applied and adapted to meet the needs of any organization.



Check on

 Learning


Evaluate course material comprehension by soliciting questions and explanations.



Transition 

To Next

 Lesson


N/A

SECTION V.
STUDENT EVALUATION



Testing Requirements


Successfully complete all steps within the practical exercise.

Feedback Requirement


Schedule and provide feedback on any information to help answer inquiries about the task.




Note:  Rapid, immediate feedback is essential to effective learning.



APPENDIX A

VIEWGRAPH MASTERS

N/A

APPENDIX B

TEST AND TEST ANSWERS

N/A

APPENDIX C

PRACTICAL EXERCISES AND SOLUTIONS
APPENDIX D

STUDENT HANDOUTS



WARNING


· A lithium battery used with your manpack radio contains pressurized sulfur dioxide gas.  The gas is toxic, and the battery MUST NOT be abused in any way which may cause the battery to rupture.

· DO NOT heat, short circuit, crush, puncture, mutilate, or disassemble batteries.

· DO NOT USE any battery which shows signs of damage, such as bulging, swelling, disfigurement, a brown liquid in the plastic wrap, a swollen wrap, etc.

· DO NOT test lithium batteries for capacity.

· DO NOT recharge lithium batteries.

· DO NOT dispose of lithium batteries with ordinary trash/refuse.  Turn in discharged batteries to local supply.

· If the battery compartment becomes hot to the touch; or you hear a hissing or burping (i.e., battery venting); or you smell irritating gas (sulfur dioxide),  IMMEDIATELY TURN OFF the equipment and leave the area.

1.   Allow the equipment to cool at least one hour.

2.   Remove and replace the battery after the equipment has cooled to the touch.

3.   If there is a safety incident, or you believe a safety hazard exists, notify your 
local Safety Office/Officer, file a Product Quality Deficiency Report (SF Form 
368), and notify the CECOM Safety Office, Fort Monmouth, NJ at DSN 


995-3112.

· DO NOT use a Halon type fire extinguisher on a lithium battery fire.

· In the event of a fire near a lithium battery(ies), rapid cooling of the batteries is important.  Flood the equipment with water, or use a carbon dioxide (CO2) extinguisher.  Controlling and cooling the equipment fire may prevent the battery from venting and potentially exposing lithium metal.  In the event that the lithium metal becomes involved in fire, recommend using a graphite based Class D fire extinguisher.

· DO NOT store batteries in unused equipment.

· DO NOT store lithium batteries with other hazardous materials.  Keep them away from open flame or heat.
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COMMUNICATE ON A TACTICAL RADIO
SECTION I

BACKGROUND / OVERVIEW

The enclosed Information Sheet/Reading Assignment is designed to provide a background and overview information concerning communications on a tactical radio.  This information is required in order to prepare you to perform this task.  You are urged to refer to the references identified in the training support package for detailed information.

This lesson, including the practical exercise, covers the Single Channel Ground and Airborne Radio Subsystem (SINCGARS) Systems Integrated COMSEC (ICOM) radio, which is the current doctrinal Combat Net Radio found in the field.  The SINCGARS radio is beneficial in the tactical arena in that the radio minimizes the steps necessary to establish Frequency Hopping (FH) communications, through the use of frequency hopping.

SINCGARS is a user owned and operated solid state ICOM with built in Electronic Counter-Counter Measures (ECCM).  SINCGARS(V) software packages are constantly updated, depending on the version in your unit.  Some of the associated equipment available are the Single Channel mode (SC) SINCGARS which is compatible with the AN\VRC-12 series radios and current Vinson Communications Security (COMSEC) equipment; and the mode FH SINCGARS which is compatible only with other SINCGARS radios

Within this reading assignment you will be introduced to the history of basic radio terminology, transmissions, and procedures (Determining call signs and Fundamentals of Radio Transmissions), which will provide a basic background in radio communications.  You will then be introduced to current tactical radio procedures and terminology such as NCS Operations, Frequency Hopping, the Revised Battlefield Electronic CEOI System (RBECS), and the Automated Net Control Station (AN/CYZ-IOA).

In your unit, and in later assignments, you will see that communications technology progresses in leaps and bounds.  You will be successful if you can just keep up to date on current radio communication skills.

Students must complete the enclosed practical exercise in order to be familiar with just the basics.

Additionally, for training purposes, you may need to refer to previously approved Training Support Packages (TSPs) when equipment dictates.

SECTION I

A.  DETERMINE CALL SIGNS, FREQUENCIES, AND ITEM NUMBERS

If you want to contact someone on the telephone and are not sure of the number, you would use directory assistance or look it up in the telephone directory.  Although there is no equivalent to directory assistance within radio communications, the Signal Operation Instructions (SOI) is the telephone directory to locate names (call signs) and number frequencies.  The SOI becomes even more crucial when you consider that call signs and frequencies normally change at least once every 24 hours as directed in the operation order.

This section discusses unit and individual call signs, procedures to identify the correct frequency, and how to find the name of an unknown caller by using the item number identifier tables.

To communicate over a radio, platoon leaders must determine unit call signs, frequencies, and item numbers.  The SOI provides this information.  Normally, you would use an SOI extract which contains only the information that you need.

The standard unclassified SOI is used in the classroom.  When you are in an operational environment, use your unit's SOI and FM 24-35.

A complete call sign consists of a base (letter-number-letter) element and a suffix (number-number) which identifies the individual or element within the unit which may have an additional letter (expander) for further identification.

Once communication is established in the net, the base call sign is shortened to the last letter thus giving the abbreviated call sign (EX:  "X 77 D”).  This is possible because normally there is only one call sign in the net ending in ALFA, BRAVO or CHARLlE and so forth.

Determining frequencies.  Frequencies are assigned to each radio net which is listed by command/echelon on the frequency page immediately following the call sign page of the same item number.  They are listed in the same manner as the call signs.

Determining item number identifiers.  It was stated previously that normally the abbreviated call sign is used in an established net.  There are times, however, when you will have to use the full call sign.  Should the occasion arise that you must communicate outside your assigned nets, you must use your full Letter-Number-Letter (L-N-L) call sign and assigned suffix.  This would alert the NCS that an out-of-net station is trying to enter the net.  To aid the NCS in identifying you, the SOI has item 20 "Item Number Identifiers (INI)."

Upon being challenged, you would go to item 20 in the SOI, and using the appropriate time period, locate the item number under which you are operating.  Follow this line horizontally to the left column. This is your two-letter item number identifier to be given.  Before accepting traffic from your station, you will be required to authenticate.

SECTION I

B.  FUNDAMENTALS OF RADIO TRANSMISSIONS

1.  General.

a.  Radio procedures are designed to expedite the transmission of messages and reduce the number of errors by providing a precise and uniform method of handling radio traffic under all operating conditions.  Radiotelephone is a means for close person-to-person contact, and frequently the originator of a message will actually operate the radio which is in direct communications with the addressee.

b.  The general operating rules listed below will aid you in utilizing circuit time more efficiently and minimize violations of security.

(1) Correctly used procedure serves to eliminate delays, errors, and violations of communications security.

(2) Messages should be clear, complete, concise, premeditated and, if possible, previously written.

(3) Speak clearly, slowly, in natural phrases, and enunciate each word.  If receiving operators must copy, speak slowly to allow sufficient time for writing.

(4) Listen before transmitting to avoid interfering with other traffic.

(5) Always assume the enemy is listening.

(6) Continually train soldiers in the intelligent use of radio.

2.  Phonetic alphabet.  To help identify spoken characters, a set of easily understood words (phonetic alphabet) has been selected by the Army to avoid confusion between letters.  BRAVO, for example, is the phonetic equivalent of the letter B. and DELTA is the phonetic equivalent of the letter D.  BRAVO and DELTA are much less likely to be confused in a radiotelephone conversation than B and D.  All radio operators must know the phonetic name for each letter in the alphabet.  The accented syllables of each word are underlined in the following chart.

PHONETIC ALPHABET
LETTER
WORD
PRONUNCIATION

A
ALFA
AL  FAH

B
BRAVO
BRAH  VOH

C
CHARLIE
CHAR  LEE  OR  SAHR  LEE

D
DELTA
DELL  TAH

E
ECHO
ECK   OH

F
FOXTROT
FOKS  TROT

G
GOLF
GOLF

H
HOTEL
HOH  TELL

I
INDIA
IN  DEE  AH

J
JULIET
JEW  LEE  ETT

K
KILO
KEY  LOH

L
LIMA
LEE  MAH

M
MIKE
MIKE

N
NOVEMBER
NO  VEM  BER

O
OSCAR
OSS  CAH

P
PAPA
PAH  PAH

Q
QUEBEC
KEH  BECK

R
ROMEO
ROW  ME  OH

S
SIERRA
SEE  AIR  RAH

T
TANGO
TANG  GO

U
UNIFORM
YOU  NEE  FORM  OR OO  NEE  FORM 

V
VICTOR
VIK  TAH

W
WHISKEY
WISS  KEY

X
XRAY
ECKS  RAY

Y
YANKEE
YANG  KEE

Z
ZULU
ZOO  LOO

3.  Numerical pronunciation.

a.  To distinguish numerals from words similarly pronounced, the proword "FIGURES" may be used preceding such numbers.

b.  When numerals are transmitted by radiotelephone, the following rules for their pronunciation will be used:

NUMERICAL


SPOKEN AS

0
ZE-RO

1
WUN

2
TOO

3
TREE

4
FOW-ER

5
FIFE

6
SIX

7
SEV-EN

8
AIT

9
NIN-ER

c.  Numbers will be transmitted digit-by-digit except that exact multiples of thousands may be spoken as such.  However, there are special cases, such as anti-war warfare reporting procedures, when the normal pronunciation of numerals is prescribed; for example, 17 would then be "seventeen."

NUMERICAL


SPOKEN AS

44
FOW-ER  FOW-ER

90
NIN-ER  ZERO

136
WUN  TREE  SIX

500
FIFE  ZEO-RO  ZE-RO

TIME
1200
TIME  WUN  TOO  ZE-RO  ZE-RO

1478
WUN  FOW-ER  SEV-EN  AIT

7000
SEV-EN  TOU-SAND

16000
WUN  SIX  TOU-SAND

812681
AIT  WUN  TOO  SIX  AIT  WUN

d.  The figure ZERO is to be written 0, the figure ONE is to be written 1, and the letter ZULU is to be written Z.

e.  Difficult words may be spelled phonetically using the four-step method.  Abbreviations and isolated letters should be phoneticized without the proword I SPELL.

EXAMPLE:

(1) Transmission of the word UPATOI:

UPATOI--I SPELL-UNIFORM PAPA ALFA TANGO OSCAR INDIA-UPATOI-OVER.

(2) Transmission of the abbreviation PLT:

PAPA LIMA TANGO.

4.  Prowords.

Procedure words (referred to as prowords) are words used to convey a specific meaning.  They are used in standard phrases between radio operators to shorten and minimize transmissions.  Use of other than authorized prowords is forbidden.

PROWORDS LISTED ALPHABETICALLY

ALL AFTER
The portion of the message to which I have reference is all that which follows



ALL BEFORE
The portion of the message to which I have reference is all that which precedes



*BREAK
I hereby indicate the separation of the text from other portions of the message



CORRECT
You are correct, or what you have transmitted is correct



CORRECTION
An error has been made in this transmission.  Transmission will continue with the last word correctly transmitted

An error has been made in this transmission (or message indicated).  The correct version is

That which follows is a corrected version in answer to your request for verification



DISREGARD THIS TRANSMISSION-OUT
This transmission is in error. Disregard it (This pro-word shall not be used to cancel any message that has been completely transmitted and for which receipt or acknowledgment has been received



*EXEMPT
The addressees immediately following are exempted from the collective call



*FIGURE
Numerals or numbers follow (optional)



*FLASH
Precedence FLASH. Reserved for initial enemy contact reports on special emergency operational combat traffic originated by specifically designated high commanders of units directly affected. This traffic is to be SHORT reports of emergency situations of vital proportion.  Handling is as fast as is humanly possible with an objective time of 10 minutes or less



*FROM
The originator of this message is indicated by the address designation immediately following



GROUPS
This message contains the number of groups indicated.



INFO
The addressees immediately following are addressed for information



I READ BACK
The following is my response to your instruction to read back



*I SAY AGAIN
I am repeating transmission or portion indicated



*I SPELL
I shall spell the next word phonetically



I VERIFY
That which follows has been verified at your request and is repeated (To be used only as a reply to verify)



*MESSAGE
A message which requires recording is about to follow (Transmitted immediately after the call)



*OUT
This is the end of my transmission to you and no answer is required or expected (Since OVER and OUT have opposite meanings they are never used together)



*OVER
This is the end of my transmission to you and a response is necessary.  Go ahead;  transmit



*PRIORITY
Precedence PRIORITY.  Reserved for important messages which must have precedence over routine traffic.  This is the highest precedence which normally may be assigned to a message of administrative nature



READ BACK
Repeat this entire transmission back to me exactly as received



*ROGER
I have received your last transmission satisfactorily



*ROUTINE
Precedence ROUTINE. Reserved for all types of messages which are not of sufficient urgency to justify a higher precedence, but must be delivered to the addressee without delay



*SAY AGAIN
Repeat all of your last transmission. (Followed by identification data means "Repeat (portion indicated")



SERVICE
The message that follows is a service message



SILENCE
"Cease transmission immediately." Silence will be maintained until lifted (Transmissions imposing silence must be authenticated)



SILENCE LIFTED
Silence is lifted (When an authentication system is in force, the transmission lifting silence is to be authenticated)



*SPEAK SLOWER
Your transmission is at too fast a speed.  Reduce speed of transmission



*THIS IS
This transmission is from the station whose designator immediately follows



*TIME
That which immediately follows is the time or date/time group of the message



*TO
The addressees immediately following are addressed for action



UNKNOWN STATION
The identity of the station with whom I am attempting to establish communications is unknown



VERIFY
Verify entire message (or portion indicated) with the originator and send correct version (To be used only at the discretion of the addressee to which the questioned message was directed)



*WAIT
I must pause for a few seconds



*WAIT OUT
I must pause longer than a few seconds



WILCO
I have received your signal, understand it, and will comply (To be used only by the addressee. Since the meaning of ROGER is included in that of WILCO, the two prowords are never used together)



*WORD AFTER
That word of the message to which I have reference is that which follows



*WORD BEFORE
The word of the message to which I have reference is that which precedes



*WORDS TWICE
Communications are difficult.  Transmit each phrase (or each code group) twice.  This proword may be used as an order, request, or as information



WRONG
Your last transmission was incorrect. The correct version is



*More commonly used prowords

NET CONTROL STATION (NCS) OPERATIONS

SECTION II
A.  ORGANIZATION OF A RADIO NET

5.  General.

a.  In order that radio communications may follow the channels of tactical command, the radio station of a superior unit and the radio stations of its next subordinate units operate on the same frequency.  Two or more radio stations operating together on the same frequency composes a net.  The composition of each net depends upon the tactical grouping of units within a command.  The sole purpose of a net is to exchange messages.

b.  An individual call sign identifies each station within a radio net.  The unit SOI assigns each station's frequency and call sign.  This identifying call sign is classified and association with an actual unit designation is considered a compromise and is a security violation.  An expanded call sign will consist of letter number letter and followed by a numerical suffix.  One net may have any number of individual call signs.  The net call sign will be the NCS's call sign minus the numerical suffix.

NET CALL:  A6C

6.  Net control.  Strict discipline is necessary for the efficient functioning of radio nets.  The net control station (NCS) establishes control and maintains discipline within a net.  The net control station has full authority in matters of technical control, but none over organization or tactical employment of any station.  The more important technical duties of a net control station are:  Proper frequency adjustment, transmission control, the clearing of traffic within the net, dispatching internal traffic as quickly as possible, and maintaining order within the net.  The NCS answers questions and makes decisions concerning the net operation.  Within its scope of technical control, the authority of the net control station is absolute, its decisions are final, and its orders must be complied with.  All other stations in the net are subordinate stations.  The NCS normally collocates within the highest headquarters served by the net unless another station is designated.  The NCS should designate a subordinate station as an alternate NCS.

7.  Types of calls.

a.  There are two types of calls commonly used to establish contact within a radio net.

(1) Single call:  Only one call sign precedes the proword THIS IS.  This may be an individual, collective, or net call sign.

EXAMPLE (Using individual call signs):

BRAVO THREE DELTA ONE SIX - THIS IS - MIKE EIGHT ALFA ZERO NINER - OVER.

(2) Multiple call:  Two or more call signs precede the proword THIS IS.  These may be individual and/or collective call signs.

EXAMPLE (Using individual call signs):

BRAVO THREE DELTA ONE SIX - MIKE EIGHT ALFA ZERO NINER - THIS IS - KILO SEVEN WHISKEY TWO NINER - OVER.

b. The call may contain:

(1) Individual call signs identifying stations (addressees) separately.

(2) Collective  call signs identifying a predetermined group of stations (addressees).

(3) A combination of both individual and collective call signs.

(4) Net call sign identifying all stations in a given net.

8.  Calling a station. To conserve time and reduce the length of transmission, all stations in a net may be grouped together under one call sign. Any station in the net may utilize this call sign when wishing to transmit to all other stations in the net, by using this net call sign.  The net call sign is used in the initial establishment of the net at which time the call is transmitted to all other stations by the net control station.

EXAMPLE:  ALFA SIX CHARLIE - THIS IS - ALFA SIX CHARLIE TWO EIGHT - OVER.

SECTION II

B.  ESTABLISHING A NET

9.  Opening a voice net.

a.  The use of procedure prescribed herein shall be followed either when opening a net for the first time or when reopening a net.  Proper control by the net control station (NCS) and adherence to operating rules by the stations within the net enable the net to begin and maintain an exchange of traffic with minimum delay.  When the NCS initially opens the net, the use of abbreviated call signs is not allowed.

EXAMPLE (Using abbreviated call signs):

At a designated time or when ready to establish the net;

ALFA SIX CHARLIE TWO EIGHT transmits:

ALFA SIX CHARLIE - THIS IS - CHARLIE TWO EIGHT - AUTHENTICATE ALFA GOLF -OVER.

Each subordinate station answers the call in alphabetical order:

ALFA SIX CHARLIE - THIS IS - DELTA ONE SIX - 

I AUTHENTICATE SIERRA -AUTHENTICATE ECHO BRAVO - OVER.

ALFA SIX CHARLIE - THIS IS - WHISKEY TWO NINER - 

I AUTHENTICATE TANGO -AUTHENTICATE OSCAR LIMA - OVER.

ALFA SIX CHARLIE - THIS IS - ALFA ZERO NINER - 

I AUTHENTICATE FOXTROT -AUTHENTICATE HOTEL MIKE - OVER.

ALFA SIX CHARLIE - THIS IS - BRAVO ONE ONE - 

I AUTHENTICATE ALFA - OVER.

The NCS now calls the net to inform all stations that their transmissions have been heard and that he has no traffic for them.

(ALFA SIX CHARLIE) - THIS IS - CHARLIE TWO EIGHT - OUT.

b.  For speed of working when conditions are good, particularly on large nets, the proword THIS IS may be omitted by the receiving station when responding to a call or receipting for a transmission.

c.  When two stations are in continuous communications with each other on a net not shared by a third station, the omission of the call sign is allowed provided no confusion will result.  For ground forces use, this provision may apply to any two stations within the same net which are in continuous communications with each other.  However, in either of the foregoing instances, the  requirement  for periodic identification as set forth in appropriate national and/or international regulations must be followed, if possible.

10. Authentication.

a.  Authentication is a security measure designed to protect a communications system against fraudulent transmissions.  There are many circumstances in which authentication must be used.  The needs and desires of each command and the policy of the commander is published in the Signal Operation Instructions (SOI).

b.  These are some examples of mandatory authentication requirements (AR 380-52).

(1) When opening a net.

(2) When closing a net.

(3) When entering a net.

(4) When any station suspects imitative deception on any circuit.

(5) When any station is challenged or requested to authenticate. This will not require stations to break an imposed radio silence for the sole purpose of accomplishing authentication.

(6) When directing radio silence, listening silence, or requesting a station to break an imposed silence.

(7) When making contact or amplifying reports in plain language.

(8) When transmitting operating instructions which affect the tactical situation. Examples: Changing frequencies, requesting fire support, and directing the relocation of a unit.

(9) When resuming contact after prolonged interruption.

(10) When authorized to transmit a classified message in the clear.

11. Opening a net using authentication.

a.  The procedure prescribed herein is only an example of how to open a net using authentication.  The procedure used in your unit may vary due to the situation.  This example also depicts use of complete call signs (see figure 1)

(1) NCS calls the net at a designated time or when ready to establish the net and issues a challenge.

(2) The first substation, in alphabetical order, calls the NCS and authenticates challenge and counter challenges the NCS.

(3) The NCS answers to the net with the authentication to the first substation's challenge and issues a new challenge.

(4) The second substation responds with the net call, authenticates the challenge from the NCS and issues a new challenge.

(5) Now, the third substation will answer to the net, authenticates the second substation challenge and issues a new challenge to the next substation.

(6) The next substation will answer to the net, authenticate and challenge to the next substation.

(7) This procedure will continue until all substations have authenticated.  The last substation in the net will not challenge.

(8) The NCS will then respond to the type of net that will be operated, (either free or directed).

NET CALL:  A6C

NCS TRANSMISSIONS


SUBSTATION’S RESPONSES

1. ALFA SIX CHARLIE - THIS IS - ALFA SIX CHARLIE TWO EIGHT - AUTHENTICATE ECHO GOLF - OVER:
2. ALFA SIX CHARLIE TWO EIGHT - 

THIS IS - BRAVO THREE DELTA ONE SIX - I AUTHENTICATE UNIFORM, AUTHENTICATE INDIA HOTEL - OVER:



3. ALFA SIX CHARLIE - THIS IS - ALFA SIX CHARLIE TWO EIGHT - I AUTHENTICATE QUEBEC, AUTHENTICATE XRAY ZULU - OVER:


4. ALFA SIX CHARLIE THIS IS - 

KILO SEVEN WHISKEY TWO NINER - 

I AUTHENTICATE ECHO, AUTHENTICATE INDIA OSCAR PAPA - OVER:

7. ALFA SIX CHARLIE - THIS IS - ALFA SIX CHARLIE TWO EIGHT - THIS IS A DIRECTED (OR FREE) NET - OUT
5. ALFA SIX CHARLIE - THIS IS - 

MIKE EIGHT ALFA ZERO NINER - 

I AUTHENTICATE OSCAR, 

AUTHENTICATE ROMEO TANGO - OVER:




6. ALFA SIX CHARLIE - THIS IS - 

PAPA FOUR BRAVO ONE ONE - 

I AUTHENTICATE DELTA - OVER:



Figure 1

b.  Types of nets.

(1) Free net - In this type of net, the net control station (NCS) authorizes the member stations within the net to transmit to other stations in the net without obtaining prior permission from the net control station.  Free net operation does not relieve the net control station of the responsibility of maintaining circuit discipline.

(2) Directed net - In this type of net, stations must obtain permission from the net control station prior to communicating with other stations in the net.  Transmission on a directed net may also be accomplished in accordance with predetermined schedules.  Permission is not required for the transmission of FLASH messages which may be sent direct.

The following example illustrates a manner in which the NCS announces that the net is directed and request the amount of traffic to be transmitted.

EXAMPLE A:

ALFA SIX CHARLIE - THIS IS - CHARLIE TWO EIGHT -

THIS IS A DIRECTED NET - OF WHAT PRECEDENCE AND FOR WHOM ARE YOUR MESSAGES - OVER:

CHARLIE TWO EIGHT - THIS IS - DELTA ONE SIX - 

NO TRAFFIC - OVER:

CHARLIE TWO EIGHT - THIS IS-WHISKEY TWO NINER - 

I HAVE ONE PRIORITY FOR YOU OVER:

CHARLIE TWO EIGHT - THIS IS - ALFA ZERO NINER - 

NO TRAFFIC - OVER:

CHARLIE TWO EIGHT - THIS IS - BRAVO ONE ONE - 

I HAVE ONE ROUTINE FOR DELTA ONE SIX - OVER:

CHARLIE TWO EIGHT then informs the net that their transmissions have been heard and begins to clear traffic in order of precedence.

EXAMPLE B:

ALFA SIX CHARLIE - THIS IS - CHARLIE TWO EIGHT - ROGER - WHISKEY TWO NINER SEND YOUR PRIORITY - OVER:

After KILO SEVEN WHISKEY TWO NINER completes his priority to ALFA SIX CHARLIE TWO EIGHT, the NCS gives permission to the next appropriate station to transmit his message.

EXAMPLE C:

BRAVO ONE ONE - THIS IS - CHARLIE TWO EIGHT - 

SEND YOUR ROUTINE TO DELTA ONE SIX  OVER:

(3) A net is deemed to be a free net unless otherwise ordered.  When it is required to change a free net to a directed net or vice versa, one of the following phrases "This is a directed net" or "This is a free net" shall be used by the NCS.

FORMAT

TRANSMISSION
EXPLANATION



KILO SEVEN WHISKEY TWO NINER
COMPLETE CALL SIGN OF RECEIVING STATION (ALSO ACTION ADDRESS)



THIS IS
FROM



PAPA FOUR BRAVO ONE ONE
COMPLETE CALL SIGN OF CALLING STATION (ORIGINATOR OF MESSAGE)



PRIORITY
PRECEDENCE OF MESSAGE

ROUTINE

PRIORITY

IMMEDIATE

FLASH



PRIORITY TIME
DATE/TIME OF ORIGINATION FOLLOWS



250715R
DATE/TIME OF ORIGINATION (GIVEN HERE IN GREENWICH MEAN TIME (GMT):  ROMEO)



BREAK
INDICATES TEXT OF MESSAGE FOLLOWS



BREAK - OVER
INDICATES TEXT OF MESSAGE COMPLETED AND A RESPONSE IS REQUIRED



Example of Transmission:

WHISKEY TWO NINER - THIS IS - BRAVO ONE ONE - 

PRIORITY MESSAGE FOR YOU - OVER:

BRAVO ONE ONE - THIS IS - WHISKEY TWO NINER - 

SEND YOUR MESSAGE - OVER:

WHISKEY TWO NINER - THIS IS - BRAVO ONE ONE - 

PRIORITY TIME 250715 ROMEO - BREAK - 

REQUEST REPLACEMENT FOR BN S2 - BREAK - OVER:

BRAVO ONE ONE - THIS IS - WHISKEY TWO NINER - ROGER - OUT:

12. Closing the voice net.

a.  In closing the net, the net control station transmits the net call sign, and orders his subordinate stations to close down.

b.  NCS may inform the stations of the time to reestablish communications in the same call, or for security reasons, the information may be transmitted by another means of communications or he may encode the information.

Example A (Without use of authentication):

ALFA SIX CHARLIE - THIS IS - CHARLIE TWO EIGHT - 

CLOSE DOWN - UNTIL ONE FIVE ZERO FOUR ZERO ZERO ROMEO - OVER:

CHARLIE TWO EIGHT - THIS IS - DELTA ONE SIX - WILCO - OUT:

CHARLIE TWO EIGHT - THIS IS - WHISKEY TWO NINER - WILCO - OUT:

CHARLIE TWO EIGHT - THIS IS - ALFA ZERO NINER - WILCO - OUT:

CHARLIE TWO EIGHT - THIS IS - BRAVO ONE ONE - WILCO - OUT:

ALFA SIX CHARLIE - THIS IS - CHARLIE TWO EIGHT - ROGER - OUT:

Example B (Closing down using authentication) (see figure 2):.

NCS calls the net and issues order to close down.

First substation calls NCS and issues a challenge.

NCS then calls the net and authenticates.

Substations then answer in alphabetical order to receipt of close down order from NCS.

No station will close down until all have receipted.

c.  The net is officially closed upon completion of the terminating call by the NCS.  This ensures that all stations have received the information.

NET CALL:  A6C USING COMPLETE CALL SIGNS

TRANSMISSIONS


SUBSTATION’S RESPONSES

1. ALFA SIX CHARLIE - THIS IS - ALFA SIX CHARLIE TWO EIGHT - CLOSE DOWN - OVER:
2. ALFA SIX CHARLIE TWO EIGHT - 

THIS IS - BRAVO THREE DELTA ONE SIX - AUTHENTICATE ALFA BRAVO - OVER:



3. ALFA SIX CHARLIE - THIS IS - ALFA SIX CHARLIE TWO EIGHT - I AUTHENTICATE ALFA - OVER:


4. ALFA SIX CHARLIE TWO EIGHT - 

THIS IS - BRAVO THREE DELTA ONE SIX - WILCO - OUT:

8. ALFA SIX CHARLIE - THIS IS - ALFA SIX CHARLIE TWO EIGHT - ROGER - OUT:
5. ALFA SIX CHARLIE - TWO EIGHT - THIS IS - KILO SEVEN WHISKEY TWO NINER - WILCO - OUT:




6. ALFA SIX CHARLIE - TWO EIGHT - ZERO NINER - WILCO - OUT:




7. ALFA SIX CHARLIE TWO EIGHT - 

THIS IS - PAPA FOUR BRAVO ONE ONE - WILCO - OUT:

Figure 2

SECTION III

SINCGARS RADIO SETS

INTRODUCTION TO INTEGRATED COMMUNICATIONS SECURITY (ICOM)

 AND NON- INTEGRATED COMMUNICATIONS SECURITY (NON-ICOM) SINCGARS RADIO SETS

1.  Platoon leaders and net members in an active FH net set-up and operate the latest technology in communications;  which are the ICOM and NON-ICOM SINCGARS radios.  Different activities allow you to practice various operations required to enter and stay in a net.  By continuing to study and practice operator procedures, you will have no problems operating an ICOM and NON-ICOM SINCGARS radio.

2.  During this exercise, you will review the purpose of SINCGARS, and the various SINCGARS configurations;  major components, characteristics, and operator's controls and indicators;  perform radio self tests, program loading single channel information for entering a Single Channel (SC) radio net; and perform the skills required for Cold Start Net Opening to operate in a FH radio network work using radiotelephone operator procedures.
3.  The SINCGARS program objective is to replace the AN/VRC-12 radio series.  There are two versions of the ground radio set configurations: the RT-1439, NON-ICOM; and the RT-1523, ICOM.

4.  The KY-57 is used with the NON-ICOM version.  The major components are as follows:

a.  AN/PRC-119 (Short range manpack)

b.  AN/VRC-87 (Short range vehicle mounted)

c.  AN/VRC-88 (Short range/dismountable)

d.  AN/VRC-89 (Long/short range)

e.  AN/VRC-90 (Long range with power amp. AM-7238)

f.  AN/VRC-91 (Long/short range/dismountable)

g.  AN/VRC-92 (Dual long range)

5.  For additional detailed information concerning the SINCGARS radio, refer to the references identified in the TSP, and the steps/sections covered in the practical exercise.

SECTION IV

REVISED BATTLEFIELD ELECTRONIC CEOI SYSTEM (RBECS)
1.  The Revised Battlefield Electronic CEOI System (RBECS) decentralizes the production of the SOI, and enables the user to create and manipulate the VHF-FM frequency resources, generate the required spectrum management variables, save the data, transfer the variables and load both types of SINCGARS radios.

The RBECS manager must understand the purpose, capabilities, components, functions and the future of RBECS, as well as RBECS’ relationship to the SOI, frequency, and command and control environments of their tactical unit.  An RBECS Manager produces SOI’s, creates and manipulates the VHF-FM frequency resources, and generates required variables.

2.  RBECS software:

a.  National Security Agency (NSA) SOI: A long turn around time is required for NSA to produce the material.  The units must maintain extra copies for contingencies or compromise.  And there is little flexibility in this SOI, units arriving unexpectedly have no frequency or call signs.

b. The RBECS SOI Format takes into account specifics of the SINCGARS Radio and provides flexibility for all contingencies due to unit assignment, generation based on mission.

3.  RBECS Components:  Automated COMSEC Management and Engineering System (ACMES):

a.  Lightweight Computer Unit (LCU). The LCU, when operating the RBECS software, provides the user the capability to create and maintain databases, and to generate, process, display, edit, print, store and transfer CEOI/SOI information as well as frequency-hopping data for the SINCGARS and other radio systems. The LCU has the capability to operate Microsoft Disk Operating System (MS-DOS) software applications.

b.  When operating the RBECS and RBECS Data Transfer Device, the LCU software provides the user with the capability to generate, store, print and/or electronically transfer both single channel (SC) and frequency hopping (FH) radios and the TSK and ECCM protection.

c.  Random Data Generator (RDG). Used to provide the LCU with the necessary random data to allow the RBECS software to generate SOI and/or TRANSEC key fill data.

d.  Automated Net Control Device (ANCD).  The ANCD is a hand-held device capable of receiving, storing, and transferring data between compatible equipment.  The primary application shall be the transfer of variable length electronic keying material, frequency hopping data, and other Communication Security (COMSEC) related variables.The ANCD is used as an SOI Data Storage Device.  SOI information is stored in an ANCD in up to two sets of five time period (normally 24 hour days) of data.  One set contains time periods (days) 1-5, the other 6-10.  One of these periods is designated as current. The ANCD can load up to 280 TSKs, if required.

e.  Frequencies are randomly assigned in the following order:

(1) Discrete (sole user) frequencies: unique to an organization; only used by one net during any time.  Reserved for command and control.

(2) Common User frequencies: Used in a reuse net, available for use by more than one unit.

(3) Fixed frequencies:  Non-changing frequencies used by only one unit.

f.  Frequency restrictions

(1) Restricted frequencies work in conjunction with nets.  Each frequency restriction needs to be matched with selected radio nets. Software thinks in a reverse logical manner.  Each RFA must have a restriction explanation sheet developed by the RBECS spectrum manager.

(2) The RBECS frequency program is designated to recognize up to 16 separate frequency restrictions identified by letter per frequency band. As each restriction is identified, assign it an appropriate letter (A-P) and record an accompanying explanation on the restriction explanation sheet, nets accommodate up to eight restrictions (can have up to 16).  These same frequency restrictions will be matched at a later time with specific radio nets on the master net list.

Note:  As little frequency restriction as possible should be placed on nets and frequencies because placing too many can cause the program to BOMB OUT.

(3) Tuning.  There are certain tuning restrictions based on particular radios, such as low power and limited band width.  For example, some older aviation radios are able to tune above 69.95 MHz.

(4) Geographical restrictions:  frequency is either forbidden or designated for limited use. Usually areas that have television or commercial radio broadcasts will restrict the use of the frequency band around those frequencies.  Frequencies are also restricted base on particular location because of frequency used.

g.  CUE/MANUAL FREQUENCIES.

(1) Cue frequencies are frequencies that have 50 KHz channels.  These include AN/VRC-12 series and other single channel radios.

(2) Manual frequency: Manual frequencies are used for frequency hopping. They have 25 KHz spacing.  The usable frequency spectrum doubled with the introduction of 25 KHz spacing.

h.  REUSE PLAN:  Units will develop a reuse plan whenever there is not enough assigned frequencies to support the required nets.  All common user nets will be placed in the reuse plan.

4.  DESKTOP COMPUTER OPERATION.

a.  The computer has a Video Graphics Array (VGA) and printer ports.  In addition, the nine pin ports are used for connecting the AN/CYZ-10 and AN/CSZ-9.

b.  Edit the configuration to ensure it supports the operation of RBECS.

5.  INPUT DATA

a.  Main Option Menu

(1) SOI:  This menu allows the user to import, develop, manipulate, generate, create, edit, print, electronically transfer and store the SOI.

(2) REVISED SINCGARS ICOM/NON-ICOM Support Software (RSINISS):  This menu allows the user to develop, manipulate, generate, create, store and transfer ECCM variables needed to place the SINCGARS in frequency hopping.

(3) ZERORIZE:  This menu allows the user to sanitize the drive containing classified material for use in the unclassified mode.  This is usually the “D” drive.
b.  Edit options:  This function allows you to manipulate any data under it`s menu screen.

c.  Net frequency information option Select Master Net List.
(1) NET NUM (Net Number) - This data field identifies the net number within the database for the Net/Entity entered on that Net Number line.  Note:  This number is provided by the software and is used through the database (0001 thru 9999).
(2) NAME / DESCRIPTION - This data field identifies user-defined name (up to 16 characters) for Net / Entity entered on that Net Number line.

(3) NET I D (Net Identifier) - This data field identifies a three-digit code between 000 and 999, inclusive, that is assigned to identify a specific SINCGARS radio net.  The Net I D is one factor in determining the point at which the SINCGARS radio will start hopping within the frequency hopset.

(4) C S (Call Sign) - This data field identifies a sign (code), in letter/number/letter format, that is used to identify a specific radio net name within a time period of a SOI.

(5) O C (Organization Code) - This data field identifies a single digit numerical code (1 thru 9) assigned to nets within an RBECS database to allow for the easy identification of organizational elements within the database.

(6) RESTRICTIONS CODE - This data field identifies a single code (A thru P) that is defined by the user and applied to nets and frequencies within authorized frequency resources within the RBECS database to control the frequencies assignment process.

(7) FREQUENCY (Band) - This data field identifies the Frequency Band or a specified fixed frequency for the Net/Entity on that Net Number line

(8) PW (Power) - This data field identifies the Power Level requirement for the following levels: 1=Very High Power, 2=High Power, 3=Medium Power and 4=Low Power.  The user can place the power requirement on which the frequencies are allowed to be operated.

(9) REUSE CL (Reuse Class) - This data field identifies Reuse Class column, enter the class number the net is assigned.  Each class will make assignments to its nets from a different set of frequencies (out of the FM frequency list database).  Therefore, class 01 uses a group of FM frequencies and class 02 will use another group of FM frequencies other than those in class 01. There can be up to 20 classes assigned for any one system.  All nets within a class must have the same power requirement and restrictions. The designer must enter a zone number if a class number is assigned. The total frequency requirement for any class is equal to the number of nets in the largest zone in the class.

 (10) CALL WORD - This data field identifies a word, normally between five and fifteen characters, that is used to identify a specific radio net name WHILE IN THE SECURE MODE ONLY within a time period of a SOI.
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