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1 Purpose

This document specifies the Army Training Information Architecture (ATIA) Learning Management System (LMS) Web Service interface specification which governs the interface between the ATIA and any external LMS vendor electing to participate in a Service Oriented Architecture (SOA) providing various student services. 

This document also describes the ATIA LMS Web Service operations, its schemas, describes the sequence flow.

2 Overview

ATIA is the Army Training Information portal providing various services for current and prospective students. ATIA presents a consolidated view of students current and historical training record gathered from multiple LMS vendors. This enables seamless participation in a training event with disparate LMS vendors and external training systems. Currently ATIA provides catalog search capabilities, enrollment into LMS courses, the ability to take training, post students official Military Training record with the applicable completion results, and provides a single point of entry for the student to access self development and directed DL training.  Current efforts are working toward student presentation of a consolidation of Resident and Non-Resident training.

3 Standards

The Web Services shall be implemented using WS-ADDRESSING, WS-SECURITY, and SOAP 1.1 using document literal style with an XML payload.  The interface shall adhere to the Federated Repositories for Education (FRED) specifications as much as possible.

The WSDL defined in this interfaces specification wraps the IMS Global Consortiums’ schemas for the Person, Membership, Member, and Group objects, refer to the IMS schemas binding definitions at http://www.imsproject.org/enterprise/enbind03.html.

The WSDL extends the IMS Global’s group object to include security disposition and classification metadata for courses. http://www.it.ojp.gov/jxdm/dod_exec-12958/1.0/dod_exec-12958.xsd defined by the Department of Justice.

4 Web Service Definition Language

The ATIA LMS Service WSDL can be found in the LMS WS Specification. 
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Figure 1. LMS service WSDL.
4.1 WSDL Operations

The LMS WSDL is comprised of the following operations. 

4.1.1 CourseList

The CourseList operation is a method to be implemented by the external LMS and requested by ATIA.  ATIA shall initiate a request and the response shall contain the LMS Course Offerings metadata at the discretion of the LMS. The data will be consolidated with other course offerings from other LMS vendors in order to provide a consolidated catalog for students to search through and enroll in. Directed training such as quota- managed training courses will not be listed for students to enroll in directly. Those enrollments will be initiated through the Army Training Resource and Requirements System (ATRRS).  

4.1.1.1 CourseList Request

The CourseList request shall consist of the “enrollcontrol” payload consisting of enroll accept and enroll allowed elements. Refer to the IMS Global ims_epv1p1.xsd or the binding definitions http://www.imsproject.org/enterprise/enbind03.html.
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Figure 2. CourseList request payload.
4.1.1.2 CourseList Response

The external LMS shall send a “CourseList” payload containing one or more course elements. Each course element is defined by a group and security element. See section 9 for a sample message.
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Figure 3. CourseList response payload.
4.1.2 Enrollment

The Enrollment operation is a method to be implemented by the external LMS and requested by ATIA. ATIA shall pass the person and membership data to the appropriate LMS vendor for processing as well as track the student enrollment in the Integrated Student Information System (ISIS) for feed back to ATRRS when appropriate. See section 9 for a sample message.

4.1.2.1 Enrollment Request

The Enrollment request shall consist of the “enrollment” payload containing a person object and membership object.

The person object contains person demographic data and the membership object contains the course key and member data (person key). In essence the person key is duplicated (reference binding definitions http://www.imsproject.org/enterprise/enbind03.html).
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Figure 4. Enrollment request payload.

4.1.2.2 Enrollment Response

The external LMS shall send a ResponseMessage containing the success or failure status of the enrollment request received. See section 9 for an example message.
4.1.3 Launch

The Launch operation is a method to be implemented by the external LMS and requested by ATIA. ATIA shall initiate a request on behalf of a valid AKO User. The request shall contain the membership data and the response shall contain the full URL for the person and course criteria contained in the soap message. The URL will be returned to the student up intercepting the message to attach the Army Knowledge Online (AKO) header information to support Single Sign On (SSO).
4.1.3.1 Launch Request

The Launch request shall consist of the “PlayCourse” payload containing membership object.

[image: image12.jpg]&l playeourse|

[ GlaycouseType)

Firerbert





Figure 5. Launch request payload.
4.1.3.2 Launch Response

The external LMS shall send a ResponseMessage containing the URL with all appropriate launch criteria for the person and course contained in the launch request membership payload. See section 9 for a sample message.
4.1.4 CompletionResult

The Completion Result operation is a method to be implemented by ATIA and requested by the external LMS. The LMS shall initiate a request on behalf of a valid AKO user where the enrollment came from ATIA containing the membership data to include setting a score in the ‘Final Result’ element defined under the membership.member.role. The Completion Result will be recorded in ISIS and conveyed to the student via email of the results, posted to the student’s official record and transmitted to ATRRS where appropriate.  

4.1.4.1 CompletionResult Request

The CompletionResult request shall consist of the “PostGrade” payload containing membership object.
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Figure 6. CompletionResult request payload.
4.1.4.2 CompletionResult Response

ATIA shall send a ResponseMessage containing the success or failure status of the enrollment request received. See section 9 for a sample message.
4.1.5 StudentStatus

The Student Status operation is a method to be implemented by the external LMS and requested by ATIA. ATIA shall initiate a request to the external LMS providing person key identifier. The response shall contain all enrollments (memberships) for the person identified. 

4.1.5.1 StudentStatus Request

The StudentStatus request shall consist of the “sourcedid” payload containing person unique identifier.
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Figure 7. StudentStatus request payload.
4.1.5.2 StudentStatus Response

The external LMS shall send a “StudentStatus” payload containing one or more membership elements. See section 9 for a sample message.
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Figure 8. StudentStatus response payload.
5 Web Service Requirements

Each request and response shall be SOAP 1.1 conformant sent over HTTPS using document-literal style. SOAP headers shall contain WS-SECURITY and WS-ADDRESSING elements.  

5.1 WS-Security

Each B2B, server to server transaction shall include authentication criteria required to access requesting web service. Implementation type TBD. 
5.2 WS-Addressing

WS-Addressing shall be implemented by ATIA and the external LMS and required for any client requesting the web service. The minimum elements shall include the TO, FROM, ACTION and MESSAGE ID as in the following:

…

<soapenv:Header>



<q0:To>https://interfacestest.atsc.army.mil</q0:To>



<q0:From>




<q0:Address>https://lms.atlaspro.com</q0:Address>




<q0:ReferenceParameters/>




<q0:Metadata/>



</q0:From>



<q0:Action>CompletionResult</q0:Action>



<q0:MessageID>1325ff20-a2dd-41d4-a716-446a77211234</q0:MessageID>

</soapenv:Header>
…

Note: Message ID shall be a Global Unique Identifier (GUID).
5.2.1 WS-Addressing Required Elements

The WS-Addressing required elements are:

1. TO

2. FROM

3. ACTION

4. MESSAGEID

6 Unique Key Identification

Key identifiers are indicated in the person, membership, member, and group objects.

6.1 Person Key Identification

The person is identified in the person and member objects. It is comprised of a composite element sourcedid as follows:

<person> or <member>
<sourcedid>



<source>DODEDIPI</source>

<id>2917263761</id>
 </sourcedid>
…

</person> or </member>

Where
sourcedid.source - used as a label to identify what/where generated

id - the actual unique person identifier; this is a 10-digit number.

ATIA will provide the external LMS the unique person identifier typically will be the Department of Defense Electronic Data Interchange – Personal Identifier (DODEDIPI) number.
6.2 Membership Key Identification

The membership element is used in the Enrollment, Launch, CompletionResult, and StudentStatus operations.

The membership element contains a course identifier with an associated member participating in the message flow. The membership element defined in the IMS Global schema allows for multiple members to a membership however ATIA and the external LMS shall only use one member element per membership record. 

The Membership key identification consists of sourcedid (course key) and member (person key) as follows:

<membership>
<sourcedid>



<source>LMS Vendor Site ID</source>


<id>805A_IN1010A_1</id>  

</sourcedid>
<member>
<sourcedid>




<source>DODEDIPI</source>


<id>2917263761</id>
 </sourcedid>
</member>

</membership>

Where


membership.sourcedid.source - used as a label to identify what/where generated


membership.sourrcedid.id – the actual unique course identifier.

6.3 Group (Course) Key Identification

The course identifier is contained in the group element used to uniquely identify a course. The group element is used in the CourseList operation.
<group>
<sourcedid>



<source>LMS Vendor Site ID</source>


<id>805A_IN1010A_1</id>  

</sourcedid>
…

</group>

Where


group.sourcedid.source - used as a label to identify what/where generated


group.sourrcedid.id – the actual unique course identifier.

7 Business Rules

7.1 Person Object

Forth coming…
7.2 Membership Object

The membership object is contained in the COMPLETIONRESULT and STUDENTSTATUS operations of the WSDL.  The definition of elements can be located in the IMS Global Consortiums’ IMS Enterprise XML Binding document http://www.imsglobal.org/enterprise/entv1p1/imsent_bindv1p1.html  

membership.sourcedid.sourceidtype=[“Old”, “New”, “Duplicate”] 

membership.sourcedid.source = [LMS VENDOR]

membership.sourcedid.id = [value of COURSE NUMBER]

membership.member.sourcedid.source=”DODEDIPI”

membership.member.sourcedid.id= [value of DODEDIPI] 

membership.member.idtype=”1” (1=Person, 2=Group)

membership.member.role.roletype = “01” (01=Learner)

membership.member.role.recstatus=2 (1=Add, 2=Update, 3=Delete)

membership.member.role.status=1 (0=Inactive, 1=Active) (0 enrollment complete)

membership.member.role.datetime=[date this transaction generated] (eg 1997-07-16T19:20:30.45+01:00)
membership.member.role.timeframe.begin = [enrollment date] (ISO8601 YYYY-MM-DDThh:mm:ss.sTZD)

membership.member.role.timeframe.end=[course status complete date] (blank if waiting enrollment, enrolled)

For each Lesson populate interimresult element
membership.member.role.interimresult.mode= [cmi.core.lesson.status] (not attempted, incomplete, completed, passed, failed)

If cmi.core.lesson.status is in “passed” or failed” then

membership.member.role.interimresult.result= [cmi.score.raw]

membership.member.role.interimresult.comments= [lesson title] 
membership.member.role.finalresult.mode= [Course level status] (Enrolled, Passed, Completed, Dropped…)

membership.member.role.finalresult.comments = [Course Title] (optional)
8 Sequence Diagrams
Enrollment Flow:
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Figure 9. Enrollment flow.

Launch Flow:
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Figure 10. Launch flow.

Completion Result Flow:
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Figure 11. Completion result flow.

Course List Flow:
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Figure 12. Course list flow.
Student Status Flow:
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Figure 13. Student status flow.

Complete End-to-End Launch Sequence:
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Figure 14. End-to-end launch sequence.

9 Examples

ENROLLMENT example:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:q0="http://www.w3.org/2005/08/addressing" xmlns:q1="http://services.interfaces.atsc.army.mil/wsdl/LMS/1.0" xmlns:q2="http://services.interfaces.atsc.army.mil/xsd/LMS/1.0" xmlns:q3="http://services.interfaces.atsc.army.mil/xsd/imsGlobal/1.0" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<soapenv:Header>


<q0:To>https://lms.atlaspro.com</q0:To>


<q0:From>



<q0:Address>https://interfacestest.atsc.army.mil</q0:Address>



<q0:ReferenceParameters/>



<q0:Metadata/>


</q0:From>


<q0:Action>Enrollment</q0:Action>


<q0:MessageID>945f5611-d29b-51b4-c876-476655440099</q0:MessageID>

</soapenv:Header>

<soapenv:Body>


<q2:enrollment>



<q3:person recstatus="1">




<q3:sourcedid sourcedidtype="New">





<q3:source>DODEDIPI</q3:source>





<q3:id>2917263761</q3:id>




</q3:sourcedid>




<q3:userid>johnny.b.soldier</q3:userid>




<q3:name>





<q3:fn>Johnny Bee Soldier</q3:fn>





<q3:n>






<q3:family>Soldier</q3:family>






<q3:given>Johnny</q3:given>






<q3:other>Bee</q3:other>





</q3:n>




</q3:name>




<q3:demographics/>




<q3:email>johnny.b.soldier@us.army.mil</q3:email>




<q3:institutionrole institutionroletype="Student" primaryrole="Yes"/>



</q3:person>



<q3:membership>




<q3:sourcedid sourcedidtype="Old">





<q3:source>ATLASPRO</q3:source>





<q3:id>805A_IN1010A</q3:id>




</q3:sourcedid>




<q3:member>





<q3:sourcedid sourcedidtype="New">






<q3:source>DODEDIPI</q3:source>






<q3:id>2917263761</q3:id>





</q3:sourcedid>





<q3:idtype>1</q3:idtype>





<q3:role recstatus="1" roletype="01">






<q3:status>1</q3:status>





</q3:role>




</q3:member>



</q3:membership>


</q2:enrollment>

</soapenv:Body>
</soapenv:Envelope>
ENROLLMENT Response example:

For successful enrollments this is sufficient:
<responsemessage>


<messages>
    

<message>




<text>Success</text>

</message>


</messages>

</responsemessage>

For unsuccessful enrollments:

<responsemessage>


<messages>
    

<message>




<text>Failed to process enrollment</text>

</message>

<message>




<text>Any information to display to user for why enrollment did not process</text>

</message>


</messages>

</responsemessage>
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Figure 15. Response message.
LAUNCH Request example:

Launch request shall consist of a membership object.

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:q0="http://www.w3.org/2005/08/addressing" xmlns:q1="http://services.interfaces.atsc.army.mil/wsdl/LMS/1.0" xmlns:q2="http://services.interfaces.atsc.army.mil/xsd/LMS/1.0" xmlns:q3="http://services.interfaces.atsc.army.mil/xsd/imsGlobal/1.0" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<soapenv:Header>


<q0:To>https://lms.atlaspro.com</q0:To>


<q0:From>



<q0:Address>https://interfacestest.atsc.army.mil</q0:Address>



<q0:ReferenceParameters/>



<q0:Metadata/>


</q0:From>


<q0:Action>Launch</q0:Action>


<q0:MessageID>550e8400-e29b-41d4-a716-446655440000</q0:MessageID>

</soapenv:Header>

<soapenv:Body>


<q2:playcourse>



<q3:membership>




<q3:sourcedid sourcedidtype="Old">





<q3:source>ATLASPRO</q3:source>





<q3:id>805A_IN1010A</q3:id>




</q3:sourcedid>




<q3:member>





<q3:sourcedid sourcedidtype="Old">






<q3:source>DODEDIPI</q3:source>






<q3:id>2917263761</q3:id>





</q3:sourcedid>





<q3:idtype>1</q3:idtype>





<q3:role recstatus="1" roletype="01">






<q3:status>1</q3:status>






<q3:email>johnny.b.soldier@us.army.mil</q3:email>





</q3:role>




</q3:member>



</q3:membership>


</q2:playcourse>

</soapenv:Body>
</soapenv:Envelope>
LAUNCH Response example:
For valid launch request responses:
<responsemessage>


<messages>
    

<message>




<url>https://www.atlaspro.com/launch?params=xxx&session=yyy</url>

</message>


</messages>

</responsemessage>

Any errors can be conveyed in the <text> element with an empty <url>
COMPLETION RESULTS Request example:

The Student Information System only requires final results.
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:q0="http://www.w3.org/2005/08/addressing" xmlns:q1="http://services.interfaces.atsc.army.mil/wsdl/LMS/1.0" xmlns:q2="http://services.interfaces.atsc.army.mil/xsd/LMS/1.0" xmlns:q3="http://services.interfaces.atsc.army.mil/xsd/imsGlobal/1.0" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">


<soapenv:Header>



<q0:To>https://interfacestest.atsc.army.mil</q0:To>



<q0:From>




<q0:Address>https://lms.atlaspro.com</q0:Address>




<q0:ReferenceParameters/>




<q0:Metadata/>



</q0:From>



<q0:Action>CompletionResult</q0:Action>



<q0:MessageID>1325ff20-a2dd-41d4-a716-446a77211234</q0:MessageID>


</soapenv:Header>


<soapenv:Body>



<q2:postgrade>




<q3:membership>





<q3:sourcedid sourcedidtype="Old">






<q3:source>ATLASPRO</q3:source>






<q3:id>805A_IN1010A</q3:id>





</q3:sourcedid>





<q3:member>






<q3:sourcedid sourcedidtype="Old">







<q3:source> DODEDIPI</q3:source>







<q3:id>2917263761</q3:id>






</q3:sourcedid>






<q3:idtype>1</q3:idtype>






<q3:role recstatus="1" roletype="01">







<q3:status>1</q3:status>







<q3:datetime>2007-08-01T17:74:00:00+04</q3:datetime>







<q3:timeframe/>







<q3:finalresult>








<q3:values valuetype="0">









<q3:list>97</q3:list>








</q3:values>







</q3:finalresult>






</q3:role>





</q3:member>




</q3:membership>



</q2:postgrade>


</soapenv:Body>

</soapenv:Envelope>
COMPLETION RESULTS Response example:
Successful posting of completion results:
<responsemessage>


<messages>
    

<message>




<text>Success</text>

</message>


</messages>

</responsemessage>

Unsuccessful posting of completion results:

<responsemessage>


<messages>
    

<message>




<text>Failed to process completion results</text>

</message>

<message>




<text>Any information to display to user for why results did not process</text>

</message>


</messages>

</responsemessage>

COURSE LIST Request example:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:n0="http://www.w3.org/2005/08/addressing" xmlns:n1="http://services.interfaces.atsc.army.mil/wsdl/LMS/1.0" xmlns:n2="http://services.interfaces.atsc.army.mil/xsd/LMS/1.0" xmlns:n3="http://services.interfaces.atsc.army.mil/xsd/imsGlobal/1.0" 
xmlns:n4="http://services.interfaces.atsc.army.mil/xsd/imsExtended/1.0"
xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">


<soapenv:Header>



<n0:To>https://lms-vendor-site.army.mil</n0:To>



<n0:From>




<n0:Address>https://interfaces.atsc.army.mil</n0:Address>




<n0:ReferenceParameters/>




<n0:Metadata/>



</n0:From>



<n0:Action>CourseList</n0:Action>



<n0:MessageID>4123ad32-bcaa-60e3-f123-481b27225319</n0:MessageID>


</soapenv:Header>


<soapenv:Body>


<n2:courselist>



<n2:course>




<n3:group recstatus="1">




<!--recstatus:






1 = Add






2 = Update






3 = Delete

-->




<n3:sourcedid sourcedidtype="New">





<n3:source>ATLASPRO</n3:source>





<n3:id>TST_001_A</n3:id>




</n3:sourcedid>




<n3:description>





<n3:short>COURSE TITLE</n3:short>





<n3:full>COURSE DESCRIPTION</n3:full>




</n3:description>




<n3:org>





<n3:orgname>PROPONENT SCHOOL TITLE</n3:orgname>





<n3:id>PROPONENT SCHOOL CODE</n3:id>




</n3:org>




<n3:timeframe>





<!--restrict 1=true 0=false-->





<!--ISO8601 YYYY-MM-DDThh:mm:ss.sTZD (eg 1997-07-16T19:20:30.45+01:00)-->





<n3:begin restrict="1">2008-01-15</n3:begin>





<n3:end restrict="1">2008-12-31</n3:end>




</n3:timeframe>




<n3:enrollcontrol>





<!--enrollaccept:







If the Source system is accepting enrollments








0 = no, 1 = yes







There can be different reasons for a group being closed.






may be full, it may be cancelled.-->





<n3:enrollaccept>1</n3:enrollaccept>





<!--enrollallowed: 







Can target system enroll people? Self enroll, enrollable

 via webservice.








0 = no, 1 = yes







If No, then only the source system can enroll people.-->





<n3:enrollallowed>1</n3:enrollallowed>




</n3:enrollcontrol>




<n3:email>pocOfCourse@us.army.mil</n3:email>




<n3:url>https://LMSVendorSite/course/homepage.html</n3:url>




<n3:relationship relation="2">





<!--Relation reads this is my child, this is my parent. 








= Parent   








= Child 








= Also Known -->





<n3:sourcedid sourcedidtype="New">






<n3:source>ATLASPRO</n3:source>






<n3:id>TST_002_A</n3:id>





</n3:sourcedid>





<n3:label>Course</n3:label>




</n3:relationship>




<n3:relationship relation="2">





<n3:sourcedid sourcedidtype="New">






<n3:source>ATLASPRO</n3:source>






<n3:id>TST_003_A</n3:id>





</n3:sourcedid>





<n3:label>Course</n3:label>




</n3:relationship>




<n3:datasource>ATLASPRO</n3:datasource>



</n3:group>



<n4:security>




<!-- refer to https://interfaces.atsc.army.mil/xsd/lms/ims_epv1p1extended.xsd for definitions -->




<n4:disclosure>FD1</n4:disclosure>




<n4:distribution>A</n4:distribution>




<n4:classification>14</n4:classification>



</n4:security>



<!-- Should be element of course - requires schema change. 




<n4:credithours>6</n4:credithours> 




-->


</n1:course>

</n1:courselist>
STUDENT STATUS Request example:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:ns="http://services.interfaces.atsc.army.mil/xsd/imsGlobal/1.0">
  <soapenv:Header/>
  <soapenv:Body>
     <ns:sourcedid sourcedidtype="Old">
        <ns:source>DODEDIPI</ns:source>
        <ns:id>1188931212</ns:id>
     </ns:sourcedid>
  </soapenv:Body>
</soapenv:Envelope>
STUDENT STATUS Response example:

Namespaces and soap tags have been left off for clarity.
<studentstatus>
<membership>

<sourcedid sourcedidtype="Old">
<source> ATLASPRO </source>
<id> ILM_ATC008A_1</id>
             </sourcedid>

<member>


<sourcedid sourcedidtype="Old">



<source>DODEDIPI</source>



<id>1188931212</id>


</sourcedid>


<idtype>1</idtype>


<role roletype="01" recstatus="2">
<status>1</status>
<datetime>2008-04-22-00:00:00.0</ datetime >
<interimresult>




<mode>completed</mode>




<comments>Introduction/Course Objectives</comments>
</interimresult>
<interimresult>




<mode>completed</mode>




<comments>What is Tularemia?</comments>
</interimresult>
<interimresult>




<mode>completed</mode>




<comments>Clinical Features</comments>
</interimresult>
<interimresult>




<mode>incomplete</mode>




<comments>Tularemia as Potential Biological Weapon</comments>
</interimresult>
<interimresult>




<mode>not attempted</mode>




<comments>Management of Patients Exposed to Tularemia</comments>
</interimresult>
<interimresult>




<mode>not attempted</mode>




<comments>Protection and Prevention</comments>
</interimresult>
<interimresult>




<mode>not attempted</mode>




<comments>Key Points To Remember</comments>
</interimresult>
<interimresult>




<mode>not attempted</mode>




<comments>Final Exam</comments>
</interimresult>
<finalresult>




<mode>Enrolled</mode>
</finalresult>


</role>

</member>

</membership>
<membership> …</membership>
<membership> …</membership>
<membership> …</membership>
</studentstatus>
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