Bi onetrics Automated Tool set-Arny (BAT-A) STRAP

| ncrement 1 ( UPDATE)
(version 3.0)

Date: 2013-08-15
ICoE - M1 Intelligence School



This page intentionally |eft blank



Table OF Contents

.0 System Description
.0 Target Audience
.0 Assunptions

.0 Training Constraints

gaa A WO N BB

.0 System Trai ni ng Concept
5.1 New Equi prent Trai ni ng Concept (NET)
5.2 Displaced Equi prent Traini ng (DET)
5.3 Doctrine and Tactics Training (DIT)
5.4 Training Test Support Package (TTSP)
6.0 Institutional Training Donain
6.1 Institutional Training Concept and Strategy
7.0 Operational Training Domain
7.1 Operational Training Concept and Strategy
8.0 Sel f-Devel opment Trai ni ng Domai n
8.1 Sel f-Devel oprent Trai ni ng Concept and Strategy
A M| estone Annex
B References

C Coordi nati on Annex

This System Training Plan (STRAP) is prelimnary.

Front end analysis (mssion, task, job) is ongoing. I1CoE - MI Intelligence
School will anend

and update this STRAP as details solidify.

ICoE - MI Intelligence School is the proponent for this STRAP. Send comments
and recommendations directly to: Christopher Mlton
Comm 520 538- 8850
DSN: 879-8850
Email : christopher.l.neltond.civ@mil . ml
Mai | i ng addr ess:
550 Ci beque Ave, Bldg 61730, Rm 226
Ft Huachuca , AZ 85613


#1.0
#2.0
#3.0
#4.0
#5.0
#5.1
#5.2
#5.3
#5.4
#6.0
#6.1
#7.0
#7.1
#8.0
#8.1
#A
#B
#C

1.0 System Descri ption

The Bionetrics Autonmated Tool set - Arny (BAT-A) is a bionetrics collection and
processing capability that provides identity information to users and to the
anal ytical capabilities that it supports, such as the Distributed Comon
Ground Station, Counterintelligence (Cl)&Human Intelligence (HUM NT) Automated
Reporting and Coll ection System (CHARCS), the Bionetrics Identity Intelligence
Resource (BI2R), and Detai nee Operations' system such as Detainee Information
Managenent System - Fusion (DI Ms-F) and the Detai nee Reporting System (DRS)

It is the capability needed to collect, match, store, share, reference,

anal yze, and decide/act to support identity operations and provides input to

t he Departnent of Defense (DoD) Autonmmted Bionetrics Identification System
(ABI'S).

BAT-A collects three primary bionmetrics nodalities of iris images,
fingerprints, facial inages; matches bionetrics at the tactical |evel against
a locally stored database and provi des bionetrics enrollnents to the DoD ABIS.

The BAT- A consists of four basic conponents: BAT-A software, a |laptop and

peri pheral bionetric collection hardware, the handhel d devices, and the
server. The software provides several functions. It is the interface for the
| apt op and peripherals to collect and conmpare fingerprints, iris inmges, and
facial photos. The software also enrolls, identifies, and tracks persons of

i nterest which includes the creation of digital records. The BAT-A software

al so provides the capability for the BAT-A servers to synchroni ze dat abases
across enterprise architecture and to subnit enrollnents to the DoD ABIS.
There are two handhel d mul tinodal bionetrics collections devices associated
with BAT-A: the Secure Electronic Enrollnment Kit Il (SEEK I1) and the Handhel d
Interagency ldentity Detection Equiprment (H IDE). These |ightweight bionetrics
col l ection devices provide a portable collection capability for di snounted
operations. Contractor logistic support for the BAT-A servers precludes a
requirenent to provide training for server operations and mmi nt enance.

2.0 Target Audi ence

The target audience is any individual assigned to a unit with a bionetrics
collection or dissemnation nmission. BAT-A is operated by any service nenber
regardl ess of rank or MOS. BAT-A fielding will not create any new operator
Mlitary Cccupational Specialty (MOS) positions.



3.0 Assunptions

The capability devel oper will update the Basis of Issue in the BAT-

A Capability Production Docurment (CPD) if the systemtransitions from quick
reaction capability to a formal programof record. The BAT-A CPD fornalized
the systemrequirenments and did not establish a traditional fielding for the
capability.

Systens are available for US Arny Forces Command (FORSCOM) units at hone

stations (nunbers of systens and |ocations listed in para 7.1.3.3)

FORSCOM Bri gade Conbat Teans (BCT) receive pre-depl oynment training equi prent
(PDTE) sets issued to units during the Train/ Ready phase of the ARFORGEN
cycl e.



4.0 Training Constraints
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5.0 System Trai ni ng Concept

The training strategy is to provide training in all of the donmains to support
operational systemuse. Challenges to full integration of the systeminto
each of the training domains remain as BAT-A is a non-standard capability
fielding with no intent field to units and will remain as a Quick Reaction
Capability, as theater provided equi pment and home station training sets.

I ndi vi dual Centers of Excellence determine the depth of training in the
institutional training domain. BAT-A training at USAICoE is integrated in
varying depths across the following MOSs: Intelligence Analyst (35F),
Counterintelligence Agent (35L), Human Intelligence Collector (35M
Counterintelligence Technician (351L), and AIl Source Intelligence Technician
(350F). Systemuse during training provides a full understandi ng of the
capability and supports capstone-training exercises. Interactive Mdia
Instruction (IM) is available to support sustainment training on system
assenbly, collection of bionmetrics and contextual data, identifications,
verifications, subm ssions of enrollments and use of the bionetric enabl ed
wat chl i st (BEW).

The PM New Equi prent Trai ni ng Team (NET) or FORSCOM funded contract trainers
provide unit training. FORSCOM units receive pre-deploynment training equi prent
(PDTE) sets that include BAT-A at the Trai n/ Ready phase of the ARFORGEN cycle
and use these systenms during NET, home station training and CTC rotations.

M ssion Trai ning Conpl exes integrate the BAT-A into appropriate exercises. IM
is available to support sustainnent training on system assenbly, collection of
bi onetrics and contextual data, identifications, verifications, subm ssions of
enrol | ments and use of the bionetric enabled watchlist (BEW).

In the self devel opnent domain, Soldiers use IM and CBT to train on system
assenbly, collection of bionmetrics and contextual data, identifications,
verifications, subm ssions of enrollments and use of the bionetric enabl ed
watchlist (BEW). On the SEEK || device there is a practice node for
collecting bionetrics and bi ographi cal data that provides feedback on the
quality of biometric collection

A robust Training Support Package (TSP) supports training in all domains and
i ncl udes conputer based training, LPs, TMs, IM, virtual training, usernmanuals
and qui ck reference guides.

5.1 New Equi prent Trai ni ng Concept (NET)

NET occurs during the Trai n/ Ready phase of the ARFORGEN cycle. The PM funds
t he pl anni ng, scheduling, and resourcing for NET. Unit training coordinators



schedul e NET and receive training either fromthe hone station trainers for
FORSCOM units or the PM NET Team (NETT) for all non-FORSCOM US Arnmy Reserve
(USAR) and Arny National Guard (ARNG units.

The goal for NET is to use a train-the-trainer concept using a bionetrics
TSP, dL and IM. The NET will consist of system overviews, fundanentals of
operation, hands-on training, and DIT using the systems. The NETT will |eave
the TSP behind for unit sustainnment training. The NETT provides train the
trai ner support to contracted home station trainers that are not organic to a
unit.

5.2 Displaced Equi pment Trai ni ng (DET)
N A

5.3 Doctrine and Tactics Training (DIT)

The Trai ni ng Devel oper (TRNGDEV) devel ops the DIT and enploys it to provide
gui dance to comuanders, |eaders, staff, and crews / operators on how to enpl oy
the conbat capabilities of the system DIT is a conbination of the PM
delivered training material (lesson plans, TADSS, manuals, IM, etc.) coupled
wi th the proponent devel oped input which becones the NET program of

i nstruction. The proponents input includes scenarios that pronpt the user to
act (utilize the system) while the PMs NET team wal ks the student through the
steps associated with the required action. NET engrains into the student how
to acconplish the task on the new system/ capability, DTT engrains why they
are doing the task and the expected outcone / result. The TRNGDEV utili zes
practical exercises requiring the students to work independently through
actions that identify their ability to use the system capability during the
conduct of their mssion. The PMs NET personnel and the proponent DTT
instructors create a unified presentation of system operation and tactica

enpl oyment through the integration of DIT throughout the entire NET

Conmmanders and Leaders learn the capabilities of the system its doctrina

depl oyment, missions it supports, and how receiving the systemw || affect the
unit (Logistics, Manning and Training) fromel enents of the DITT.

5.4 Training Test Support Package (TTSP)

VWhen required, USAICoE will devel op, coordinate, and approve a TTSP for system
test. |If any operational testing occurs, the PMtrains the test unit
personnel and TRADOC certifies the training of the test participants. The



final TTSP consists of the foll ow ng:

- Trai ni ng schedul e

-Prograns of Instruction (PQ)

-List of training devices and enbedded trai ning conponents, if applicable
- Target audi ence

-Lesson Pl ans

-Critical Task lists

- Exans

-Field manual s or changes to Field Manuals (FM

-Certification plan

The TTSP outlines the nethod and procedures to evaluate and certify individua
and col | ective pre-assessnent training (who, where, and how training is to be
certified). The TTSP includes the training for systemoperation, current and
emer gi ng doctrine, and nmai ntenance. Final TTSP preparation follows
instructor/facilitator and key personnel training and receipt of the NET test
support package fromthe materiel contractor. The TTSP is revised before each
operational test unless the institution determines that the TTSP is not
required. Institution managers prepare initial and final TTSP subm ssions and
obt ai n approval fromthe comuander/comuandant or his/her designated O 6
representative. The initial TTSP will be provided to the test agency NLT nine
nmont hs (270 days) before test and the final will be provided NLT 60 days
before test player training. (Reference TRADOC REG 350-70 Para 8-3, 6 DEC
11).

6.0 Institutional Training Domain

6.1 Institutional Training Concept and Strategy

COEs determne the level of BAT-A training integration in the institution
AC/RC institutional training includes systemcritical tasks related to
operation and DIT. Professional Mlitary Education (PME) will consist of
systens overview, DTT, and system enpl oynent.

Institutional training consists of system operation, capabilities, enploynent,
and DTT. Training focuses on the operator |evel individual tasks, however, it
wi Il expose Soldiers and |l eaders to mssion oriented collective tasks enabl ed
by BAT-A. The provided TSP incl udes course descriptions and recomended
trai ni ng schedul es, |esson plans (LPs), associated nmedia and integrated DTT.
PM has the responsibility of providing resources, such as hardware and
software, and | KPT to support the integration of BAT-A training into any
institution choosing to incorporate BAT-A into its curriculum



6.1.1 Product Lines

The BAT- A product lines consist of training information infrastructures,
TADSS, TSP, and training publications. These product |ines provide the
capabilities trainers and Soldiers require to conduct training in the
institutional donain.

6.1.1.1 Training Information Infrastructure

The training information infrastructure conforns to both joint and Arny
architectures and standards (i.e. CTIA ATIA-M Live, Virtual, Constructive-
Integrating Architecture (LVCG1A), Ganming (ganes for training), DoD

I nformati on Technol ogy Standards and Profile Registry (DI SR)) that enable the
devel opnent, storage, retrieval, delivery, and managenment of TSS products and
infornmation for use by individuals, units, and institutions worl dw de.

6.1.1.1.1 Hardware, Software, and Communi cati ons Systens

Trai ners use BAT-A hardware and software (HW/ SW to train individual and
collective critical tasks for system operation. Data novement across a
network that is either physically or |logically disconnected fromthe Non-
classified Internet Protocol (IP) Router Network (N PRNet) and Secure |nternet
Prot ocol Router Network (SIPRNET) prevents the subm ssion of training
enrollments to the DoD ABIS. A unique identification string, the Oiginating
Agency ldentifier, is |oaded on all training systens to prevent ingestion of
any training enrollments to the DoD ABI S.

6.1.1.1.2 Storage, Retrieval, and Delivery

Digital training support products are accessible on: The Arny Training Network
(ATN) Links, Intelligence Know edge Network (I KN), NSTID Training Materials
Website; MISuite Bionetrics Training mlwki; and the Army Know edge Online
(AKO FORSCOM Counter IED Integration Cell (Cl2C) website cited bel ow

https://atn.army. ml/dsp_tenpl at e. aspx?dpl D=348
https://ikn.army. ml/apps/ | KNWWS/ Def aul t . aspx?webl d=2252
https://ww. mlsuite.m|/w ki/Bionmetrics_Training

https://ww. us.arnmy. ml/suite/portal.do?$p=665005#

6.1.1.1.3 Managenent Capabilities


https://atn.army.mil/dsp_template.aspx?dpID=348
https://atn.army.mil/dsp_template.aspx?dpID=348
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252
https://www.milsuite.mil/wiki/Biometrics_Training
https://www.milsuite.mil/wiki/Biometrics_Training
https://www.us.army.mil/suite/portal.do?$p=665005
https://www.us.army.mil/suite/portal.do?$p=665005

The PMis responsible to produce Technical Manuals (TM to Mlitary Standard
(ML STD) and execute a validation and verification process to ensure accuracy
and conmpl eteness. PMw Il programfor production of any El ectronic Technica
Manual s (ETM and Interactive Electronic Technical Minuals (IETM. Al COIS
el ectronic manuals for operators and mai ntainers (used prior to the issuance
of validated and verified ML STD TMs), will undergo a CGovernment verification
conducted by the US Arny Comuni cati ons-El ectroni cs Conmand (CECOM technica
manual devel opers review prior to issue. This verification which will include
t he TRADCC trai ni ng devel oper

6.1.1.1.4 Other Enabling Capabilities

No ot her enabling capabilities.

6.1.1.2 Training Products

The PMis responsible for devel opnment of training products and coordi nates
with the training devel oper to ensure proper maintenance and storage of
materials in the approved Arny training devel opnment database, currently
Trai ni ng Devel opment Capability (TDC)

6.1.1.2.1 Courseware

Institutional courseware includes all tasks required to effectively operate
and enpl oy the system A governnent training specialist will validate and
verification courseware prior to use. Institutional courses will be available
in 1M as either conmputer based training in a standal one digital nedia formt
or as dL web-based training hosted on a training resource webhsite. Courseware
will comply with the Shareabl e Content Object Reference Mddel (SCORM). The PM
in conjunction with the TNGDEV wi |l devel op Computer Based Training (CBT) and
IM, which will supplenment training in the institutional domain

IM nodul es on system assenbly, collection of bionetrics and contextual data,
identifications, verifications, subm ssions of enrollnments and use of the

bi ometric enabl ed watchlist (BEW.) support sustainment training in the
institutional domain

On the SEEK Il device there is a practice node for collecting bionmetrics and
bi ographi cal data that provides feedback on the quality of bionetric

col l ection. An automated function deletes enrollment data at the end of
practice enrollnent to prevent the collection of personally identifiable

i nformation.



6.1.1. 2.2 Courses

There is no MOS specifically assigned for bionetrics. Institutions determ ne
the I evel of integration of bionmetrics training in Individual Mlitary
Training (1M).

Institutional training at - United States Arny Intelligence Center of
Excel | ence (USAI CoE)

Counterintelligence Special Agent (35L) Course (ClSAC): During course,
Sol diers receive a hands on training with the BAT-A handhel d device and use
the systemduring the field training exercise.

Human Intelligence Collector (35M0) Course: During course, Soldiers receive a
hands on training with the BAT-A handhel d devi ce and use the system during the
field training exercise

6.1.1.2.3 Training Publications

Training Circular No. 2-22.82, Bionmetrics Enabled Intelligence, March 2011

6.1.1.2.4 Trai ning Support Package (TSP)

The TSP resides on the NSTID training resource website as well as on digita
nmedi a.

The website is:
https://ikn.army. ml/apps/ | KN\WS/ Def aul t . aspx?webl d=2252

The training developer will post to the Central Arny Registry those materials
neeting the requirenent for inclusion

The TSP provides the followi ng nmaterial s/capabilities:

NET PO with LPs at key stroke level and in the TDC format for all BAT-A
t asks.

Sof t war e user nanuals (SUM .
DTT devel oped by TNGDEV and integrated into the NET PO .

Training scenarios allowing units and staffs to practice and train under
expected m ssion conditions.

Interactive nmedia instruction (IM).

Rel at ed publications and material s.


https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252

6.1.1.3 TADSS

The MATDEV is responsible for the devel opment, inplenmentation, and updating
any TADSS that are used. Software allows an individual to performindividual
operator tasks on a BAT-A system

6.1.1.3.1 Training Al ds

BAT- A uses Graphic Training Aids (GTAs) from Center for Arny Lessons Learned
(CALL). BAT: GTA 30-03-001 Smart Card, HIIDE: GTA 30-03- 002, 003, 004 Smart
Card. A Quick Start Guide is included with the SEEK Il equi pnent as well and
at the following training materials |ink:
https://ikn.army. ml/apps/ | KN\WS/ Def aul t . aspx?webl d=2252.

6.1.1.3.2 Traini ng Devices

There are no training devices for BAT-A

6.1.1.3.3 Simul ators

No si mul ator required.

6.1.1.3.4 Sinul ati ons
BAT- A has

IM and CBT to train on system assenbly, collection of biometrics and
contextual data, identifications, verifications, subm ssions of enrollnments
and use of the biometric enabled watchlist (BEW).

A sinulation is available for the SEEK || enroll nent software.

6.1.1.3.5 Instrunentation
Not Appli cabl e

6.1.1.4 Training Facilities and Land

No new facilities are required at this tine.


https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252

6.1.1.4.1 Ranges

Ranges not required.

6.1.1.4.2 Maneuver Training Areas (MA)

Not required for institutional training.

6.1.1.4.3 Cl assroons

There are no uni que classroomrequirenents for BAT-A training.

6.1.1.4.4 CTCs

No CTCs are required for institutional training.

6.1.1.4.5 Logi stics Support Areas

BAT-A, as a highly pilferable item|AWAR 190-51, Chapter 3, Para 3-6, AR 710-
2, AR 735-2, DA Pam 710-2-1 and DOD 5100. 76- M Physi cal Security of Sensitive
Itens, requires indoor secure storage. Organic small unit vehicles, Mdular

Li ght wei ght Load-carryi ng Equi pment (MOLLE) in possession of operators,
standard shelters and mai ntenance vans assigned to units will be used to store
and support the BAT-A when in a field environment. Field Support Engi neers
(FSEs) will provide onsite and depot-I|evel support.

The Program Manager (PM uses an automated logistics and integrated systemin
their |ogistics concept; this system provides a uni que
identification/subscriber identification nmodule. The BAT-A utilizes

Per f or mance Based Logistics (PBL) to achieve the stipulated Reliability,
Availability, Maintainability (RAM requirenents. The PM assigns FSE to
expedi te, troubl e-shoot and provide corrective actions in support of deployed
BAT- A data collection tools. The Program Ofice conducts analysis to
determ ne the | evel of maintenance required to repair the BAT-A conponents.

6.1.1.4.6 Mssion Command Training Centers (MCTC)
Not Applicabl e

6.1.1.5 Training Services



The PM provi des and nanages the sustainable training services to maintain the
trai ni ng support equi pnent.

6.1.1.5.1 Managenent Support Services

The Project Manager is responsible for the BAT-A systens and incorporates a
support strategy using Contractor Logistics Support (CLS)

6.1.1.5.2 Acqui sition Support Services

The PM provides all acquisition support.

6.1.1.5.3 General Support Services

The PM provi des general supports service when required.

6.1.2 Architectures and Standards Conponent

The following architectures provide the neans to ensure integration
i nteroperability.

6.1.2.1 Operational View (OV)

6.1.2.2 Systens View (SV)



BAT-A Institutional Training OV-1

- Actual equipment for classroom hands-on
~-MNIPR, closed stand-alon
-CBT/MI

- milSuite

. Ft.Huachuca,AZ

f | On-Line
) _}" _ . Repository
TaskiMission/Description : ; _,.._' =
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As determined by DOTICTSSE -
* |nstitutionaltraining consists of BAT-A systemtraining

and DTT for IMT and PME.

* Each school determines the depth ofintegration of
training as determined by the Director of Training and the
MOS Critical Task Site Selection Board.

* Trainingindudessystem operationanduse acrossthe
full range of military operations, and support to identity
operations.

* Actual systems areused in hands-ontraining and during
capstone field training exercises

* Thereisahelp desk forreach back supportandall
training produds are hosted on a MIPR website.

* Thereis no requirement forinstitutionaltraining of BAT-A
maintainers.

6.1.2.3 Technical View (TV)
The BAT-A Training TV is at this |ink

https://ww. us.army. m|/suite/doc/ 30489469

6. 1.3 Managenent, Eval uati on, and Resource (MER) Processes
Conponent

6. 1. 3.1 Managenent

USAI CoE, with the support of the PM devel ops requirenments for and nanages the
training curricula.

6.1.3.1.1 Strategic Pl anning

Institutional training supports the CPD requirements to ensure Soldiers
effectively enploy each systemthroughout the force. Future training
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capabilities nust follow the force design and training concepts identified
wi thin the docurments bel ow

DOD Capst one Concept of Operations for Enploying Bionetrics in Mlitary
Qperations, June 2012

Capabi lity Producti on Docunment (CPD) for Bionetrics Automated Tool set (BAT-A)
- Arny, Increment 1, (Unclassified/ FOUO 16 March 2009

6.1.3.1.2 Concept Devel opment and Experi nmentati on (CD&E)

The Biometrics in Support of Identity Managenment |CD, dated 02 Sept 2008,
identified DOD capability gaps pertaining to performng bionetrics tasks in
various operating environnents. A Functional Solutions Analysis (FSA), as part
of the 1CD, determnmined the Iikelihood of mission success and the overall

i npact these approaches played on the previously prioritized capability gaps.

The Human Intelligence Counterintelligence Support Tools (H CST) Advanced
Concept Technol ogy Denonstration (ACTD) led to the devel opment of the BAT-A
capability Subsequently, a nunber of Joint and Arny users documented an



urgent operational need for BAT systens and enhance bionetrics capabilities.
Consequently, a large nunber of systens are currently supporting conbat
operations. The need of operational users for a small, handheld enroll ment
and matching capability led to the devel opnent of the H IDE, extending the use
of bionetrics in conbat operations. The SEEK Il is the replacenent for the

H | DE system

6.1.3.1.3 Research and Studies

Trai ning gaps identified in both the ICD and Tactical Bionetrics Collection
Devi ces Training Needs Analysis led to the devel opment of bionmetrics system
tasks, DTT, and collective training scenarios in the institutional donain

6.1.3.1.4 Policy and Gui dance

The foll owing Arny Regul ati ons (ARs) and TRADOC Regul ati ons (TRs) describe the
policies regulating the inplementation of the TSS for BAT-A:

AR 350-1 Arny Training and Leader Devel opnent (18 Dec 2009)

AR 350-38 Policies and Managenent for Training A ds, Devices, Simlators and
Si mul ations (28 Mar 2013)

AR 380-10 United States Arny Intelligence Activities (3 May 2007)

TP 525-3-1 The United States Army Operating Concept 2016-2028 (19 Aug 2010)
TRADOC Regul ation 350-70, Army Learning Policies and Systens, (6 Dec 2011)
TRADOC Panphl et 350-70-2, Mul ti nedi a Cour seware Devel opnent Guide (26 Jun
2003)

TRADOC Panphl et 350- 70-10, Systens Approach to Trai ni ng Course and
Courseware Validation (29 Mar 2004)

TRADCC Panphl et 350-70-12, Di stributed Learning - Managi ng Cour sewar e
Producti on and | nmpl enentation (29 Mar 2004)

TRADOC Panphl et 525-8-2, w/ Cl The United States Arny Learning Concept for 2015
(06Jun2011)

Executive Order 12333 (as anmended), United States Intelligence Activities

(4 Dec 1981)



| NSCOM OPORD, Responsibilities of |INSCOM El ements Involved with MOS 09L
Counterintelligence/ Force Protection Screening Process for U S. Citizens and
Per manent Resident Aliens (19 Nov 2007)

Departnent of the Arny, Deputy Chief of Staff, G2 Menorandum Policy on

Col l ection and Retention of Bionetrics Data and Contextual Information in
the United States by U S. Army Mlitary Intelligence Personnel (15 Jan 2009)
DoD 5200-1-R, Information Security Program (14 Jan 1997)

Horel and Security Presidential Directive-6, Integration and Use of Screening
Information (16 Sep 2003)

Honel and Security Presidential Directive 11, Conprehensive Terrorist-Rel ated
Screeni ng Procedures (27 Aug 2004)

Nati onal Security Presidential Directive-59/Honmel and Security Presidentia
Directive-24, Bionetrics for ldentification and Screening to Enhance Nati ona
Security (5 Jun 2008)

6.1.3.1.5 Requirenents Generation
BAT-A CPD, 16 Mar 20009.

Bionetrics in Support of Identity Managenent |CD, 02 Septenber 2008

6.1.3.1.6 Synchronization

TNGDEV coordi nates with other institutional training centers and operati onal
force to develop TTPs for training in order for commanders to | everage BAT-A
capabilities.

6.1.3.1.7 Joint Training Support
Not Appli cabl e

6. 1. 3.2 Eval uati on

Absence of a formal fielding of this capability precludes the requirenment for
a post-fielding training effectiveness anal ysis (PFTEA).

6.1.3.2.1 Quality Assurance (QA)



The appropriate CoE QAO office will provide assessnents of institutional
trai ni ng.

6.1.3.2.2 Assessnents

The TNGDEV val i dates and assesses PM provi ded course nmaterials prior to
delivery to the institution.

6. 1. 3. 2.3 Custoner Feedback

The NSTID Training Materials web site provides training materials for any user
with an Arny Common Access Card. The site provides a digital library with up-
to-date technical manuals and quick reference guides. The site contains a
listing of all NSTID POCs for providing feedback

Each CoE QAO incorporates student feedback during the conduct of before and
after training surveys when eval uating instruction, docunentations, and
cour sewar e

6.1.3.2.4 Lessons Learned/ After-Action Revi ews (AARs)

USAI CoE | essons | earned team and the Center for Arnmy Lessons Learned (CALL)
col l ect and analyze data froma variety of current and historical sources,

i ncluding Arny operations and training events. CALL disseninates this

i nfornati on and other related research materials to Soldiers through a variety
of print and el ectronic nmedia. Command-driven AARs conducted after training
events and depl oynents provi de feedback can inprove training at the
institution. The NSTID Training Materials website provides Lessons Lear ned/ AAR
coments to the field.

The m| Suite website, https://ww. mlsuite.nl/, is a collection of online
tools and applications for the purpose of bringing online collaborative

nmet hods and secure comunities to the entire Departnent of Defense. A

bi ometri cs di scussion board exists on the m | Books site,

https://ww. m | suite.m|/book/groups/bionetricsdi scussi onboard, a sub-site of
ml|Suite, for the purpose of gathering community input and feedback on
training in all domains. NSTID rmanages the di scussi on board.



6. 1. 3.3 Resource

training. The PM
in progress reviews,
The PM

funding to devel op and evaluate initial institutiona
supportability strategy neetings,

and test certification.

The PMis required to provide al
funds USAI CoE participation in training devel opnment,
| KPT, and operationa
provi des all training of systens fielded.

contractor training for devel opnent al test training

equi pment required to support institutiona

These resources are a baseline set on inclusion into the Intelligence Center of Excellence. Any Center of
Excel | ence (MCoE, MSCoE, FCoE, SI GCoE, etc.) can use these as a starting point and each should scope
appropriate to the integration of bionetrics systemtraining into current or future curricul um

BAT- A does not receive Program Objective Menorandum fundi ng.

It em Resourced |FY13 FYl14 FY15 FY16 FY17 FY18
Yrs or 3K |Yrs or $K |Yrs or $K |[Yrs or $K |Yrs or $K |Yrs or $K

Manpower - TD

Contract or 2. 0wy 2. 0MY 2. 0MY 2. OMY 1. 0MmY 0. 5y

Cuvilian 1.0MY 1. 0MmY 1.0MY 1.0MY 0. 75MY 0. oMy

Enlisted - - - - - -

Vr r ant - - - - - -

Oficer - - - - - -

Cont ract / Spt $320K $320K $320K $320K $160K $80K

C v Pay $100K $100K $100K $100K $75K $0

Trvl/ Per Diem [$18K $18K $18K $18K $9K $4. 5K




O her

Rat i onal e:
desi gn, devel opnent,
the training program

i nstructor/key personnel

I dentity.

Tr avel

i mpl enent ati on,
| Per
to evaluate training prior to operational

TNGDEVs devel op and mmi ntain the prograns of
and eval uation (ADDI E) process.
Diemrepresents cost to attend training and reviews;

Mlitary acts in all

instruction and ot her outputs of the analysis,

testing. The reduction and elim nation of

| abor and funding fromFY 17 to FY 18 is due to the planned |1 CC of the BAT-A repl acenment, Joint
Item Resourced |FY13 FY14 FY15 FY16 FY17 FY18
Yrs or 3K |Yrs or $K |Yrs or $K |Yrs or $K |Yrs or $K |Yrs or $K

capacities within
and for four

Per sonnel




Trai ni ng

Product s

Trai ni ng Pubs 0. 2w 0. 2Mmy 0. 2w 0. 2w 0. 1My 0. 1wy
TSP 0. 4w 0. 2y 0. 4w 0. 2w 0. 1wy 0. 1wy
M 0. 4w 0. 2wy 0. 4w 0. 2MW 0. 1wy 0. 1wy
ETM $5K $5K $5K $5K $5K $5K
Printing $0. 5K $0. 5K $0. 5K $0. 5K

Di stribution $0. 2K $0. 2K $0. 2K $0. 2K

O her - - - -

Rati onal e: Cost to develop, revise, nmaintain, and distribute training products. Includes cost to devel op TSP
used for NET, institutional, operational, and self-devel opment domains. The reduction of |abor and fundi ng
in FY17 and 18 is due to the planned 1OC of the BAT-A replacenent, Joint Personnel ldentity.

| tem Resour ced |FY13 FY14 FY15 FY16 FY17 FY18




Yrs or $K |Y¥rs or $K |Yrs or $K [Yrs or $K [Yrs or $K |Yrs or $K
TADSS
Si nul ators
Si mul ati ons
GTA $1K . $5K . $5K $0. 5K $0. 5K
Sof t war e
Trng Equi p* $10K $10K $10K $5K $5K $2K
Equi prent $2K $2K $2K $2K
Printing $. 5K $0. 5K $0. 5K $0. 5K $0. 5K
Shi pnent
Sust ai nnent
O her

Rati onal e: Cost to procure and sustain TADSS. No new simulation or simulator required for BAT-A The
production of GIAs will reduce in FY13 and training equi pnent support will reduce in FY14. The reduction of
funding in FY17 and FY 18 is due to planned | OC of the BAT-A replacenent, Joint Personnel ldentity.



*Actual item of equipnment used for training which does not lose its identity as an end item for operationa
pur poses.



7.0 Qperational Traini ng Domai n

7.1 Qperational Trai ning Concept and Strategy

The operational training concept and strategy uses a phased approach that
recogni zes the inmedi acy and urgency of providing training to Arny units
preparing for operational deployments while still devel oping training products
and courses to support long-terminplenentation within the institutiona
avenues of the Arnmy. The following are the prinmary goals of operationa

trai ning: provide home station training by local Cl2C trainers for units

wi thin FORSCOM provide MITs (referred to as NETT/DIT) at hone station for
units outside of FORSCOM CTCs conduct train-the-trainer and unit training
instruction as a stop gap until full integration of PDTE in rotations; over-

t he- shoul der (coach, teach and nentor) training also occurs at the CTC

Unit training for BAT-A occurs after the unit is identified for deploynent and
has schedul ed the training. FORSCOM Bri gade Conbat Teans (BCT) receive pre-
depl oynment training equi pnent (PDTE) sets issued to units during the
Trai n/ Ready and Avail abl e phase of the ARFORCEN cycl e and use the issued
systenms during CTC rotations.

7.1.1 Product Lines

The active and reserve conponent receive training on both individual and
supported collective tasks with no difference in training content between
active and reserve conmponents. The product lines for the BAT-A include
courseware, courses, training publications and training support packages.
Courseware focuses on the BAT-A system as well as Senior Leader and
Unit/Staff Leader training. The Training Devel oper updates appropriate
training publications. The Materiel Devel oper and the Traini ng Devel oper
devel op the Training Support Packages that support individual and collective
traini ng.

7.1.1.1 Training Information Infrastructure

I nternet connectivity, web-based, CD-ROM and nanual s.

7.1.1.1.1 Hardware, Software, and Communi cati ons Systens
COTS AI'S with CD/ ROM

NI PRNET



SI PRNET

7.1.1.1.2 Storage, Retrieval, and Delivery

Digital training support products are accessible on: The Arny Training Network
(ATN) Links, The Central Army Registry (CAR), Intelligence Know edge Network
(IKN), NSTID Training Materials Wbsite; mlSuite Bionetrics Training mlw ki ;
and the Army Know edge Online (AKO FORSCOM Counter |ED Integration Cell

(Cl12C) website cited bel ow

https://atn.arnmy.ml/

https://atn.army. m|/dsp_Li nks. aspx
https://atiamtrain.army.ml/nthp/

https://ikn.army. m|/apps/ | KNWS/ Def aul t. aspx?webl d=2252
https://icon.arny.ni|/apps/bionmetrics/

https://ww. mlsuite.m|/wki/Biometrics_Training

https://ww. us.arnmy. ml/suite/ portal.do?$p=665005#

7.1.1.1. 3 Managenent Capabilities

Di gital Training Managenent System (DTMS) is the Arny systemused to track
training at the unit/Soldier level. https://dtnms.arny.ml/

7.1.1.1.4 ther Enabling Capabilities

Armmy Knowl edge Online (AKO http://ww. ako. mi |

DoD MISuite https://ww. mlsuite.m|/wki/Biometrics_Training

7.1.1.2 Training Products

Trai ni ng products (individual and collective tasks, drills, TSPs, and CATS)
are devel oped, maintained, and stored in TDC or the current Army approved
automated systemfor delivery to the operating forces through the Arny
Training Network (ATN) and the Digital Training Managenment System (DTMS).


https://atn.army.mil/
https://atn.army.mil/
https://atn.army.mil/dsp_Links.aspx
https://atn.army.mil/dsp_Links.aspx
https://atiam.train.army.mil/mthp/
https://atiam.train.army.mil/mthp/
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252
https://icon.army.mil/apps/biometrics/
https://icon.army.mil/apps/biometrics/
https://www.milsuite.mil/wiki/Biometrics_Training
https://www.milsuite.mil/wiki/Biometrics_Training
https://www.us.army.mil/suite/portal.do?$p=665005
https://www.us.army.mil/suite/portal.do?$p=665005
https://dtms.army.mil/
https://dtms.army.mil/
http://www.ako.mil
http://www.ako.mil
https://www.milsuite.mil/wiki/Biometrics_Training
https://www.milsuite.mil/wiki/Biometrics_Training

7.1.1.2.1 Courseware

Qperator Skill Level 3 1M is in CD-ROMfornat. Distributed Learning (dl)
will utilize a web-based software systemfor Professional Mlitary

Education (PME) that posts PA's, individual nodul es and qui zzes and prints
conpletion certificates. Courses will reside and be available for on-line
delivery through the Arny Learni ng Managenment System (ALMS) and the Arny

Trai ning Network, as appropriate. Training materials (CDs, DVDs) devel oped by
program devel opers for inmedi ate upgrade to satisfy gaps in Leader and User
training will be nade via AKO and TRADOC websites.

7.1.1.2.2 Courses
Home station training

Basic Biometrics Operator Course: Provides nilitary personnel the skills and
know edge necessary to operate the BAT-A systenms and perform subj ect
identification, enrollnment using bionetric data, nanagenent of BAT dat abase,
transfer data between BAT and Handhel d, |ocally enpl oyed personnel (LEP)
screening, and entry control point access verification. Focuses on collection
and processing of bionetric and biographical information to support identity
superiority, force protection and Human Terrain Mapping. PM DoD sponsors the
training at no cost to the unit. Target Audience: All ranks perform ng

bi ometric collection, enrollnent or analysis. MXS and Rank i nmmateri al

Bi ometrics Qperations Specialist (BOS) Course: Provides units with the
capability to enploy tactical bionetrics collections systenms and use rel ated
data in tactical operations. The BOS Course consists of 40 hours of training
and provi des advanced instruction on the planning, techniques, and procedures
of inplementing tactical bionetrics collections using the BAT-Awithin a unit,
a theater and/or operations. PM DoD sponsors the training at no cost to the
unit. Target Audience: Unit identified Bionetrics O C NCOC, CO ST nenbers,
M CO, BCT/ BDE 2/ 2X/ 3, MOS/ Rank immaterial.

H | DE Qperator w BAT Overview. Provides mlitary the skills and know edge
necessary to operate the HIIDE. Training focuses on the collection of three
primary biometric nodalities (iris, fingerprints, face) as well as the
identification of wanted individuals via collected bionmetrics that are stored
and recorded in the H IDE database. Provides overview of the BAT and how t he
H IDE interfaces with it. PM DoD sponsors the training at no cost to the
unit. Target Audience: HIDE Operator, MOS/Rank immaterial. (NOTE:) This
course will inplenment and teach the new Handheld in place of the H | DE when



recei ved.

H | DE OQperator Course: Provides military personnel the skills and know edge
necessary to operate the HIIDE. Training focuses on the collection of three
primary bionetric nodalities (iris, fingerprints, face) as well as the
identification of wanted individuals via collected bionmetrics that are stored
and recorded in the H I DE dat abase. PM DoD sponsors the training at no cost
to the unit. Target Audience: HIIDE Operator, MOS/ Rank inmmteri al

Bi onetrics for Commanders, Leaders and Staffs. Commanders, Leaders and Staffs
brief provides |leaders with the skills and know edge necessary to incorporate
the use of tactical biometrics collections devices for enrollnment and
identification into staff planning and operations. Training focuses on

speci fic commander, |eader and staff tasks that can maxim ze the use of the
systenms and enhance operations. Actions by staffs during assessnent, planning
and operations are discussed. PM DoD sponsors the training at no cost to the
unit. Target Audi ence: Conmanders, Leaders and Staffs.

Arnmy Reserve Intelligence Support Training Centers (ARl SC) MOS Sustai nent
Training: There are five AR SC and three detachnments | ocated throughout the
continental United States that provides MOS sustainnent training for Reserve
Conponent Mlitary Intelligence units. Training includes all M MOSs. Each
ARI SC requires 12 systens for a total of 60 systenms to nmaintain MOS

sustai nment for all Reserve Conponent units in their inventory. Each ARISCis
conpri sed of USAR AGR Soldiers as well as 1stArny Title 21 Sol diers.

Locati ons of ARI SCs are as foll ows:

Western- ARISC is at Camp Parks, CA with a detachment in Phoenix, AZ,
Sout hwest-ARISC is located at Canmp Bullis, TX,

North central -ARISC is | ocated at Fort Sheridan, IL,

Sout heast ARISC is |located at Fort Gllem GA with a detachnent in Ol ando,
FL, and the Northeast-ARISC is |ocated at Fort Dix, NJ with a detachnment at
Fort Devens, MNA

7.1.1.2.3 Training Publications

Training Circular No. 2-22.82, Bionmetrics Enabled Intelligence, March 2011

7.1.1.2.4 TSP



The TSP resides on the NSTID training resource webhsite as well as on digital
nedi a. The training devel oper will post to the Central Arny Registry those
materials neeting the requirenment for inclusion.

7.1.1.3 TADSS

7.1.1.3.1 Training Al ds

BAT- A uses Graphic Training Aids (GTAs) from Center for Army Lessons Learned
(CALL). BAT: GTA 30-03-001 Smart Card, HIDE: GTA 30-03- 002, 003, 004
Smart Card. A Quick Start CQuide is included with the SEEK Il equi pnent as
well and at the following training materials |ink
https://ikn.armnmy. m|/apps/ | KNWWS/ Def aul t. aspx?webl d=2252.

7.1.1.3.2 Training Devices

There are no training devices for BAT-A

7.1.1.3.3 Sinul ators
Not Applicabl e

7.1.1.3.4 Simul ati ons

BAT- A has

IM and CBT to train on system assenbly, collection of bionmetrics and
contextual data, identifications, verifications, subm ssions of enrollnments
and use of the bionetric enabled watchlist (BEW).

A simulation is available for the SEEK Il enrol |l ment software.

7.1.1.3.5 Instrunentati on
Not Applicabl e

7.1.1.4 Training Facilities and Land


https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252

7.1.1.4.1 Ranges
Not Applicabl e

7.1.1.4.2 Maneuver Training Areas (MIA)
Not Applicabl e

7.1.1.4.3 C assroons

There are no uni que classroomrequirenents for BAT-A training.

7.1.1.4.4 CIGCs

Operational training at the CTCis the culmnating event for Brigade Conbat
Teans in preparation for the Avail abl e Phase of the ARFORCGEN cycle. Leaders
and Sol diers of the Rotational Training Unit (RTU) denpnstrate bionetrics
proficiency fromhonme station systens training and DTT during Pl atoon/ Conpany
STX and the unit's MRX/ MRE. The CTCs al so educate conbat | eaders in the Leader
Trai ning Program (LTP) on the use of bionetrics systens to enabl e operations
during rotational training.

The strategy at the CICs is to create nission threads and scenarios that
denonstrate the prevention of an attack or event by the proper collection and
use of bionetrics to enable operations and identify enemy threats. Bionetrics
subj ect matter experts in the Operations Goup (OpsG p) manage threads, train
the O Cs and coach and nentor the RTU

Prior to the rotation, the QosGp enrolls role players into the bionetrics

dat abase and place alerts on specific enrollments based in the m ssion

t hreads. The RTU uses their PDTE bionetrics collections devices throughout the
rotation to enroll and identify unknown people they encounter and to take
appropriate actions based on any alerts placed on previous enroll ments. The
Conpany Intelligence Support Teanms (Col ST) is the primary el enent using the
BAT- A and provi des handhel d devices to Soldiers for patrols and checkpoi nt
operations. The Col ST transfers the data to the mai n BAT database for QpsGp
mani pul ation after conducting enrollnents or nmaking and identification during
encounters. Col ST and staff elenments and nmenbers of force protection elenents
can al so use information gathered during biometrics collections. The CpsG p
will place new alerts on enrollnments and the Col ST and staff elenments will
downl oad the new watchlist daily to update the | ocal BAT-A database. The new
wat chl i st additions are based on scenario activities, e.g. an insider attack
that will only occur if bionetrics devices are not updated and not used in a
consi stent nanner.



The use of bionetrics to enable m ssion success is a key point during the AAR
for the RTU.

7.1.1.4.5 Logi stics Support Areas

BAT-A, as a highly pilferable item|AWAR 190-51, Chapter 3, Para 3-6, AR 710-
2, AR 735-2, DA Pam 710-2-1 and DOD 5100. 76- M Physi cal Security of Sensitive
Itens, requires indoor secure storage. Oganic small unit vehicles, Mdul ar

Li ght wei ght Load-carryi ng Equi prent (MOLLE) in possession of operators,
standard shelters and nai ntenance vans assigned to units will be used to store
and support the BAT-A when in a field environment. Field Support
Representatives (FSRs) will provide onsite and depot-Ievel support.

The Program Manager (PM uses an automated | ogistics and integrated systemin
their |ogistics concept; this system provides a uni que
identification/subscriber identification nmodule. The BAT-A utilizes

Per f ormance Based Logistics (PBL) to achieve the stipulated Reliability,
Availability, Maintainability (RAM requirements. The PM assigns Field
Support Engineers (FSE) to expedite, troubl e-shoot and provide corrective
actions in support of deployed BAT-A data collection tools. The Program

O fice conducts analysis to deternmine the level of nmaintenance required to
repair the BAT-A conponents.

7.1.1.4.6 Mssion Command Trai ning Centers (MCTC

BAT- A is capabl e of supporting training in the Mssion Training Conpl exes
(MI¢), fornerly known as the BCTCs. The MICs have access to all devel oped
trai ning products.

7.1.1.5 Training Services

The PM provi des and nmanages the sustainable training services to naintain the
trai ni ng support equi pnent.

7.1.1.5.1 Managenent Support Services

The Project Manager is responsible for the BAT-A systens and incorporates a
support strategy using Contractor Logistics Support (CLS)



7.1.1.5.2 Acquisition Support Services

The PM provi des Acqui sition Support.

7.1.1.5.3 General Support Services

The PM resources the required general support services.

7.1.2 Architectures and Standards Conponent

7.1.2.1 Qperational View (OV)

BAT-A Operational Training OV-1
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7.1.2.2 Systens View (SV)
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7.1.2.3 Technical View (TV)
The BAT-A Training TV is at this link

https://ww. us.army.m|/suite/doc/ 30489469

7.1. 3 Managenent, Eval uation, and Resource (MER) Processes
Conponent

7. 1. 3.1 Managenent

USAI CoE, with the support of the PM devel ops requirements for and manages the
training curricul a.

7.1.3.1.1 Strategi c Pl anni ng

Operational training supports the CPD requirenments to ensure Soldiers

ef fectively enpl oy each systemthroughout the force. Future training
capabilities nust follow the force design and training concepts identified
wi thin the docurments bel ow



DOD Capstone Concept of Qperations for Enploying Bionetrics in Mlitary
Operations, June 2012

Capabi lity Producti on Docunment (CPD) for Bionetrics Automated Tool set (BAT-A)
- Arny, Increnent 1, (Unclassified/ FOUO 16 March 2009

7.1.3.1.2 Concept Devel opment and Experi nentati on (CD&E)

The Biometrics in Support of Identity Management |CD, dated 02 Sept 2008,
identified DOD capability gaps pertaining to performng bionetrics tasks in
various operating environnments. A Functional Solutions Analysis (FSA), as part
of the 1CD, determ ned the likelihood of mission success and the overal

i npact these approaches played on the previously prioritized capability gaps.

The Human Intelligence Counterintelligence Support Tools (H CST) Advanced
Concept Technol ogy Denonstration (ACTD) led to the devel opment of the BAT-A
capability Subsequently, a nunber of Joint and Arny users docunented an
urgent operational need for BAT systens and enhance bionetrics capabilities.
Consequently, a large nunber of systens are currently supporting conbat
operations. The need of operational users for a small, handheld enroll nent
and matching capability led to the devel opnent of the HIIDE, extending the use
of biometrics in conmbat operations. The SEEK Il is the replacenment for the

H | DE system

7.1.3.1.3 Research and Studi es

Training gaps identified in both the ICD and Tactical Bionetrics Collection
Devi ces Trai ning Needs Analysis led to the devel opnment of bionmetrics system
tasks, DTT, and collective training scenarios in the institutional domain

7.1.3.1.4 Policy and QGui dance

The foll owing Arny Regul ati ons (ARs) and TRADOC Regul ati ons (TRs) describe the
policies regulating the inplementation of the TSS for BAT-A:

AR 350-1 Arny Training and Leader Devel opnent (18 Dec 2009)

AR 350-38 Policies and Managenent for Training A ds, Devices, Simlators and
Si mul ations (28 Mar 2013)



AR 380-10 United States Arny Intelligence Activities (3 May 2007)

TP 525-3-1 The United States Army Operating Concept 2016-2028 (19 Aug 2010)
TRADOC Regul ation 350-70, Army Learning Policies and Systens, (6 Dec 2011)
TRADOC Panphl et 350-70-2, Mul ti nedi a Cour seware Devel opnent Guide (26 Jun
2003)

TRADOC Panphl et 350- 70-10, Systens Approach to Trai ning Course and
Courseware Validation (29 Mar 2004)

TRADCC Panphl et 350-70-12, Di stributed Learning - Managi ng Cour sewar e
Producti on and | nmpl enentation (29 Mar 2004)

TRADOC Panphl et 525-8-2, w/ Cl The United States Arny Learning Concept for 2015
(06Jun2011)

7.1.3.1.5 Requirenents Generation
BAT-A CPD, 16 Mar 20009.

Bionetrics in Support of Identity Managenent |CD, 02 Septenber 2008

7.1.3.1.6 Synchronization

The fielding of BAT-A will be synchronized with the ARFORGEN depl oynent
cal endar .

7.1.3.1.7 Joint Training Support
Not Applicabl e

7.1.3.2 Eval uation

7.1.3.2.1 Quality Assurance (QA)

NSTID wi Il use AARs conducted during and at the conclusion of NET/DIT to
ensure quality and content of the training satisfies unit requirenments. NSTID



wi Il use responses to nake i medi ate nodifications and/ or suppl enentations to
the NET/DTT if needed. One year after fielding, TDw Il solicit feedback from
the unit to deternmine long termeffectiveness of NET/DIT and sustai nment
training. Feedback will assist USAICoE in correcting training deficiencies
and will provide information that nmay affect the next generation of equi pnent
or product inprovenents.

7.1.3.2.2 Assessnents

NSTI D representati ves eval uate and validate NET/DIT at fielded units. A NSTID
representative nonitors NET/DTT, conducts AARs, and recommends changes to the
training materials as required. NETT uses STX at the conclusion of training
to eval uate student proficiency and provides retraining as required.

7.1.3.2.3 Custoner Feedback

The appropriate training provider will use the following tools to assess
custonmer feedback and update training TTPs as needed:

« Electronic nmedia for surveys, help desks, collaboration
* Interviews

e Questionnaires

7.1.3.2.4 Lessons Learned/ After-Action Reviews (AARs)

Cont i nui ng devel opnent of training materials and instructor perfornance
i nprovenent relies on the use of After Action Reviews (AARs).

USAI CoE | essons | earned team and the Center for Army Lessons Learned (CALL)
col l ect and analyze data froma variety of current and historical sources,

i ncluding Arny operations and training events. CALL disseninates this

i nfornati on and other related research nmaterials to Soldiers through a variety
of print and el ectronic nmedia. Conmmand-driven AARs conducted after training
events and depl oynents provi de feedback can inprove training at the
institution. The NSTID Training Materials website provides Lessons Lear ned/ AAR
coments to the field.

As part of the effort to inprove the instructional material DoD and NSTID
provide the following on-line tools for users to provide feedback on the



training material. The m | Suite website, https://ww. nilsuite.ml/, is a

col lection of online tools and applications for the purpose of bringing online
col I aborative methods and secure comunities to the entire Departnent of

Def ense. A bionetrics discussion board exists on the m| Books site,
https://ww. m | suite.n|/book/groups/bionetricsdi scussi onboard, a sub-site of
ml| Suite, for the purpose of gathering community input and feedback on
training in all domains. NSTID nanages the di scussi on board.



BAT- A has not
suppl enent al ,

such as O her

7.1. 3.3 Resource Processes

been entered in the Program Objective Menorandum (POM so funding is resourced by
Procurenent Arnmy (OPA) and Qperations and Miintenance Arnmy (OMA) funds.

I tem Resourced |FY13 FY14 FY15 FY16 FY17 FY18
Yrs or 3K |Yrs or $K |Yrs or $K |[Yrs or $K |Yrs or $K |Yrs or $K

New Equi pnent

Trai ni ng

Cvilian 1w 1w 1M 1M 0. 75MY 0. 5y

Enlisted 2w 2WY 2WY 2 0. 75MY 0. 5my

Contract or 17w 17MY 17MY 17MY 12. 75w ™w

Cont ract / Spt $2. 72M $2. 72M $2. 72M $2. 72M $2. 04M $1. 1M

Trvl/Per Diem [$350K $350K $350K $350K $265K $105K

Cl assroons - - - - - -

Equi prent $10K $10K $10K $10K $7. 5K $3K

Printing $3K $3K $3K $3K $1K -

O her




Rational e: A teamof one civilian, 3 enlisted and 21 contractors provides NET and training devel opnent. The
unit receiving NET provides the classroons for training. Equipnent costs include systemrefresh and

repl acenent. The reduction and elinination of |abor and funding fromFY 17 to FY 18 is due to fielding

of the BAT-A replacenent, Joint Personnel ldentity.

The followi ng systens are available for home station training in FORSCOM uni ts:

System Locations
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8.0 Sel f-Devel opment Trai ni ng Domai n

8.1 Sel f-Devel opnment Trai ni ng Concept and Strat egy

The sel f-devel opnent training strategy is a short-term approach to address the
i medi ate training needs and individual sustainment. This strategy is the

depl oyment of the TSP, with IM and CBT, on NSTID managed websites for the use
of all Solders via NIPRNET. ATN naintains training products as well.

8.1.1 Product Lines

8.1.1.1 Training Information Infrastructure

The TIl consists of internet connectivity, web-based, CD-ROM and nanual s.

8.1.1.1.1 Hardware, Software, and Communi cati ons Systens

Personnel will require computer assets with DVD and CD readers with high
speed internet connection.

8.1.1.1.2 Storage, Retrieval, and Delivery

Digital training support products are accessible on: The Arny Training Network
(ATN) Links, Intelligence Know edge Network (1KN), NSTID Training Materials
Website; MISuite Bionetrics Training mlw ki; and the Army Know edge Online
(AKO FORSCOM Counter |IED Integration Cell (Cl2C) website cited bel ow

https://atn.army. m|/dsp_tenpl at e. aspx?dpl D=348
https://ikn.army. m|/apps/ | KNWS/ Def aul t. aspx?webl d=2252
https://wwv. mlsuite. m|/wKki/Biometrics_Training

https://ww. us.army. m|/suite/portal.do?$p=665005#

8.1.1.1.3 Managenent Capabilities


https://atn.army.mil/dsp_template.aspx?dpID=348
https://atn.army.mil/dsp_template.aspx?dpID=348
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252
https://www.milsuite.mil/wiki/Biometrics_Training
https://www.milsuite.mil/wiki/Biometrics_Training
https://www.us.army.mil/suite/portal.do?$p=665005
https://www.us.army.mil/suite/portal.do?$p=665005

Digital Training Managenent System (DTMS) is the Arny systemused to track
training at the unit/Soldier level. https://dtns.arny.ml/

8.1.1.1.4 Oxher Enabling Capabilities
Arnmy Knowl edge Online (AKO http://ww. ako. m |

DoD MISuite https://ww. mlsuite.m|/wki/Bionmetrics_Training

8.1.1.2 Training Products

In the self devel opnent domain, Soldiers use IM and CBT to train on system
assenbly, collection of bionmetrics and contextual data, identifications,
verifications, subm ssions of enrollnments and use of the bionetric enabl ed
wat chl i st (BEW).

Bi onetrics system enploynment and DIT is included in the Operational ldentity
Domni nance gane which is located on the MI Gani ng website:

https://m | gam ng. arny. n |/ Bi oFor

A Bionetric Autonated Tool set (BAT), SEEK Il and HI I DE sinulation is |ocated
at the following link: https://atn.arny.m|/dsp_tenplate.aspx?dpl D=50

A robust Training Support Package (TSP) supports training in all domains and
i ncl udes conputer based training, LPs, TMs, IM, virtual training, usernmanuals
and qui ck reference guides.

8.1.1.2.1 Courseware

NETT/ DTT relies on the incorporation of Training Support Packages (TSPs).
Operator Level 3 1M is in COOROMformat and is available for downl oad at the
NSTID training materials website:
https://ikn.army. m|/apps/| KNWWES/ Def aul t. aspx?webl d=2252. The Army Trai ni ng
Network (ATN) is the portal for access to distributed Learning (dL) sites
utilizing and supporting web-based software systemfor Professional Mlitary
Education that posts POs, individual nodul es and quizzes and prints
conpletion certificates. Courses reside and are available for on-line
delivery through the Arny Learni ng Managenent System (ALMS) or the appropriate
website indicated for the training product. Training materials (CDs, DVDs)
devel oped by program devel opers for imediate upgrade to satisfy gaps in
Leader and User training are via | KN and TRADOC websites.


https://dtms.army.mil/
https://dtms.army.mil/
http://www.ako.mil/
http://www.ako.mil/
https://www.milsuite.mil/wiki/Biometrics_Training
https://www.milsuite.mil/wiki/Biometrics_Training
https://milgaming.army.mil/BioFor
https://milgaming.army.mil/BioFor
https://atn.army.mil/dsp_template.aspx?dpID=50
https://atn.army.mil/dsp_template.aspx?dpID=50
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252

8.1.1. 2.2 Courses

8.1.1.2.3 Training Publications

Training Circular No. 2-22.82, Bionmetrics Enabled Intelligence, March 2011

8.1.1.2.4 Trai ning Support Package (TSP)

The TSP resides on the NSTID training resource website as well as on digital
nedi a. The training devel oper will post to the Central Arny Registry those
materials neeting the requirenment for inclusion.

8.1.1.3 Training Aids, Devices, Simulators and Sinul ati ons
( TADSS)

8.1.1.3.1 Training A ds

BAT- A uses Graphic Training Aids (GTAs) from Center for Arny Lessons Learned
(CALL). BAT: GTA 30-03-001 Smart Card, HIIDE: GTA 30-03- 002, 003, 004 Smart
Card. A Quick Start Guide is included with the SEEK Il equi pnent as well and
at the following training materials |ink:

https://ikn.army. ml/apps/ | KN\WES/ Def aul t . aspx?webl d=2252.

8.1.1.3.2 Traini ng Devices

There are no training devices for BAT-A

8.1.1.3.3 Simul ators
Not Appli cabl e


https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252
https://ikn.army.mil/apps/IKNWMS/Default.aspx?webId=2252

8.1.1.3.4 Sinul ati ons

BAT- A has

IM and CBT to train on system assenbly, collection of bionmetrics and
contextual data, identifications, verifications, subm ssions of enrollnments
and use of the bionetric enabled watchlist (BEW).

A simulation is available for the SEEK Il enrol |l ment software.

8.1.1.3.5 Instrunentati on

Not Applicabl e

8.1.1.4 Training Facilities and Land
Not Applicabl e

8.1.1.5 Training Services
Not Applicabl e

8.1.2 Architectures and Standards Conponent

8.1.2.1 Qperational View (OV)

8.1.2.2 Systens View (SV)



BAT-A Self-development OV-1

-CBT and IMl availablefor system assembly, collection, data transfer
- SEEK Il 5i ion forsc izati
-SEEKII training mode for biometrics collection q

stand-al

i e L o
+ CBT and IMI modules provide BAT-A self development training onsystem assembly, collection of |

biometrics and contextual data, identffications, 2 15of ntsanduse of
the biometric enabled watchist (BEWL).

+ Onthe SEEK Il devicethereis a practice mode for collecting biometrics and biographical data that
provides feedback on the quality of biometric collection. Data must be deleted atthe end of
_pmwce enrollment to prevent the collection nfpewswwjderﬁﬁalﬂeinfmmm

8.1.2.3 Technical View (TV)

The BAT-A Training TV is at this link:

https://ww. us.arny. ml/suite/doc/ 30489469

8.1.3 Managenent, Eval uati on, and Resource (MER) Processes
Conponent

8. 1. 3.1 Managenent

USAI CoE, with the support of the PM devel ops requirenents for and manages the
training curricul a.

8.1.3.1.1 Strategic Planning



BAT-A Self Development Training SV-1

Training Materials
Website on NIPR and

SIPR

\_‘ Self Development at Any Location /

Aeccomplishing tomorrows training requirements today.

Sel f -devel opnent training supports the CPD requirenents to ensure Sol diers
ef fectively enpl oy each systemthroughout the force. Future training
capabilities must follow the force design and training concepts identified
wi thin the docunments bel ow

DOD Capstone Concept of Qperations for Enploying Bionetrics in Mlitary
Operations, June 2012

Capabi l ity Production Docunent (CPD) for Bionetrics Automated Tool set (BAT-A)
- Arny, Increnment 1, (Unclassified/ FOUO) 16 March 2009

8.1.3.1.2 Concept Devel opnent and Experi nmentation (CD&E)

The Bionetrics in Support of Identity Managenent |CD, dated 02 Sept 2008,
identified DOD capability gaps pertaining to performng bionetrics tasks in
various operating environments. A Functional Solutions Analysis (FSA), as part
of the 1CD, determined the |ikelihood of m ssion success and the overall

i mpact these approaches played on the previously prioritized capability gaps.



The Human Intelligence Counterintelligence Support Tools (H CST) Advanced
Concept Technol ogy Denonstration (ACTD) led to the devel opnment of the BAT-A
capability Subsequently, a number of Joint and Arny users docunented an urgent
operational need for BAT systens and enhance bionetrics capabilities.
Consequently, a large nunber of systens are currently supporting conbat
operations. The need of operational users for a small, handheld enroll nent and
mat chi ng capability led to the devel opment of the H IDE, extending the use of
bi onetrics in conbat operations. The SEEK || is the replacenment for the H | DE
system

8.1.3.1.3 Research and Studi es

Training gaps identified in both the ICD and Tactical Biometrics Collection
Devi ces Trai ning Needs Analysis led to the devel opnment of bionetrics system
tasks, DTT, and collective training scenarios in the institutional donain.

8.1.3.1.4 Policy and CGui dance

The foll owing Arny Regul ati ons (ARs) and TRADOC Regul ati ons (TRs) describe the
policies regulating the inplementation of the TSS for BAT-A:

AR 350-1 Arny Training and Leader Devel opnent (18 Dec 2009)

AR 350-38 Policies and Managenent for Training A ds, Devices, Simlators and
Si mul ations (28 Mar 2013)

AR 380-10 United States Arny Intelligence Activities (3 May 2007)

TP 525-3-1 The United States Army Operating Concept 2016-2028 (19 Aug 2010)
TRADOC Regul ation 350-70, Army Learning Policies and Systens, (6 Dec 2011)
TRADOC Panphl et 350-70-2, Mul ti nedi a Cour seware Devel opnent Guide (26 Jun
2003)

TRADOC Panphl et 350- 70-10, Systens Approach to Trai ning Course and
Courseware Validation (29 Mar 2004)

TRADCC Panphl et 350-70-12, Di stributed Learning - Managi ng Cour sewar e



Production and I nplenentation (29 Mar 2004)

TRADCC Panphl et 525-8-2, w Cl The United States Arny Learning Concept for 2015
(06Jun2011)

Executive Order 12333 (as anended), United States Intelligence Activities

(4 Dec 1981)

| NSCOM OPORD, Responsibilities of |INSCOM El emrents Involved with MOS 09L
Counterintelligencel/ Force Protection Screening Process for US. Citizens and
Per manent Resident Aliens (19 Nov 2007)

Department of the Arny, Deputy Chief of Staff, G2 Menorandum Policy on

Col l ection and Retention of Bionetrics Data and Contextual Information in
the United States by U S. Army Mlitary Intelligence Personnel (15 Jan 2009)
DoD 5200-1-R, Information Security Program (14 Jan 1997)

Honel and Security Presidential Directive-6, Integration and Use of Screening
Information (16 Sep 2003)

Honel and Security Presidential Directive 11, Conprehensive Terrorist-Rel ated
Screeni ng Procedures (27 Aug 2004)

National Security Presidential Directive-59/Honmel and Security Presidential
Directive-24, Bionmetrics for ldentification and Screening to Enhance Nati ona
Security (5 Jun 2008)

8.1.3.1.5 Requirenments Generation
BAT-A CPD, 16 Mar 2009.

Biometrics in Support of Identity Managenment |CD, 02 Septenber 2008

8.1.3.1.6 Synchronization
Not Appli cabl e

8.1.3.1.7 Joint Trai ning Support
Not Applicable

8.1.3.2 Eval uation



8.1.3.2.1 Quality Assurance (@)

When applicable, QMO will amend existing institutional surveys. The dL/IM

devel oper will provide QM with the relevant dL questions to garner feedback
on sel f-devel opnent training. Feedback will assist USAI CoE in correcting
sel f-devel opment training deficiencies, and will provide infornmation that nay

af fect the next generation of equipnent or product inprovenent.

8.1.3.2.2 Assessnents

NSTID wi Il reassess the sel f-devel opnent products annually to ensure changes
to the systemare reflected in training.

8.1.3.2.3 Custoner Feedback

The NSTID Training Materials web site provides training materials for any user
with an Arny Common Access Card. The site provides a digital library with up-
to-date technical manuals and quick reference guides. The site contains a
listing of all NSTID POCs for providing feedback

8.1.3.2.4 Lessons Learned/ After-Action Reviews (AARs)

Lessons | earned for self-devel opment training are gathered and used to update
training materials and products on all training donains.

8.1. 3.3 Resource Processes

BAT-A has not been entered in the Program bjective Menorandum (POV) so
funding is resourced by supplenentals, such as O her Procurement Army (OPA)
and Operations and Mai ntenance Arny (OVA) funds.
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1. Training Support Package (TSP) is available to other COEs and COCOM and GCC

for use and review.
2. Critical Systens Task List Conpleted 2QTrRFY10.

3. System Tasks in approved TDC 1QTRFY13.
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DEPARTMENT OF THE ARMY
UNITED S3TATES ARMY INTELLIGENCE CENTER OF EXCELLENCE
1803 HATFIELD STREET
FORT HUACHUCA, ARIZONA BSE12-7000

ATES-DCT 7 Aug 2013

MEMORANDUM FOR Director, Mew Syslems Training and Integration Direclorate
[ATZS-CDI-N), 550 Cibegue Street, Ft, Huachuca, AZ 85613-T017

SUBJECT: Approval of System Training Plan (STRAR) for the Biometrics Automated Toolset -
Army (BAT-A) STRAP

1. Tha BAT-A STRAP is approved. Approved STRAP will ke posted to the Central Army
Regisiry (CAR) website: www.adtdlarmy.mil.

2. Paint of contact is Mr. Stephen McFarland, NSTID STRAP Manager DSM 821-5387, (520}
533-5387, stephen j.mcfarland.civ@mal. mil.
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COL, MI
Deputy Commander, Training



