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1. Defining Composite Risk Management (CRM) terms are essential to understanding and applying the CRM process:    


a.
Combat Loss - Damage, loss, or injury directly caused by enemy action or sabotage, or sustained during evasive action taken to avoid enemy fire.  Combat loss also includes loss of equipment in combat or failure of an individual to return from a combat mission when the last know position was in or over enemy territory.  (AR 385-40, 2-5).

b.
Accident Loss - An unplanned event that causes personal injury or illness, or property damage. (AR 385-40).


c.
Other Loss - loss due to Medical, Suicide, Criminal, or undetermined causes.  


d.
Hazard - A condition with the potential to cause injury, illness, or death of personnel; damage to or loss of equipment or property; or mission degradation.   


e.
Exposure - The frequency and length of time subjected to a hazard.


f.
Risk – The probability and severity of loss linked to hazards. CRM does not differentiate between the sources of the hazard.  


g.
Probability - The likelihood that an event will occur.  There are five degrees of probability: frequent, likely, occasional, seldom, and unlikely.  We'll discuss these in more detail later on.  


h.
Severity - The expected consequence of an event (hazardous incident) in terms of degree of injury, property damage, or other mission-degrading factors (loss of combat power and so on) that could occur.  There are four degrees of severity:  Catastrophic, Critical, Marginal, and Negligible.  As with probability, we'll discuss these in more detail later on.  


i.
Risk Assessment - The identification and assessment of hazards (the first two steps of the risk management process). 


j.
Risk Management - The process of identifying, assessing, and controlling risks arising from operational factors and making decisions that balance risk cost with mission benefits.  It is a continuous on-going process applicable to any situation and environment.


k.
Composite Risk Management (CRM) - CRM is defined as the Army’s primary decision making process for identifying hazards and controlling risks across the full spectrum of Army missions, functions, operations, and activities.


l.
Controls - Controls are actions taken to eliminate hazards or reduce their risk.  Controls fall into three categories:  educational, physical, and avoidance.  We'll talk more about these later on.  


m.
Risk Level - Expressed in terms of hazard probability and severity.  All accepted residual risk must be approved at the appropriate level of command.  There are four levels of risk:  Extremely High, High, Moderate, and Low.  We'll need to talk about these in greater detail later on.    


n.
Residual Risk - Residual risk is the risk remaining after controls have been selected for the specific hazard.  Residual risk is valid (true) only if the identified controls are implemented.  As controls for hazards are identified and selected, the hazards are reassessed as in step 2 and the level of risk is then revised.   


o.
Risk Decision - The decision to accept or not accept the risks associated with an action; made by the commander, leader, or individual responsible for performing that action.


p.
Risk Decision Authority - The minimum level at which a given level of residual risk can be accepted.  
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2.
Composite Risk Management (CRM) is the Army's primary decision making process for identifying hazards and controlling risks across the full spectrum of Army missions, functions, operations, and activities.  FM 5-19, Composite Risk Management standardizes and institutionalizes CRM to enhance risk decision making by individuals and leaders at all levels.  
a.
The purpose of CRM is to provide a basis for making sound individual and leadership risk decisions.  The ultimate goal is to prevent unnecessary loss.  

b.
The primary premise of CRM is that it does not matter where or how loss occurs, the result is the same—decreased combat power or mission effectiveness.  The CRM process is used to mitigate risks associated with ALL hazards that have the potential to injure or kill personnel, damage or destroy equipment, or otherwise impact mission effectiveness.

c.
The scope of CRM encompasses the full spectrum of Army missions, functions, operations, and activities.  CRM broadens the scope of Safety to prevent loss from combat, accident, and other causes.  CRM takes a holistic look at how and why we lose Soldiers, Army Civilians, Contractors and Equipment.  

d.
There are five guiding principles that provide a framework for implementing the CRM process.  They are used in conjunction with the five steps of the CRM process.  The five principles are:


(1)
Integrate CRM into all phases of missions and operations. Effective CRM requires that the process be integrated into all phases of mission or operational planning, preparation, execution, and assessment (the Operations Process, FM 3-0).  


(2)
Make risk decisions at the appropriate level.  As a decision-making tool, CRM is only effective when the information is passed to the appropriate level of command for decision.  


(3)
Accept no unnecessary risk.  Accept no level of risk unless the potential gain or benefit outweighs the potential loss.  CRM assists the commander, leader, or individual to make informed decisions that balance potential costs against potential benefits.


(4)
Apply the process cyclically and continuously.  CRM is a continuous process applied across the full spectrum of Army training and operations, individual and collective day-to-day activities and events, and base operations functions.  It is a cyclic process that is used to continuously identify and assess hazards, develop and implement controls, and evaluate outcomes.


(5) 
Do not be risk averse. Identify and control the hazards; make smart, informed risk decisions; complete the mission.

e.
The CRM five-step process


Step 1 – Identify hazards


Step 2 – Assess hazards to determine risk


Step 3 – Develop controls and make risk decisions


Step 4 – Implement controls


Step 5 – Supervised and evaluate

(1)
Steps 1 and 2 are risk assessment steps.  In step 1, individuals identify the hazards that may be encountered in executing a mission or task.  In step 2, they determine the direct impact of each hazard on the operation.

(2)
Steps 3 through 5 are risk management steps.  They ensure action is taken to eliminate or reduce unnecessary risk.  

b.
Identify Hazards.  


(1)
Hazards are found in all environments and across the full-spectrum of military operations and activities.  In addition, hazards are found in non-mission, activity-based environments.  Commanders, leaders, and supervisors are responsible to identify hazards, but individuals also have that responsibility, both for themselves and for members of their team.

                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                       (2)
To identify a hazard FM 5-19 provides two models, or checklists, to help us ask the right questions.
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(a)
The METT-TC (Mission, Enemy, Terrain/Weather, Troops, Time, and Civil Considerations) model may be applied to identify hazards across the full-spectrum of military operations.


Mission – What hazards are associated with the mission we’re planning to conduct?  Refer to regulations, field manuals, SOPs, checklists, experience, and USACRC loss data to identify hazards associated with the various missions conducted by Army personnel.


Enemy – What can the enemy do to defeat or degrade our mission?  Be sure to get a current threat briefing from the S2/G2.  Know the enemy.


Terrain and Weather – How will the terrain impact observation and fields of fire, avenues of approach, key and decisive terrain, obstacles, and cover and concealment (OAKOC).  What are the weather/environmental hazards?  


Troops – What type of troops will conduct the mission?  Are they trained, ready, experienced, and available in sufficient numbers?  Is leadership available, qualified, and experienced?  Are the troops properly and adequately equipped?  Is equipment in acceptable operating condition?  Is it the right equipment for the job?  Is combat, combat support, and combat service support required and available?   


Time - Insufficient time for mission preparation often forces commanders to accept greater risk in planning, preparation, and execution of orders and plans associated with mission planning.  

Civilian - This function considers those hazards that a tactical mission may pose to the civilian populace and noncombatants.  The objective is to reduce the amount of collateral damage to civilians and noncombatants.
(b)
The ADTPTL (Activity, Disrupters, Terrain and Weather, People and Equipment, Time, and Legal Considerations) model may be applied to identify hazards for all non-mission activities such as family gatherings, recreational activities, and such military activities as organizational days and intramural sporting events.    


Activity - This pertains to garrison on- and off-duty activities.  The classic example is a risk assessment performed in preparation of a long holiday weekend. It could also be performed for a recreational or sporting event or for personal travel.  

Disrupters - In the on- and off-duty garrison environment enemy considerations take the form of outside influences that may affect or impact a planned event or activity.  Disrupters tend to demonstrate a willful intent to disrupt activities.  For example, criminals, rude or intolerant neighbors, rude fans, protestors, mobs, animals, and insects may be viewed as disrupters.

Terrain and Weather - Terrain presents surface hazards which may threaten safe human or vehicular movement.  Falling, tripping, sinking, and slipping hazards fall in this category.  Land, water, and air conditions should be considered.  Weather hazards include heat, cold, precipitation, wind, humidity, and illumination.  

People and Equipment - For non-mission activities, the term people is used to include Soldiers, their dependents, civilian workers, and others who may be affected by the activity.  People should be trained, qualified, physically and mentally capable of engaging in planned activities.  Judgment and maturity should also be considered.  This item considers whether we've identified the right people and the right tools or equipment for the activity.  For example, does Uncle Joe really know what he's doing with that home electrical repair?  

Time - Insufficient time is more of a matter of haste as opposed to availability. This is especially critical during holiday periods where the zeal of young Soldiers to get home may lead them to depart travel without sufficient rest.  Risk may also increase with the planned time for activities.  For example, choosing to drive between the hours of 2300 and 0500 greatly increases chances of having an accident.  Choosing another time, for example, waiting for a better weather forecast, is often an effective way to manage risk.

Legal - Legal is used to address those legal, regulatory, or policy considerations that may impact a desired activity or limit a leader’s or individual’s course of action (COA). 

(3)
In addition to the METT-TC and ADTPTL models, additional resources, tools, and methods are available to assist in the identification of hazards.    



Resources


Experience and other experts


Unit, installation, or USACRC Safety professionals


Regulations, manuals, SOP, policies


Accident data (USACRC)


Previously completed risk assessments



Tools


Rehearsals and exercises


Readiness assessments


Cause and effect diagrams


Change analysis


Energy trace and barrier analysis


Logic diagrams


Mapping techniques


Training assessments



Methods


Brainstorming



Scenario thinking - visualizing what will take place and what could go wrong

NOTE:
The USACRC website offers myriad CRM tools and resources which are continually evolving to meet the needs of the Army.   

NOTE:
Look for hazards that affect all risk, those that present significant risk to the mission or activity, on or off duty. 

c.
Step 2 - Assess Hazards.  Each hazard identified in Step 1 is assessed in terms of probability and severity.  “What are the odds (probability) of something going wrong and what is the effect (severity) of the incident if it does occur?”  Hazards are assessed to obtain a standardized level of risk expressed in terms that are readily understood at all levels of command.    

NOTE: 
Technical competency, operational experience, and lessons-learned weigh higher than any set of alpha-numeric codes.  Mathematics and matrixes are not a substitute for sound judgment. 

(1)
Probability is the likelihood of an event.  For the purpose of CRM, there are five levels of probability—frequent, likely, occasional, seldom, and unlikely:


Frequent – Occurs very often, known to happen regularly. In illustration, given 500 or so exposures to the hazard, expect that it will definitely happen to someone. Examples of frequent occurrences are vehicle rollovers, rear-end collisions, and heat injury during physical training.


Likely – Occurs several times, a common occurrence. In illustration, given 1000 or so exposures without proper controls, it will occur at some point. Examples might include improvised explosive devices (IEDs), wire strikes for aircraft, and unintentional weapons discharges.


Occasional – Occurs sporadically, but is not uncommon. You may or may not get through your deployment without it happening. Some examples might include unexploded ordnance (UXO) and fratricide. 


Seldom – Remotely possible, could occur at some time. Usually several things must go wrong for it to happen. Examples might include things like heat-related death or electrocution.


Unlikely – Can assume will not occur, but not impossible. Examples might include detonation of containerized ammunition during transport.

(2)
Severity is expressed in terms of the degree to which an incident will impact combat power, mission capability, or readiness. The degree of severity estimated for each hazard is based on knowledge of the results of similar past events and is addressed in the following four levels of risk:

Catastrophic –


Complete mission failure or the loss of ability to accomplish a mission. 


Death or permanent total disability.


Loss of major or mission-critical systems or equipment.


Major property or facility damage.


Severe environmental damage.


Mission-critical security failure.


Unacceptable collateral damage.

Critical –


Severely degraded mission capability or unit readiness.


Permanent partial disability or temporary total disability exceeding three months time.


Extensive major damage to equipment or systems.


Significant damage to property or the environment.


Security failure.


Significant collateral damage.

Marginal –


Degraded mission capability or unit readiness.


Minor damage to equipment or systems, property, or the environment.


Lost days due to injury or illness not exceeding three months.


Minor damage to property or the environment.

Negligible –


Little or no adverse impact on mission capability.


First aid or minor medical treatment.


Slight equipment or system damage, but fully functional or serviceable.


Little or no property or environmental damage.

(3)
Using the standard risk assessment matrix from FM 5-19, probability and severity for each identified hazard are converted into a specified level of risk. This matrix provides an assessment of probability and severity expressed in terms of a standard level of risk. This assessment is an estimate, not an absolute. 
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
Extremely High Risk – Loss of ability to accomplish the mission if hazards occur during mission. The decision to continue must be weighed carefully against the potential gain to be achieved by continuing this COA.


High Risk – Significant degradation of mission capabilities in terms of the required mission standard, inability to accomplish all parts of the mission, or inability to complete the mission to standard if hazards occur during the mission. The decision to continue must be weighed carefully against the potential gain to be achieved by continuing this COA.


Moderate Risk – Expected degraded mission capabilities in terms of the required mission standard and will result in reduced mission capability if hazards occur during mission. 


Low Risk – Expected losses have little or no impact on accomplishing the mission.  Injury, damage, or illness are not expected, or may be minor and have no long term impact or effect.
d.
Step 3 - Develop Controls and Make Decisions.  After conducting the risk assessment, steps 3 through 5 of the risk management process are performed.  These are the follow-through management steps that ensure action is taken to eliminate or reduce unnecessary risk.  In Step 3 controls are developed and applied, and risk decisions are made.  Leaders or individuals develop one or more controls that either eliminate the hazard or reduce the risk of a hazardous incident occurring. In developing controls leaders must consider the reason for the hazard, not just the hazard itself. 

(1)
Controls can take many forms, but normally fall into one of three basic categories: 

Educational (awareness) Controls.  Effective educational controls are based on knowledge and skills and implemented through individual and collective training that ensures performance to standard.  

Physical Controls.  Effective physical controls are barriers, guards, or signs to warn personnel that a hazard exists.  Special controller or oversight personnel also fall into this category.  

Avoidance/Elimination Controls.  These controls include positive action to prevent contact with an identified hazard or the total elimination of the hazard. 
(2)
Criteria for controls. To be effective, each control developed must meet the following criteria:


Suitability. It must remove the hazard or mitigate (reduce) the residual risk to an acceptable level.


Feasibility. The unit must have the capability to implement the control.


Acceptability. The benefit gained by implementing the control must justify the cost in resources and time. The assessment of acceptability is largely subjective. 

(3)
Sources such as personal experience, AAR, accident data from automated risk management systems available through the United States Army Combat Readiness Center (USACRC), SOPs, regulations, tactics, techniques, and procedures (TTP), and lessons learned from similar past operations can provide or identify possible control measures for specific events, operations, or missions. CRM worksheets from previously executed missions provide another source for selecting controls. The key to effective control measures is that they reduce the effect of or eliminate the identified hazard. 

(4)
Once a control is applied, each hazard must be reassessed to determine a residual risk. Risk decisions are always based on the residual risk. The process of developing and applying controls and reassessing risk continues until an acceptable level of risk is achieved or until all risks are reduced to a level where benefits outweigh the potential cost.
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(5)
Residual risk is the risk remaining after controls have been selected for the specific hazard.  Residual risk is valid (true) only if the identified controls are implemented.  As controls for hazards are identified and selected, the hazards are reassessed as in step 2 and the level of risk is then revised. It is possible that application of available controls may not be sufficient to warrant lowering the risk level of a given hazard. 

(6)
The purpose of the CRM process is to provide a basis for making sound risk decisions. A key element of the risk decision is to determine what constitutes an acceptable level of risk. Risk or potential loss must be balanced against expected gains. Risk decisions must always be made at the appropriate level of command or leadership based on the level of risk involved.
e.
Step 4 - Implement controls.  

(1)
Once controls are developed they must be: 


Converted into clear and simple execution orders

Coordinated with superior, adjacent, and subordinate units or organizations, to include civilian agencies, media, and non-governmental organizations when appropriate.


Communicated effectively

(2)
Leaders must explain how controls will be implemented.  Methods include:


Orders (verbal or written)


Policies, Programs, Doctrine


Mission briefings


Staff estimates


Explain controls through


Orders


Graphics


Drills/rehearsals


Training


Orientation


Briefings

f.
Step 5 - Supervise and Evaluate.  Step 5 of the CRM process is the means to ensure that risk controls are implemented and enforced to standard.  It also provides the means of validating selected control measures.  Like other steps of the CRM process, supervision and evaluation must occur throughout all phases of any operation or activity, which provides the ability to make adjustments based on performance or changing conditions.

(1)
Supervision is oversight during execution, providing commanders and leaders with the situational awareness necessary to anticipate, identify, and assess any new hazards and to develop or modify controls as necessary.  The purpose of supervising the CRM process is to ensure that: 

•
Subordinates understand how, when, and where controls are implemented.

•
Controls are implemented, monitored, and remaining in place.

•
Complacency, deviation from standards, and violation of controls, are not allowed to threaten success.

•
Hazards produced by fatigue, equipment condition, and the environment, are detected and controlled. 

(2)
Evaluation determines the effectiveness of the CRM process, applied during all phases of any operation or activity, and especially during the AAR or follow-on assessment. The purpose of evaluation is to:


Identify any hazards that were not identified during the initial assessment, or new hazards that evolved during the operation or activity.


Assess the effectiveness of CRM in supporting the mission.


Ensure compliance with the guiding principles of CRM.

o
Was CRM integrated throughout all phases of the operation or activity?

o
Were risk decisions made at the appropriate level?

o
Did risk decisions balance potential loss and expected gains?

o
Was CRM applied cyclically and continuously?

o
Were decision-makers willing to accept appropriate risk (not risk averse)?
(3)
The following tools and techniques support commanders and leaders as they supervise and evaluate CRM:


Tools

o
Spot-checks

o
Inspections

o
SITREP

o
Back briefs

o
Buddy checks

o
Close oversight (Leaders at key nodes of operation)

o
After Action Reviews (AAR)


Techniques

o
Capture and disseminate Lessons Learned (lessons learned should be developed and disseminated to others for incorporation into future plans, operations, and activities.  

o
Build a library of CRM worksheets (be careful not to use previously completed worksheets as a “canned” solution for future operations and activities.  Ensure that CRM worksheets reflect the reality of hazards that will be encountered on today’s mission.

g.
CRM Worksheet, DA Form 7566.  When time and situation allow, the Army standard CRM worksheet, DA Form 7566, Composite Risk Management Worksheet, or an electronic version, should be used to document the CRM process.  In addition to providing an Army standard, this worksheet reinforces CRM application and trains leaders, Soldiers, and individuals to think in terms of the five-step CRM process.  
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