
ART 5.10 Conduct Information Protection

Information protection is active or passive measures that protect and 
defend friendly information and information systems to ensure timely, 
accurate, and relevant friendly information. It denies enemies, 
adversaries, and others the opportunity to exploit friendly information 
and information systems for their own purposes. Information protection 
comprises information assurance, computer network defense, and 
electronic protection. (ADP 3-0) (USACAC)

NO. Scale Measure
01 Yes/No Unit course of action was not compromised by enemy 

information operations (IO).
02 Time To develop and refine IO annex to operation order.
03 Time To identify, determine appropriate response, and 

implement changes in response to a possible threat to 
friendly information systems.

04 Time For friendly information and intelligence collection 
sensor system managers, operators, and emergency 
response teams and contact teams to respond, identify, 
and correct system failures attributed to enemy IO.

05 Percent Of time units in area of operations (AO) are in restrictive 
information operations condition.

06 Percent Of friendly emitters in AO known to have been exploited 
by an enemy.

07 Percent Of information systems hardware, software components, 
and databases backed up by replacement components 
or backup files in case of failure or compromise.

08 Percent Of information system software components and 
databases protected by firewalls and virus detection 
software.

09 Number Of times to reprogram information system software in 
response to identified threats.

10 Number Of instances of enemy IO disabling, corrupting, or 
compromising friendly information systems and 
intelligence collection sensors.

11 Number Of instances of electronic fratricide in the AO.

Supporting Collective Tasks:



Task 
No.

Title Proponent Echelon

11-5-
0700

Implement Information Systems 
Security (ISS) Procedures (All Signal 
Companies)

11 - Signal 
(Collective)

Team 
(TOE)

34-2-
0011

Maintain Operations Security 34 - Combat 
Electronic 
Warfare and 
Intelligence 
(Collective)

Company

44-2-
6001

Perform Reconnaissance, Selection, and 
Occupation of Position (RSOP) for the 
Joint Land Attack Cruise Missile Defense 
Elevated Netted Sensor System (JLENS) 
Accent

44 - Air 
Defense 
(Collective)

Company

44-2-
6003

March Order the Joint Land Attack 
Cruise Missile Defense Elevated Netted 
Sensor System (JLENS)

44 - Air 
Defense 
(Collective)

Company

44-9-
8089

Provide Security for Operational Forces 
and Critical Installations and Assets

44 - Air 
Defense 
(Collective)

Echelons 
Above 
Corps

71-9-
6300

Protect Systems in the Joint Operations 
Area (Division Echelon and Above 
[Operational])

71 - 
Combined 
Arms 
(Collective)

Echelons 
Above 
Corps


