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PREFACE

	Purpose
	This training support package provides the instructor with standardized lesson plans for presenting awareness training on the doctrine covered in Field Manual 7-100.3 Opposing Force: Paramilitary and Nonmilitary Organizations and Tactics.  It also provides the resources to allow individual soldiers to conduct the training on their own.

	 
	Task number:
159-003-0001

Task title:
Apply the doctrine for common OPFOR organizations and tactics for paramilitary and nonmilitary organizations as documented in FM 7-100.3

Conditions:
Given a classroom environment where you have been provided the possible organizations and tactics opposing a friendly military organization in the Contemporary Operational Environment. 

Standard:
Understood the opposing force organization and tactics that could be employed against the unit.


	Technique
of Delivery
	LESSON NUMBER
INSTRUCTIONAL STRATEGY
MEDIA


	
	Classroom Presentation

	
	Lesson 1
	Large Group Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 2
	Large Group Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 3
	Large Group Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 4
	Large Group Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 5
	Large Group Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 6
	Large Group Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 7
	Large Group Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 8
	Large Group Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 9
	Large Group Instruction
	Training Aid (VGT/Computer Slides)

	
	Individual Study

	
	Lesson 1
	Individualized Self Paced Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 2
	Individualized Self Paced Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 3
	Individualized Self Paced Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 4
	Individualized Self Paced Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 5
	Individualized Self Paced Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 6
	Individualized Self Paced Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 7
	Individualized Self Paced Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 8
	Individualized Self Paced Instruction
	Training Aid (VGT/Computer Slides)

	
	Lesson 9
	Individualized Self Paced Instruction
	Training Aid (VGT/Computer Slides)
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LESSON 1: 0159-00300000 - INTRODUCTION

1 June 2003

SECTION I.
ADMINISTRATIVE DATA

	All Courses Including This Lesson
	Course Number
Course Title 

                           
Command and General Staff Officer Course (CGSOC)

                           
Captains Career Course (CCC)

                           
Officer Basic Course (OBC)

                                               

                           
Warrant Officer Candidate School  (WOCS)

                           
Advanced Noncommissioned Officer Course (ANCOC)

                           
Basic Noncommissioned Officer Course (BNCOC)




	Task(s) 

Taught (*) or

Supported
	Task Number
Task Title 

None



	Reinforced Task(s)
	Task Number
Task Title


None



	Academic Hours
	The academic hours required to teach this lesson are as follows:

 
PEACETIME
MOB
AC
TASS Training Bns
AC/RC
1:00/CO
Resident 
1:00/CO
AT/ADT
1:00/C0
IDT
1:00/CO
Non-res DL
1:00/IP
 
TEST
N/A

TOTAL HOURS

1:00/CO


1:00/CO

1:00/CO

1:00/IP

1:00/CO

 
 

	Test Lesson Number
	
Hours
Lesson No.

Testing


(to include test review) 



N/A

	Prerequisite Lesson(s)
	
Lesson Number
Lesson Title

None 


	Security Clearance/ Access
	Security Level:  Unclassified

Requirements:  There are no clearance or access requirements for the lesson.


	Foreign Disclosure Restrictions
	This product/publication has been reviewed by the product developers in coordination with the TRADOC ADCSINT-Threats foreign disclosure authority.  
This product is releasable to students from all requesting foreign countries without restrictions.

	References
	

	Number
	Title
	Date

	FM 7-100
	Opposing Force Doctrinal Framework and Strategy
	29 Aug 01

	FM 7-100.3
	Opposing Force: Paramilitary and Nonmilitary Organizations and Tactics
	4 Feb 02

	Student Study Assignments
	NONE

	Instructor Requirements
	One primary instructor



	Additional
	Name
	Quantity
	Man Hours

	Support
	None
	
	

	Personnel
	
	
	

	Requirements
	
	
	

	Equipment 

Required 


	Name
Overhead projector or

Computer With Microsoft PowerPoint and Projection Equipment
	
	

	Materials Required
	Instructor Materials: 

FM 7-100, Opposing Force Doctrinal Framework and Strategy

FM 7-100.3, Opposing Force: Paramilitary and Nonmilitary Organizations and Tactics

Overhead slides or Lesson CD

Student Materials: 
FM 7-100, Opposing Force Doctrinal Framework and Strategy

FM 7-100.3, Opposing Force: Paramilitary and Nonmilitary Organizations and Tactics

	Classroom, Training Area, and Range Requirements
	1 classroom per class



	Ammunition Requirements
	Name
None
	Student Qty
	Misc Qty

	Instructional Guidance
	NOTE: Before presenting this lesson, instructors must thoroughly prepare by studying the lesson and identified reference material.



	Branch Safety Mgr Approval
	NAME




RANK

POSITION

DATE

N/A

	Proponent Lesson Plan Approvals
	NAME




RANK

POSITION

DATE

Gary E. Phillips


GM15

ADCSINT-Threats
1 June 2003


SECTION II.
INTRODUCTION

Method of Instruction:  Conference/Discussion
Instructor-to-student Ratio is:  1: class
Time of Instruction: 5 min
Media:  Instructor

             Overhead Projector and Slides; or Computer and CD

	Motivator


	NOTE: Remove Slide 1 TRADOC DCSINT and Show Slide 2 INTRODUCTION

Field Manual 7-100.3 is one of a series that describes a contemporary Opposing Force (OPFOR) for training U.S. Army commanders, staffs, and units. Together, these manuals outline an OPFOR that can cover the entire spectrum of military capabilities against which the Army must train to ensure success in any future conflict.

Applications for this series of manuals include field training, training simulations, and classroom instruction throughout the Army. All Army training venues should use an OPFOR based on these manuals, except when mission rehearsal or contingency training requires maximum fidelity to a specific country-based threat. Even in the latter case, trainers should use appropriate parts of the OPFOR manuals to fill information gaps in a manner consistent with what they do know about a specific threat.

Field Manual 7-100.3 is available on Army Knowledge Online at http://www.army.mil/.  Readers should monitor that site for the status of this manual and information regarding updates.  Periodic FM updates, subject to the normal approval process, will occur as a result of the normal production cycle in accordance with TRADOC Regulation 25-36, paragraphs 2-17 and 4-7.  The date on the “cover” of the electronic version will reflect the latest update. 

The TSP designed to support FM 7-100.3 primarily consists of Microsoft PowerPoint presentations created with Office 2000 software.  The TSP adds real-world (current and historical) examples to illustrate concepts presented in the manual.  The TSP contains copyright material and may not be further reproduced without permission of the copyright holder.


	Terminal Learning Objective
	Note: Inform the students of the following terminal learning objective requirements.

At the completion of this lesson, you [the student] will:

	
	ACTION:
	Demonstrate a knowledge of the genesis of OPFOR doctrine for paramilitary and nonmilitary organizations as documented in FM 7-100.3

	
	CONDITION:
	Given a classroom environment.



	
	STANDARD:
	Understood the OPFOR background and terminology as documented in FM 7-100.3.

	
	

	Safety Requirements
	None



	Risk Assessment Level
	Low

NOTE:
Obtain commandant approval of any training that receives a high-risk assessment level.

	Environmental Considerations
	It is the responsibility of all soldiers and DA civilians to protect the environment from damage.  There are no environmental considerations with this lesson. 

	Evaluation
	This is awareness training.  There is no student evaluation associated with this lesson.

	Instructional Lead-In
	NOTE:  Show Slide 4 PURPOSE (Slide 3 is hidden - instructor notes only)

General MacArthur’s quote implies the ‘life and death’ seriousness with which we must train and train well. The primary function of contemporary Opposing Force (OPFOR) doctrine is to challenge the execution in training of U.S. Army mission essential tasks as well as to create tough, realistic conditions in which to execute that training. The more challenging and militarily effective the OPFOR, the better trained the Army will become and therefore more likely to prevail in real-world missions against actual adversaries.

Field Manual 7-100.3 is part of the FM 7-100 series that describes a contemporary OPFOR that exists for the purpose of training U.S. forces for potential combat operations. This series focuses on an OPFOR that represents the forces of an artificial country called “the State,” which is a regional power in its part of the world. The State develops and maintains its Armed Forces and its other instruments of national power primarily with the aim of maintaining and expanding its regional dominance.  (In specific U.S. Army training environments, the generic name of the State may give way to other (fictitious) country names such as Atlantis, Upper Flambokia, Pineland, or Westland.)

The manual often refers to an “extraregional” power.  This term refers to wealthy countries, such as the United States, that have modern, high-technology forces with the capability of global power projection.  An extraregional power, if deployed into the State’s region, can overmatch the State’s armed forces in a conventional head-to-head confrontation. 

The contemporary OPFOR is not modeled after the armed forces of any particular real-world nation or coalition. The OPFOR is a plausible, flexible military and / or nonmilitary force representing a composite of varying capabilities of actual worldwide forces used in lieu of a specific threat force for training and developing U.S. forces. The U.S. Army has designed OPFOR doctrine to satisfy a wide audience including OPFOR soldiers, Observers / Controllers, those in the simulations community as well as the units and soldiers to be trained. 



SECTION III.
PRESENTATION

	1.
1.  
Learning Step/Activity 1.  Understand the background that led to the evolution of the Contemporary Operational Environment (COE) and the contemporary OPFOR.   


Method of Instruction:
 
Conference/Discussion


Instructor-to-student Ratio:
 
1: class


Time of Instruction:
 
10 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Introduction


Security Classification:

Unclassified

NOTE: Show Slide 6 FIELD MANUAL 7-100.3 ORGANIZATION (Slide 5 is hidden - instructor notes only)

The complete Sun Tzu quote: “If you know the enemy and know yourself, you need not fear the result of a hundred battles. If you know yourself but not the enemy, for every victory gained you will also suffer a defeat. If you know neither the enemy nor yourself, you will succumb in every battle.”  -Sun Tzu

The State maintains internal security forces designed to protect the regime from internal threats (Chapter 5), but some of these paramilitary forces are also capable of actions against external threats from regional or extraregional opponents, if necessary. 

This manual also describes other types of paramilitary forces that, unlike the State’s internal security forces, are not part of a government structure. These include insurgents (Chapter 3), terrorists (Chapter 4), large-scale drug and criminal organizations (Chapter 6), and private security organizations (Chapter 7). They may operate independently or become affiliated with the State’s military or paramilitary forces.

This manual also deals with other, nonmilitary entities that are not part of a government and fall under the category of noncombatants (Chapter 7). These nongovernment, nonmilitary elements may include transnational corporations, international humanitarian relief organizations, media, small drug and criminal elements, and other civilians on the battlefield.

When a major extraregional power, such as the United States, becomes involved in a region, it may have to deal with any or all of these types of paramilitary and nonmilitary elements. It might encounter these elements individually or, more likely, in combination with other such elements or with the military forces of a regional power (the State). Whether these elements operate in concert or independently, they are an important part of the Contemporary Operational Environment (COE).                                                             
NOTE: Show Slide 7 INTRODUCTION

To begin our study of paramilitary and nonmilitary organizations and tactics it is useful to understand the evolution of the COE that includes both the OPFOR and nonmilitary actors.  This includes understanding the difference between an enemy, the threat, and the OPFOR used for training purposes by the Army.
The evolving nature of enemies and threats in the real world drives the nature of the OPFOR we use in U.S. Army training.  In the real world, and in the training environment, we need to consider contemporary nation-states and non-state threats and other actors, ……

NOTE: Show Slide 8 INTRODUCTION (CONT)

 ….. as well as all the eleven variables that make up the COE.  The baseline OPFOR and nonmilitary actors described in FM 7-100.3 are key parts of the total COE for training.  They will use flexibility, adaptability, and initiative to conduct actions or create conditions that affect U.S. military operations. 
The following slides use the above outline to describe this. 

NOTE: Show Slide 9 BACKGROUND – ENEMY

And will our enemy please raise his hand…  In our current ‘War on Terror,’ Osama Bin Laden is the single character most identifiable as “our enemy” and embodies the hate that his Al Qaeda terrorist organization represents.  Mouse Click:  Saddam Hussein deserves honorable (or dishonorable) mention. 

BACKGROUND

Before going further into the COE, the contemporary OPFOR, and the intended uses of this manual, it may be useful to define some key terms and the distinctions among them. It is important to distinguish among the terms enemy, threat, and OPFOR and to use them correctly.

ENEMY

The U.S. Army defines enemy as “the individual, group of individuals (organized or not organized), paramilitary or military force, national entity, or national alliance that is in opposition to the United States, its allies, or transnational partners.” In other words, the enemy is whoever is actually opposing the United States in a particular conflict.  Thus, this term is synonymous with adversary or opponent.

NOTE: Show Slide 10 BACKGROUND – THREAT

The Army defines threat as “any specific foreign nation or organization with intentions and military capabilities that suggest it could become an adversary or challenge the national security interests of the United States or its allies.” To be a threat, a nation or organization must have both the capabilities and the intention to challenge the United States. In simple terms, a threat is a potential adversary. Once hostilities actually begin, the threat becomes the enemy.
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.

NOTE: The next slide loads slowly because it contains considerable animation.

2.
2.  
Learning Step/Activity 2.  Understand the contemporary threats and other actors who might play an influential role in the COE. 


Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

10 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD

 
References:

FM 7-100.3, Introduction


Security Classification:

Unclassified

NOTE:   Show Slide 11 THREATS IN TODAY’S OPERATIONAL ENVIRONMENT

The threat environment is hot and has the potential to get considerably hotter. (One might even say it is “on fire.”)  Mouse Click:  Currently the Army is waging a war on terror.  Mouse Click: Iraq remains a constant concern.  Mouse Click:  A worst-case scenario on the Korean peninsula involves a North Korea with nuclear warheads attached to its long-range missiles.  Mouse Click:  This busy slide shows just some of the concerns in today’s operational environment including Stability and Security Operations (SASO), Small Scale Contingencies (SSC) and Major Theater War (MTW).  Most perplexing is the one in the upper left entitled “The Unknown”. 

NOTE: Show Slide 12 BACKGROUND – OPPOSING FORCE

An Opposing Force (OPFOR) is a training tool that should allow the U.S. Army to train against a challenging and plausible sparring partner that represents the wide range of possible opponents the Army could face in actual conflict. It enables training of all arms of the Army and prepares the Army for potential combat operations.

During the road to war leading up to events in a training scenario, the OPFOR may play the role of a “threat” (potential enemy) that is on the verge of becoming an enemy. However, the actual training event usually deals with a state of hostilities. Thus, once hostilities begin in the training event, the OPFOR acts as the “enemy” of the U.S. force in the training environment. [1]
[1]From the OPFOR point of view, its leadership plans and develops forces and methods to deal with one or more threats to its own interests, goals, or survival. For a nation-state OPFOR, these threats can be internal, regional, or extraregional. For a non-state paramilitary OPFOR, the threats are different. (For a drug or criminal organization, for example, the threats include law enforcement agencies.) Unless the paramilitary organization can infiltrate or co-opt the threatening element, that element becomes officially “the enemy” as soon as it begins the actions, activities, and/or operations that characterize it as the enemy.

NOTE: Show Slide 13 COLD WAR OPFOR

During the Cold War period, the Army employed OPFORs based on specific real-world threats. 

Cold War OPFOR

When the Army established its OPFOR program in 1976 with Army Regulation 350-2, it could hardly have envisioned today’s computerized constructive and virtual simulations, or even the evolving requirements of live simulations. It defined an OPFOR simply as “an organized force created by and from U.S. Army units to portray a unit of a potential adversary armed force.” Thus, all OPFORs were originally threat-based, in the sense that they replicated the forces, capabilities, and doctrine of a particular country officially recognized as a threat or potential adversary.

In the midst of the Cold War, the 1976 regulation identified only one potential adversary against which to train: the Soviet Union.  By 1983, a revision of the regulation added North Korea as a second threat for replication by an OPFOR. Over time, the Army developed other OPFORs to replicate other threats emerging in places ranging from Latin America and Southwest Asia.

In its time, the threat-based OPFOR served the Army very well, particularly for units targeted against specific threats. The benefits of this training were borne out, for example, in Operation Desert Storm. Techniques and doctrine, including deep attack and the intelligence preparation of the battlefield, developed to cope with specific threats and honed against the OPFOR, enabled the Army to achieve decisive results on the battlefield. However, the operational environment is dynamic, and the pace of that dynamism has increased with the end of the Cold War and the rapid advancement of information technology. 

NOTE: Show Slide 14 HOW THE WORLD HAS EVOLVED

However, now the Army needs a different type of OPFOR to meet its training requirements for the COE.  This slide shows the world’s recent evolution as it pertains to the U.S. military.   Previously, the bi-polarism between communism and capitalism kept the world’s superpowers in an uneasy stalemate although they opposed each other in various limited wars.  Today’s world presents the Army with numerous threats worldwide.  Our Army, in terms of capabilities, must be just as ‘hot’ as the various ‘hot’ spots to which it might be deployed, now and even beyond 2020. 

NOTE: Show Slide 15 CONTEMPORARY OPPOSING FORCE

Training U.S. forces for the COE requires a new kind of OPFOR. The contemporary OPFOR must be less predictable and not based on the armed forces of a particular country. In today’s world, the U.S. Army must be prepared to go anywhere and perform its full range of missions. It must be ready to do so in the face of various possible threats and at the same time be prepared to deal with third-party actors that may have other interests.

Not all threats are purely military in nature. Therefore, the U.S. Army now uses the above definition for OPFOR, which could include, or consist solely of, a paramilitary element. In some environments, a military force can also operate in conjunction with paramilitary forces. 

Various agencies and experts have different lists of real-world threats the United States might have to face. If the U.S. Army were to pick any one of these threats as the threat against which to train, there is no certainty that this threat would be the one the Army would actually fight. What is needed is a composite that is representative of the full range and variety of possible threats and operational environments. It must have a bit of everything - it could be virtually anybody, anywhere. Therefore, this manual defines this representative composite in a way that is flexible enough to fit the most demanding U.S. Army training requirements and provides a framework for training that creates the leaders, soldiers, and unit skills necessary for success on the next battlefield.
NOTE: Show Slide 16 CONTEMPORARY THREATS & ACTORS

There are many types of actors or participants in today’s complex world environment. Some of the actors are countries (also called nation-states) and some are not. Nation-states are still dominant actors. However, some power is shifting to nontraditional actors and transnational concerns. There are many potential challenges to traditional concepts like balance of power, sovereignty, national interest, and roles of nation-state and non-state actors.

Of course, not all actors are threats. To be a threat, a nation or organization must have both the capabilities and the intention to challenge the United States. The capabilities in question are not necessarily purely military, but encompass all the elements of power available to the nation or organization. 
NOTE: Show Slide 17 NATION-STATE ACTORS

According to their roles and stature in the international community, nation-states fall into the subcategories of core states, transition states, rogue states, and failed or failing states. The category of core states includes more than half of the nearly 200 countries in the world today. These are basically democratic (although to varying degrees) and share common values and interests. Within this larger group, there is an “inner core” of major powers. These are the advanced countries, including the United States, that generally dominate world politics. Most conflict with global consequences will involve the core states in some fashion or another.

Transition states are other larger, industrial-based countries - mostly emerging regional powers - that are striving to become major powers. High-end transition states are moving from an industrial-based society to an information-based society. Low-end transition states are seeking to move from an agricultural-based society to an industrial base. As states try to make this transition, the outcome is uncertain, and there are cycles of political stability and instability.

Rogue states are those that are hostile to their neighbors or to core states’ interests. These countries can sponsor international terrorism or even confront U.S. military forces operating in the region. Failed or failing states are fragmented in such a way that a rule of law is absent; their instability is a threat to their neighbors and the core states.

Countries can move from one category to another, as conditions change. Sometimes countries join together in transnational alliances and coalitions. Together, they have more strength and can become a power to be reckoned with. 

NOTE: Show Slide 18 NON-STATE ACTORS – ROGUE ACTORS

Non-state actors are those that do not represent the forces of a particular nation-state. Such non-state elements include rogue actors and third-party actors.

Like rogue states, rogue actors are hostile to other actors; however, they may be present in one country or extend across several countries. Examples include insurgents, guerrillas, mercenaries, and transnational or subnational political movements. Particular sources of danger are terrorists and drug-trafficking or criminal organizations, since they may have the best technology, equipment, and weapons available; simply because they have the money to buy them. They may use terror tactics and militarily unconventional methods to achieve their goals.

NOTE: Show Slide 19 NON-STATE ACTORS – THIRD PARTY ACTORS

Third-party actors may not be hostile to other actors. However, their presence, activities, and interests can affect the ability of military forces to accomplish their mission when operating in a foreign country. These actors can be refugees and other civilians on the battlefield, including international humanitarian relief agencies.

NOTE: Show Slide 20 NON-STATE ACTORS – THIRD PARTY ACTORS – MEDIA

The media include local, national, and international journalists, reporters, and associated support personnel. Their primary job is to provide information. Although most media personnel may try to remain objective and report accurately, there are those who have a bias favoring a certain position. Opposing sides in a conflict will seek to control and exploit the media in order to prop up their own positions. 

The pervasive presence of the media provides a certain situational awareness that might not otherwise be available. However, they will most likely be used as an outlet for propaganda and psychological warfare campaigns. 

With or without manipulation by other parties, the media can have a great effect on public opinion and national will of the opposing sides. Media coverage of operations can dramatically affect international relations and world opinion. 

NOTE: Show Slide 21 NON-STATE ACTORS – THIRD PARTY ACTORS – TRANSNATIONAL CORPORATIONS

Transnational corporations may enter into partnerships with countries that are trying to increase their world economic position. Emerging states may invite such corporations to establish research and manufacturing facilities in their countries as a means of building infrastructure.  Corporations are always concerned about any collateral damage from a conflict to facilities, resources, markets, etc. that could adversely affect their profit potential.  Likewise, the armed security forces hired to protect the corporations’ interests and do their bidding can become power players in their own right. 

However, the corporations’ motivations are not always charitable; they may try to influence regional affairs or assist their host country in actions that promote their own economic gain.
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
3.
3.  
Learning Step/Activity 3.   Understand the Contemporary Operational Environment (COE) which U.S. military training models. 

Method of Instruction:
 
Conference/Discussion


Instructor-to-student Ratio:
 
1: class


Time of Instruction:
 
15 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Introduction


Security Classification:

Unclassified




NOTE:  Show Slide 22 CONTEMPORARY OPERATIONAL ENVIRONMENT – CRITICAL VARIABLES OF COE

 As the U.S. Army looks at the various parts of the world that could become its operational environment, there are eleven critical variables that help us define and understand such an environment. These variables are interrelated and sometimes overlap. 

Different variables will be more or less important in different situations. Only by studying and understanding these variables - and incorporating them into its training - will the U.S. Army be able to keep adversaries from using them against us or to find ways to use them to our own advantage. 

The next few slides will address each one of the 11 variables separately.

NOTE: Show Slide 23 CRITICAL VARIABLES – NATURE AND STABILITY OF THE STATE

The nature and stability of the state refers to how strong or weak a country is. It is important to determine where the real strength of the state lies; it may be in the political leadership, the military, the police, or some other element of the population. 

Understanding this variable will allow U.S. forces to better understand the nature of the military campaign and the true aims of an enemy campaign, operation, or action. It also determines what kinds of threats may be present in a particular country. As FM 7-100.3 shows, the real threat to U.S. forces may come from elements other than the military. 

NOTE: Show Slide 24 CRITICAL VARIABLES – REGIONAL AND GLOBAL RELATIONSHIPS

Nation-states and/or non-state actors often enter into relationships, which can be regional or global. These partnerships support common objectives, which can be political, economic, military, or cultural. An actor’s membership or allegiance to such a relationship can determine its actions of support and motivation. 

Virtually all conflict will occur with alliances and coalitions, some involving the United States and some involving its adversaries. When actors create regional or global alliances, it can add to their collective capability and broaden the scale of operations and actions.

As the world moves away from the traditional long-term, fixed alliances of the past, regional and global relationships are much more fluid and unpredictable. The choice of a state to be nonaligned does not mean that it will not become involved in a conflict or crisis. It simply means that the state does not make a commitment to another state, alliance, or cause before a situation arises. 

This lack of pre-commitment makes it difficult to predict how actors and forces may align when a situation does arise. Alliances can form or change rapidly, even during the course of an operation or campaign. 
NOTE: Show Slide 25 CRITICAL VARIABLES – ECONOMICS

The economic variable establishes the boundaries between the “haves” and the “have-nots.” This gap of economic differences among nation-states and other actors can cause conflict. 

Economic superiority, rather than military superiority, may be the key to power or dominance within a region. However, economic position often represents a nation or non-state actor’s ability to buy military technology or to conduct prolonged operations.

Economics help define the relationship between a nation or non-state actor and other actors at the regional or global level. These regional or global economic relationships could result in military or political assistance. 

NOTE: Show Slide 26 CRITICAL VARIABLES – SOCIOLOGICAL DEMOGRAPHICS

The sociological demographics variable includes the cultural, religious, and ethnic makeup of a given region, nation, or non-state actor. Extreme devotion to a particular cause or significant hatred of a particular group may provide an enemy with an unshakable will and a willingness to die for the cause.

U.S. forces may also find that large segments of the population around them are sympathetic to the same cause as the enemy force. Additionally, the enemy may use civilians as shields or obstacles or as cover for hostile intelligence services. 

The indigenous population can impact U.S. forces in ways other than just combat operations.  The needs of the local population can create heavy demands on U.S. military units, particularly their supply and medical systems.

NOTE: Show Slide 27 CRITICAL VARIABLES – INFORMATION

The advent of low-cost computers allows third-world actors to infiltrate the information systems of more technologically advanced societies.   Consequently, the ability of most western societies to process, and organize information has surpassed the ability to secure it.  Enemies can gather sensitive information on U.S. citizens or military personnel from remote computers in third-world counties as long as they have a working Internet connection.  

Through the Internet, enemies can engage in information warfare.  Yet, with or without computers, enemies can still launch information attacks, as well as psychological warfare and elaborate deception operations.

NOTE: Show Slide 28 CRITICAL VARIABLES – INFORMATION (CONTINUED)

Media and other information means can make combat operations transparent to the world, visible to all who have access to data. Various actors seek to use perception management to control and manipulate how the public sees things. They will exploit U.S. mistakes and failures and use propaganda to sway the local population to support their cause. Media coverage can impact on U.S. political decision-making, international opinion, or the sensitivities of coalition members.

Even without sophisticated sensors and information systems, actors native to the area or region often have greater situational awareness than U.S. forces. Various actors are able to access commercial systems (such as satellite communications and imagery) for the larger picture. For a more detailed view, they can use human networks operating over normal telephone lines or with cellular telephones to maintain situational awareness. 

NOTE: Show Slide 29 CRITICAL VARIABLES – PHYSICAL ENVIRONMENT

The main elements in the physical environment are terrain and weather. Potential enemies clearly understand that less complex and open environments favor a U.S. force with its long-range, precision-guided weapons and sophisticated reconnaissance capability. So they will try to avoid the types of operations and environments for which such U.S. forces are optimized. 

They will try to operate in urban areas and other complex terrain and in weather conditions that may adversely affect U.S. military operations and mitigate technological advantages. 

NOTE: Show Slide 30 CRITICAL VARIABLES – TECHNOLOGY

The technology that nations or non-state actors can bring to the operational environment includes what they can develop and produce, as well as what they could purchase and import. Access to technological advances available on the global market is slowly eating away at the technological advantage the United States has enjoyed in the past.

It is likely that some high-end forces in a particular region of the world could field a few systems that are more advanced than those of the U.S. force deployed there. Easy access to new technology allows potential adversaries to achieve equality or even overmatch U.S. systems in selected niche areas. Many countries are trying to acquire relatively low-cost, high-payoff, new technologies. In addition, upgrades and hybridization allow older systems to compete with more modern capabilities, thus neutralizing the technical advantage of many modern forces. Mouse Click: An example with which paramilitary forces can pose a threat to advanced air forces is sophisticated man-portable antiaircraft weapons (most threatening if covertly positioned near airheads).  The British Blowpipe family of shoulder-fired weapons offers up to three highly accurate, hyper-velocity, guided missiles per launcher.  While the launchers might be considered expensive, they are low-cost in comparison to the aircraft.     

In urban areas or other complex terrain, less advanced systems may still find effective uses. Various actors may find adaptive and innovative ways of using systems for other than their originally intended applications.  Mouse Click: An asymmetric answer to the U.S. advantage of guided munitions is the suicide bomber.  Using the presumed innocence of a child to gain admittance to the target vicinity, the suicide bomber (conducting his “martyrdom operation” as the Hamas euphemism describes it) could destroy targets, which even a smart bomb could not reach. 

NOTE: Show Slide 32 CRITICAL VARIABLES – EXTERNAL ORGANIZATIONS (Slide 31 is hidden – instructor notes only) 

When the U.S. Army goes into a failed state or into areas torn by conflict, it is likely to find international humanitarian relief organizations at work there. These external organizations continue to grow in influence and power, as well as in willingness to become involved in crisis situations that were previously purely military operations.  These external organizations can have both stated and hidden interests and objectives that can either assist or hinder U.S. mission accomplishment. 

Transnational corporations operate in a country or region for the expressed reason of mutual benefit although the de-emphasized reason is profit motive. The presence of transnational corporations can also place added pressure on U.S. forces to avoid collateral damage to civilian life and property. U.S. forces may have to divert troops and resources from their assigned missions to conduct rescues or provide security for various external organizations.  Some transnational corporations have their own private security.  Private security organizations, with their guards carrying guns, do, however, add another armed variable to the situation.  

While these photos showcase the admirable work of humanitarian relief organizations, realize that transnational corporations and private security organizations can likewise have substantial impact on the COE.

NOTE: Show Slide 33 CRITICAL VARIABLES – NATIONAL WILL

The variable of national will reflects how much each country’s people and government are behind what the military or paramilitary forces are doing. This can influence the objectives of a conflict, its duration, and the conditions for ending it.

A country will try to attack its opponent’s national will and still preserve its own.  This is often done via psychological warfare belittling the enemy’s reasons for violence while national information campaigns explain to its own citizens its rationale for military action. Clearly, most foreign countries view U.S. national will as a point of vulnerability. Thus, a potential adversary may perceive the collective will of his people as a comparative advantage against the United States.

History has proven that battlefield victory does not always go to the best-trained, best-equipped, and most technologically advanced force. Victory often goes to the side that most wants to win, needs to win, and is willing to sacrifice to do so.

In the famed WWI recruiting poster, Uncle Sam proclaimed “I want you” to America’s young men in hopes that they would volunteer to wage war against Germany’s aggression.  In contrast, enemy propaganda attacks upon America’s national will will always portray the U.S. as the warmonger, when all our enemies supposedly want is peace. Of course, they want peace, in order to continue their activities undisturbed (be the activities criminal—as in the case of narco-terrorists—or oppressive—as in the case of dictators). This plea for peace diminishes our national will by appealing to the pacifists who protest any military action regardless of its justification.  
NOTE: Show Slide 34 CRITICAL VARIABLES – TIME

 In most cases, potential opponents of the United States view time as being in their advantage. When U.S. forces have to deploy into the area over long time and distance, the opponent can use this time to adjust the nature of the conflict to something for which the U.S. forces are not prepared.

First, the opponent will try to control the entry of U.S. forces into the area. If access control fails, the enemy still has the opportunity to oppose lightly equipped U.S. early-entry units and try to prevent full deployment of the rest of the force.

The opponent will try to speed up the tempo, to rapidly defeat its local or regional enemy or to defeat U.S. early-entry forces before the United States can deploy overwhelming military power. If that fails, the opponent will try to prolong the conflict and to outlast the U.S. will to continue.

NOTE: Show Slide 35 CRITICAL VARIABLES – MILITARY CAPABILITIES

From the Army’s point of view, the variable of military capabilities may be the most important. The U.S. Army must determine the ability of threat paramilitary and nonmilitary organizations to project military power outside their base region to affect U.S. strategic, operational, or tactical activities.  (Note that a nonmilitary organization can have military capabilities as in a transnational corporation with its own private security organization). 

However, all the other variables can affect military capabilities. Potential enemies can use any or all of these 11 factors against the Army as it tries to accomplish its missions in various parts of the world or in various training environments.

CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
RC
4.
Learning Step/Activity 4.   Understand the OPFOR and nonmilitary actors and their behavior characteristics, as it exists within the COE. 



Method of Instruction:
 
Conference / Discussion


Instructor-to-student Ratio:
 
1: class


Time of Instruction:
 
5 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Introduction


Security Classification:

Unclassified

	
	
	
	


NOTE:    Show Slide 36 BASELINE OPFOR AND NONMILITARY ACTORS

This manual introduces the baseline organizations and tactics for various types of paramilitary forces and nonmilitary elements related to the COE and the contemporary OPFOR. It is applicable to the entire training community, including all of the combat training centers (CTCs), the TRADOC schools, and units in the field.  

The OPFOR is a training tool and it must be tailored to meet training requirements. It also must be a challenging, uncooperative sparring partner, capable of stressing any or all battlefield operating systems of the U.S. force. Nonmilitary elements are also an important part of the training environment, and the replication of the role they play in the COE is also a training tool. Trainers need to consider the total operational environment in order to determine which paramilitary and nonmilitary elements are appropriate to be present and to what degrees in a particular training environment. 

The forces the United States will face in future military missions, particularly the paramilitary and nonmilitary organizations, will exhibit flexibility, adaptability, and initiative.

Flexibility – In the COE for training, the paramilitary and nonmilitary elements are scalable and adjustable to the situation as dictated by the mission, the OPFOR’s enemy, the troops available, the terrain, the time available, the politics and other variables.

Adaptability – A thinking OPFOR will learn from its own successes and failures, as well as those of its potential enemies.  It will adapt its thinking, its makeup, and its way of fighting to accommodate these lessons learned. It will continuously look for innovative ways to deal with threats to its interests. 
Initiative - Rather than having a rigid, prescriptive doctrine to be followed blindly, paramilitary and nonmilitary organizations typically allow subordinates considerable freedom for bold, creative initiative in any situation.  This makes their tactics difficult to template as they adapt and attempt to create and exploit opportunity.  However, since they use judgment and logic to guide their actions, their future moves are not necessarily entirely unpredictable.

The “Trojan Horse” has been the classic symbol of deception since antiquity. The illustration of the Greek gift is here to symbolize that dealing with paramilitary and nonmilitary organizations and tactics can be, in short, tricky.  
SECTION IV.
SUMMARY
Method of Instruction: Conference/Discussion

Instructor-to-student Ratio is: 1: class

Time of Instruction:    5 min  

Media:    Instructor


Overhead Projector and Slides; or Computer and CD


	Check on Learning
	Conduct a check on learning and summarize the lesson.

	Review/ Summarize Lesson
	During this block of instruction, we discussed the background that led to the evolution of the Contemporary Operational Environment and the contemporary OPFOR.  We examined the difference between an enemy, a threat, and an opposing force.  We then looked at the actors in today’s complex world environment, to include both nation-states and non-state actors.  From there we reviewed the eleven critical variables of COE and then looked at the baseline OPFOR and nonmilitary actors. 


SECTION V.
STUDENT EVALUATION

	Testing Requirements
	NOTE: Describe how the student must demonstrate accomplishment of the TLO. Refer student to the Student Evaluation Plan.

	 
	N/A.  Testing is not conducted for Awareness Training.

	Feedback Requirements
	NOTE: Feedback is essential to effective learning.  Schedule and provide feedback on the evaluation and any information to help answer students' questions about the test.  Provide remedial training as needed.
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SECTION I.
ADMINISTRATIVE DATA

	All Courses Including This Lesson
	Course Number
Course Title 

                                  
Command and General Staff Officer Course (CGSOC)

                           
Captains Career Course (CCC)

                           
Officer Basic Course (OBC)

                                               

                           
Warrant Officer Candidate School  (WOCS)

                           
Advanced Noncommissioned Officer Course (ANCOC)

                           
Basic Noncommissioned Officer Course (BNCOC)




	Task(s) 

Taught (*) or

Supported
	Task Number
Task Title 

None



	Reinforced Task(s)
	Task Number
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None



	Academic Hours
	         The academic hours required to teach this lesson are as follows:
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Testing


(to include test review) 
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	Prerequisite Lesson(s)
	
Lesson Number
Lesson Title
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        INTRODUCTION


	Security Clearance/ Access
	Security Level:  Unclassified

Requirements:  There are no clearance or access requirements for the lesson.


	Foreign Disclosure Restrictions
	This product/publication has been reviewed by the product developers in coordination with the TRADOC ADCSINT-Threats foreign disclosure authority.  
This product is releasable to students from all requesting foreign countries without restrictions.

	References
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	Support
	None
	
	

	Personnel
	
	
	

	Requirements
	
	
	

	Equipment 

Required 


	Name
Overhead projector or

Computer With Microsoft PowerPoint and Projection Equipment
	
	

	Materials Required
	Instructor Materials: 

FM 7-100, Opposing Force Doctrinal Framework and Strategy

FM 7-100.3, Opposing Force: Paramilitary and Nonmilitary Organizations and Tactics

Overhead slides or Lesson CD

Student Materials: 
FM 7-100, Opposing Force Doctrinal Framework and Strategy

FM 7-100.3, Opposing Force: Paramilitary and Nonmilitary Organizations and Tactics

	Classroom, Training Area, and Range Requirements
	1 classroom per class



	Ammunition Requirements
	Name
None
	Student Qty
	Misc Qty

	Instructional Guidance
	NOTE: Before presenting this lesson, instructors must thoroughly prepare by studying the lesson and identified reference material.



	Branch Safety Mgr Approval
	NAME
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POSITION

DATE

N/A

	Proponent Lesson Plan Approvals
	NAME
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SECTION II.
INTRODUCTION

Method of Instruction:  Conference/Discussion
Instructor-to-student Ratio is:  1: class
Time of Instruction:  5 min

Media:  Instructor

             Overhead Projector and Slides; or Computer and CD

	Motivator


	NOTE: Show Slide 1 TRADOC DCSINT 

As stated in FM 1, The Army, “The primary functions of The Army, as outlined in Department of Defense Directive 5100.1, are to organize, equip, and train forces for the conduct of prompt and sustained combat operations on land. Accordingly, The Army must possess the capability to defeat enemy land forces and to seize, occupy, and defend land areas.” In order to carry out these functions, the U.S. Army conducts the majority of its training in preparation for operations against conventional military forces.  However, history has shown that in addition to conventional military threats, our country often faces a threat from both paramilitary and nonmilitary organizations. 

The FM 7-100 series of manuals provides the Army with an OPFOR framework and doctrine that can be used to conduct training.  FM 7-100.3, Paramilitary and Nonmilitary Organizations and Tactics is the manual in this series that specifically addresses paramilitary and nonmilitary organizations.
The TSP contains copyright material and may not be further reproduced without permission of the copyright holder.


	Terminal Learning Objective
	Note: Inform the students of the following terminal learning objective requirements.

At the completion of this lesson, you [the student] will:

	
	ACTION:
	Demonstrate a knowledge of the regional and global framework of the contemporary operational environment. 


	
	CONDITION:
	Given a classroom environment.

	
	STANDARDS:
	Understood the COE framework.

	
	

	Safety Requirements
	None



	Risk Assessment Level
	Low

NOTE:
Obtain commandant approval of any training that receives a high-risk assessment level.

	Environmental Considerations
	It is the responsibility of all soldiers and DA civilians to protect the environment from damage.  There are no environmental considerations with this lesson. 

	Evaluation
	This is awareness training.  There is no student evaluation associated with this lesson.

	Instructional Lead-In
	NOTE: Remove Slide 1 TRADOC DCSINT and Show Slide 2 REGIONAL AND GLOBAL FRAMEWORK

This chapter describes the role of paramilitary and nonmilitary organizations within the regional and global framework. While some of these organizations may have global reach, their activities are more commonly confined to the particular region of the world in which they are located. In either case, these organizations may come into conflict with an extraregional power, such as the United States. They may participate in such a conflict with or without links to a regional power (called the State) that is also at war with the extraregional power.



SECTION III.
PRESENTATION

	1.
1.  
Learning Step/Activity 1.  Understand the various categories and subcategories of paramilitary and nonmilitary organizations. 


Method of Instruction:
 
Conference/Discussion


Instructor-to-student Ratio:
 
1: class


Time of Instruction:
 
10 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Chapter 1


Security Classification:

Unclassified


NOTE: Show Slide 3 PARAMILITARY AND NONMILITARY ORGANIZATIONS – PARAMILITARY CATEGORIES

The first area we want to address is the type organizations that compose paramilitary and nonmilitary organizations within the State.

Basically, any organization outside of the formal military that accomplishes its purpose, even partially, through the force of arms can be considered a paramilitary organization. These organizations can be part of the government infrastructure or operate outside of the government or any institutionalized controlling authority.   

As shown in this slide, the primary paramilitary organizations are: internal security forces, insurgents, terrorists, and large scale drug and criminal organizations.  Each of these type organizations has the capability to influence the conduct of U.S. operations within the State’s territory. 

Although private security organizations are discussed under the noncombatant chapter, they really are a paramilitary force that could possibly confront the U.S. either on their own or in collusion with other paramilitary or even government forces. 

NOTE: Show Slide 4 PARAMILITARY AND NONMILITARY ORGANIZATIONS – NONMILITARY CATEGORIES

Nonmilitary organizations are those organizations that ostensibly do not rely on the force of arms for accomplishing their purposes. Therefore, they do not resemble military forces in their organization, equipment, training, or purpose.  

It should be noted that, while considered noncombatants, some of the nonmilitary elements may be armed. Also, some large transnational corporations might even have their own private security forces.

These type organizations will impact operations within the AOR.  As seen during Desert Storm, CNN became the eyes of the world and provided near real-time reporting of actions.  There is no doubt that Iraq was using CNN as part of their intelligence collection apparatus. It is also important to note that although the media is listed in the nongovernment category, many governments control the media in their country.

During the UN operations in Somalia in the early 1990s, military forces were dedicated to protection of the humanitarian relief agencies.  This diverted forces available for combat operations.

Transnational Corporations and Private Security Organizations represent two other actors on the stage of conflict.  At times, the transnational corporation hires its own security force.  The extent that the corporation and / or the security force have power in the region is the extent that the State and its opponent vie for control over the corporation and security force.  At other times, the transnational corporations have so much power that they can and do wield it over the nations that sponsor them.    
NOTE: Show Slide 5 WAR AND ARMED CONFLICT

The organizations that support nongovernment paramilitary forces make a differentiation between war and armed conflict.  Obviously, war is the more comprehensive and demanding of the two.

For these organizations, armed conflict may not be their main effort during a war.  They will use other instruments of power: diplomatic-political, informational, and economic; to achieve their objectives.

Regardless of the type of organization, it will have some form of leadership element that sets its policies and objectives, directs the use of all instruments of power (including negotiations with other entities) to those ends, and determines when those ends are achieved.  
NOTE: Show Slide 6 WAR AND ARMED CONFLICT – THE STATE MAY HELP

During conflict, insurgencies and terrorist groups often receive assistance from outside resources.
The State may help finance, train, and/or equip insurgent or terrorist groups operating against its regional opponent. If an extraregional force becomes involved, the State may continue or begin to support such paramilitary forces in order to draw some of that opponent’s assets away from the war with the State.

This was evident during the Vietnam War where the North Vietnamese provided major support to the insurgent Vietcong.  Not only did the South Vietnamese and the U.S. forces have to face NVA regular forces, they also had to dedicate significant resources to deal with a major insurgency throughout the length of the country.
NOTE: Show Slide 7 WAR AND ARMED CONFLICT – DRUG AND CRIMINAL ORGANIZATIONS

Drug and criminal organizations will take advantage of the turmoil of war.  Since their primary concern is to make money, they will use a conflict to pursue their own interests of filling their coffers. 

They will accept financial assistance from the State, as long as they are assured that the State will not interfere with their operations following the war.  Additionally, these type organizations will often steal weapons and supplies to sell to both the State and insurgent forces.

NOTE: Show Slide 8 WAR AND ARMED CONFLICT – DRUG AND CRIMINAL ORGANIZATIONS (CONTINUED)

A major contingency that U.S. forces may be confronted with during a war or armed conflict is the impact of criminal organizations on operations.

As noted in the slide, the UN forces in Somalia faced major problems with looters during the operation there in the early 1990s.  

Colombia is also an example of where a government will face both insurgents and criminal organizations. The military ends up fighting a war against the drug cartels, and at the same time is faced with insurgencies, such as the Revolutionary Armed Forces of Colombia (FARC).

NOTE: Show Slide 9 NATURE OF THE CONFLICT

The nature of the armed conflict will influence how paramilitary and nonmilitary organizations become involved.

If these organizations become involved in conflict with a superior extraregional force in conjunction with major military actions going on in their region, they may still pursue their own interests and objectives and operate independently from the regular military forces of the State or any other country. This means that U.S. forces may have to deal with two different forces during the conflict with varying objectives.

If the paramilitary interests and objectives coincide with or are at least compatible with those of the State, they may choose to become affiliated with the State in order to defeat or expel a common adversary. For the same reason, they may establish links with other paramilitary or nonmilitary organizations of various types.

Paramilitary forces may engage extraregional forces, such as the U.S. Army, on their own initiative and under conditions of their own choosing. Even more so than the military forces of a State, paramilitary forces are likely to be overmatched in conventional power by such an adversary. Therefore, they are likely to use many of the same types of “adaptive” approaches as outlined in FMs 7-100, 7-100.1, and 7-100.2 for regular military forces of the State. They will also add some adaptive approaches of their own.
NOTE: Show Slide 10 NATURE OF THE CONFLICT (CONTINUED)

In most situations, the State will try to capitalize on the support that can be provided by paramilitary forces.

The State and its armed forces include in their planning and execution the use of paramilitary forces. However, with the exception of internal security forces, paramilitary organizations that are not part of the State structure do not necessarily share the State’s views on national security strategy. 

Nevertheless, the State will attempt to use these additional forces to further its strategic goals by forming a temporary or permanent coalition with these paramilitary organizations.  

NOTE: Show Slide 11 NATURE OF THE CONFLICT (CONTINUED)

As stated earlier, in addition to facing paramilitary organizations within the State’s region, U.S. forces will also face nonmilitary organizations as well.

Combatants, including military and/or paramilitary forces, will attempt to use the presence of these noncombatants to their advantage. If possible, they will use these conditions to help change the nature of the conflict to something for which the extraregional enemy is not prepared.

An example of the impact of noncombatants on operations is the imprisonment of 2 U.S. aid workers, Dayna Curry and Heather Mercer, in Afghanistan during the U.S. war on terrorism in 2001.  Taliban propaganda blasted the two missionaries to the international press claiming they were trying to entice faithful Moslems away from Islam.  The Taliban attempted to play the presence of the missionaries in order to rally support from the Moslem world. The U.S. was forced to divert military resources in its attempt to rescue these noncombatants. While tracking the location of the 2 workers, U. S. Special Ops forces observed the Taliban's movements and asked their Afghan allies to attack the guards at the shipping container jail to free the prisoners. After the Northern Alliance troops surprised and overpowered the guards, the aid workers were evacuated by an American helicopter.
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.

2.
2.  
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NOTE:   Show Slide 12 BASIC PRINCIPLES

Even though paramilitary organizations are not formal military forces, they do subscribe to certain basic principles that guide their organizations and actions.

Since paramilitary forces in many ways resemble military forces, some of these principles are very similar to basic military principles. In some cases, however, they are tailored to specifically address the considerations of paramilitary forces and their goals. Depending on the type of organization, and its individual goals and motivations, some or all of the following principles may be adhered to in varying degrees.

We will address each of the 11 principles in the next few slides.
NOTE: Show Slide 13 BASIC PRINCIPLES - DISCIPLINE

Discipline is the ability to put the goals of the organization ahead of individual needs. Members demonstrate discipline while living and operating in hostile environments for lengthy periods, and even years, often without a dedicated support structure. Additionally, the organization’s leaders rely upon the discipline of members to operate in small groups and follow mission-type orders. The principle of discipline is continually reinforced through indoctrination.

The quotes are from Mao Tse-tung, describing his philosophy on the concept of discipline.  Since many of the insurgencies today are communist based, U.S. forces are likely to be confronted with organizations subscribing to his philosophy.

Discussion Point: What is the indoctrination and discipline required to compel an individual to conduct a suicide attack such as a truck or airplane “kamikaze” bombing? 

NOTE: Show Slide 14 BASIC PRINCIPLES - PERSEVERANCE

Perseverance is the long-term commitment to keep fighting until the organization accomplishes its goal. Paramilitary organizations confronting U.S. forces will develop an overall, integrated plan to achieve long-term goals or, as a minimum, to achieve short-term goals that eventually lead to the attainment of long-term goals. 

Ultimately, the long-term goals and victory may be defined by mere survival until the enemy withdraws(a process that may entail decades or generations. Organizations will achieve their goals if they persevere longer than the enemy. The enemy may attempt to resolve issues within a timetable, while the paramilitary organization rests, refits, and prepares itself to continue the struggle until it is over.

As shown above in the quote from Col Summers, the North Vietnamese were defeated time and again on the battlefield.  They suffered over 1 million KIAs during the course of the war.  However, they persevered and continued to fight until the U.S. finally withdrew its forces.  As history reports, they eventually defeated the South.
NOTE: Show Slide 15 BASIC PRINCIPLES – LEGITIMACY

In order for the organization to achieve its goals, they must be seen by the populace as a legitimate authority.

It is not necessary that this authority be derived from formal laws but simply that the organization’s actions are acceptable and justifiable under existing conditions. Until this leadership gains acceptance from a larger segment of the population, however, it confers legitimacy upon itself. 

Over time, the organization must gain legitimacy from the domestic populace and official recognition from external states and/or organizations in order to accomplish long-term goals. Once established, organizations must sustain the legitimacy of their causes, their leadership, and their actions. However, legitimacy is also key for the enemy’s success; therefore, paramilitary forces also attempt to degrade the legitimacy of the enemy. 

The history of the American Revolution is a key example of this.  Once the cause of the American revolutionaries was deemed legitimate and the Declaration of Independence was signed, the Army was able to recruit large numbers of troops.  When France eventually recognized the legitimacy of the new government, it provided crucial support that ultimately aided in the defeat of the British.
NOTE: Show Slide 16 BASIC PRINCIPLES - AGGRESSIVENESS

Aggressiveness is the principle of the offensive spirit. Paramilitary forces want to dominate the environment and they accomplish this through offensive actions. 

Organizations must demonstrate aggressiveness down to the individual level. The leadership relies on its members to maintain the initiative through aggressive actions. Through this, a less capable group can defeat a highly trained and well-equipped enemy. However, aggressiveness must be tempered with patience, waiting for the right opportunity to take aggressive action.

Discussion Question:  Is a suicide attack the ultimate expression of aggression?

NOTE: Show Slide 17 BASIC PRINCIPLES - MOBILITY

Mobility is the ability to move virtually undetected and unconstrained within areas controlled or occupied by the enemy. Since the paramilitary forces are operating in their own terrain, they will be very successful in knowing how to accomplish this.

One way to achieve this mobility is by blending in with the population and maintaining anonymity. When mobility through anonymity is unattainable, forces use secrecy in an effort to evade detection and confrontation with the enemy. Seemingly impassable terrain will be used as avenues of approach to accomplish what, to the enemy, seems impossible. 

Sometimes, as in urban combat, a force may use masses of people or animals, and corridors through them, in the same manner as a force uses terrain and obstacles. The enemy may not expect forces to have great mobility or he may be unable to track movement of group members. 

A paramilitary force may initially have an advantage over the enemy regarding knowledge of terrain. It will try to exploit this advantage in order to reposition assets or conduct bold offensive actions. A high degree of mobility enables paramilitary forces to use available combat power with maximum effect at the decisive time and place on the battlefield.  

As shown above of U.S. Special Forces on horses in Afghanistan, even with the United States’ advanced technology, mobility is often obtained through methods often thought outdated. 
NOTE: Show Slide 18 BASIC PRINCIPLES - INITIATIVE

Initiative forces the enemy to react to the actions of the paramilitary force. Success in battle goes to the side that conducts itself more actively and resolutely and usually the force with the initiative controls the environment. 

Initiative allows the leadership to make and implement bold decisions and to establish or change the terms of the confrontation. It allows subordinate leaders to take advantage of new developments immediately and allows paramilitary forces to overcome a position of relative operational inferiority by creating conditions of local superiority. Initiative also takes advantage of exploiting the enemy’s restrictive rules of engagement (ROE).

Geronimo was successful by taking the initiative and setting the terms of battle with the American forces during the Indian Wars of the late 1800s.  He showed how a smaller force could effectively fight a larger force when it retained the initiative.
NOTE: Show Slide 19 BASIC PRINCIPLES - FLEXIBILITY

Flexibility is the ability to conduct activities anywhere within the target area, regardless of weather, terrain, or other conditions in the operational environment. When operating within their own region, personnel of paramilitary forces are already acclimated and are intimately familiar with the terrain, indigenous resources, and the populace. This familiarity, coupled with initiative, allows them to adapt rapidly to operate under any conditions and to take advantage of fleeting windows of opportunity.

The lack of rigidity in paramilitary force structures - particularly in irregular forces - facilitates flexibility in their employment. Such organizations can easily be tailored to a particular task under particular conditions. 
NOTE: Show Slide 20 BASIC PRINCIPLES – ADAPTIVE USE OF AVAILABLE TECHNOLOGY

Paramilitary forces, while similar to a regional adversary in overall power, may not be able to match an enemy in each aspect of technology. This means that they must use all technology available to them, sometimes in adaptive or innovative ways. As shown above, terrorists have modified a cell phone to be used as a weapon that can easily pass through security.

Forces take advantage of opportunities to upgrade equipment or ordnance primarily through captured equipment, the black market, or outside support. Additionally, low-technology solutions could be used against an enemy’s high-technology systems. For example, a force may use antitank grenade launchers (RPG-7s) or even small arms fire against helicopters and ships.

A common saying in Vietnam was that the Vietcong would use anything you throw away against you.  This was true with the LAW where they used discarded tubes as mortars.
NOTE: Show Slide 21 BASIC PRINCIPLES – CONCENTRATION

For paramilitary forces, concentration is the ability to mass the effects of whatever assets are available to them. Concentration allows smaller forces to achieve comparatively greater gains. Concentration of effort at the decisive time and place is critical to success. 

As soon as it has accomplished that particular mission, the paramilitary force immediately disperses again. The need for concentrating effects from dispersed locations stems from the necessities of operating with relatively few personnel and without an extensive logistics system.

An excellent example of concentration was the Tet Offensive in 1968. Concentrating both NVA regular forces along with the Vietcong, General Vo Nguyen Giap launched a major surprise offensive against American and South Vietnamese forces on the eve of the lunar New Year celebrations. Province capitals throughout the country were seized, garrisons simultaneously attacked and the U.S. Embassy was attacked in Saigon.  The cost in North Vietnamese casualties was tremendous but the offensive produced a major media disaster for the White House and the presidency of Lyndon Johnson. 
NOTE: Show Slide 22 BASIC PRINCIPLES – EFFECTIVE COORDINATION

Effective coordination ensures success through the coordinated efforts of all the forces participating in an action. Paramilitary leaders will closely coordinate the roles of many diverse elements to ensure the mutual support of all elements involved. They initially indoctrinate members of their organizations to ensure they understand the goals of the organization. They use simple, understandable language so that all subordinates comprehend their orders and the reasons for them. They conduct the majority of command and control (C2) in person or through trusted members. Personal contact is the preferred means of conducting coordination. Other means include written messages, voice communications, and the Internet.

NOTE: Show Slide 23 BASIC PRINCIPLES – SURPRISE AND AUDACITY

Surprise is striking the enemy at a time and place where he is not expecting it or in a manner for which he is unprepared. It is demonstrated by being unpredictable and cunning and by conducting deception activities. 

Surprise delays the enemy’s reactions, causes delays in his responses, and confuses his command and control. It allows paramilitary forces to accomplish more with fewer assets. They may achieve surprise against a prepared enemy through deception activities used in conjunction with operations security (OPSEC). 

Audacity is the ability of the force to take bold actions without regard to normal political and legal considerations. It is similar to surprise, because both actions are conducted in an unexpected way. A simple plan boldly executed is likely to succeed with minimum risk to the mission. Audacious, calculating commanders who are willing to take risks based on the importance of the target are likely to succeed.

The Tet Offensive of 1968, as discussed previously, was an example of both surprise and audacity during combat operations.  Both of these principles were also accomplished on 9/11 by Al Qaeda terrorists when they struck the World Trade Center and the Pentagon.  
NOTE: Show Slide 24 BASIC PRINCIPLES – PRESERVATION OF COMBAT EFFECTIVENESS

Preservation of combat effectiveness equals sustainment.  Paramilitary forces seek to forecast materiel requirements for their activities in the earliest stage of planning, in order to provide the needed supplies prior to execution. Forces may pre-position equipment and supplies in the vicinity of a target so that they can infiltrate a target area by blending in with noncombatants and then arm themselves just prior to the action. 

Because arms, ammunition, and high-technology equipment may be difficult to acquire, forces will carefully protect the available supply and sources of resupply. Similarly, because of the wide range of equipment and ordnance used, resources will be closely managed.  Paramilitary leaders and decision makers will carefully weigh the benefit of a proposed action against the cost of losing or expending precious resources, such as trained personnel, materiel, and political capital. Leaders usually take advantage of truces and periods of inclement weather to rest, train, and sustain their forces.
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
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3.  
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NOTE: Show Slide 25 PRINCIPLES AGAINST ADVERSARY OF GREATER POWER – PERCEIVED U.S. VULNERABILITIES

In evaluating extraregional threats, paramilitary forces carefully study the strengths and weaknesses of an extraregional power (such as the United States). They generally view the United States as the sole superpower, with an overall advantage in technology and war fighting capability. 

Despite these strengths, paramilitary forces see some weaknesses that adversaries of the United States may be able to exploit such as these listed on the slide.  The slide shows some of the perceptions of U.S. vulnerabilities.  Listed below are some selected historical examples of these type vulnerabilities:

•Vulnerability of coalitions (Talking Point: Al Qaeda current attempt, as well as Saddam Hussein previous attempts to divide U.S. led coalitions by stressing the incompatibility of the Western forces allying with Arab forces, or Christian forces allying with Moslem forces) 

•Lack of commitment over time. (Talking Point: Vietnam, Somalia, Beirut)

•Preference for standoff combat.  (Talking Point: Smart Bombs; how the Serbs fooled the NATO Air Forces (occasionally) by setting up logs to represent Artillery pieces since there  was no on-the-ground target surveillance)

NOTE: Show Slide 26 PRINCIPLES AGAINST ADVERSARY OF GREATER POWER – PERCEIVED U.S. VULNERABILITIES (CONTINUED)

•Lack of cultural awareness. (Talking Point: “The Ugly American” arrogantly believing that if he speaks English loud enough and slow enough everyone should understand him .  This attitude on a grand scale could lead to alienating the local populace against America. A common problem is body language miscommunication. For example, in Saudi Arabia showing the soles of feet = insult, thumbs up = insult.)

•Vulnerability of force projection. (Talking Point: Airport, Seaport Protection)

•Dependence on robust logistics. (Talking Point: “Pampered” Americans)

NOTE: Show Slide 27 PRINCIPLES AGAINST ADVERSARY OF GREATER POWER – ADAPTIVE PRINCIPLES

Aside from government-based internal security forces, other paramilitary forces generally must attempt to accomplish their goals against an adversary that overmatches them in conventional military power. 
When facing an enemy of greater power and capabilities, paramilitary forces will continue to apply the 11 basic principles described previously to the extent still possible. However, they have devised some additional principles for applying their various instruments of power against an adversary with superior power. These are similar to the “adaptive” principles that regular military forces might use when facing superior forces.

These 8 adaptive principles will be examined individually in the next few slides.

NOTE: Show Slide 28 ADAPTIVE PRINCIPLES – CAUSE POLITICALLY UNACCEPTABLE CASUALTIES

Paramilitary forces will attempt to inflict highly visible and embarrassing losses on enemy forces to weaken the enemy’s domestic resolve and national will to sustain the deployment or conflict. Modern wealthy nations have shown an apparent lack of commitment over time, and sensitivity to domestic and world opinion in relation to conflict and seemingly needless casualties.

Conversely, commitment is the strength of a highly motivated paramilitary force. A comparative advantage against superior forces may be the collective psyche and will of the paramilitary organization and the people who support it to endure hardship or casualties, while the enemy may not be willing to do the same.

This difference in ability to endure losses can help a paramilitary organization establish or build the perception of its own legitimacy, while degrading that of its adversaries. In the case of a regional adversary, inflicting debilitating or demoralizing losses on the enemy can cause the populace to doubt the legitimacy or viability of that regime. 

The paramilitary force’s ability to endure losses on its own side and still persevere can add to the impression of the correctness of its cause and lead larger segments of the populace to join it. 

The actual number of casualties does not always define what is “Politically Acceptable”.  In Vietnam, the figure was nearly 60,000 American deaths before the U.S. pulled its forces out.  In Beirut, Lebanon in 1983, the figure was only 241 KIAs from the Marine barracks bombing that ultimately led to the American withdrawal.

NOTE: Show Slide 30 ADAPTIVE PRINCIPLES – CONTROL ACCESS INTO REGION – LIMITING ACCESS (Slide 29 is hidden – instructor notes only)

The next 3 slides deal with controlling access into the region.

Extraregional enemies capable of achieving overmatch against the paramilitary forces must first enter the region using power-projection capabilities. These enemy forces are not located in the areas of the world where regional conflicts involving paramilitary forces will be fought. They must have the capacity to project and sustain power over long time and distances, with forces originating in their respective homeland. 

The first reaction to threatened intervention is focused on access control - to selectively deny, delay, and disrupt entry of extraregional forces into the region and to force them to keep their operating bases beyond continuous operational reach. 

Access-control activities can begin even before the time the extraregional power declares its intent to come into the region, and are continuous throughout a conflict. They can reach beyond the country or region within which the paramilitary forces predominantly operate.  Consequently, U.S. units must be alert during deployment operations to prevent attacks from OPFOR forces.

Access-control operations come in two basic forms: limiting access and operational exclusion.

Limiting access seeks to affect an extraregional enemy’s ability to introduce forces into the region or country. The goal is to limit the accumulation of applicable combat power to a level and to locations that do not threaten the goals of the paramilitary organization. When an extraregional force’s access is restricted into a region, the amount of personnel and equipment that can be rapidly projected into the region is reduced.  In many cases, it will be limited to what can be brought over the shore.

NOTE: Show Slide 32 ADAPTIVE PRINCIPLES – CONTROL ACCESS INTO REGION – LIMITING ACCESS: AIRPORTS (Slide 31 is hidden – instructor notes only)

Disrupting the enemy’s force projection capabilities is the easiest manner of preventing the massing of enemy combat power. Paramilitary forces can achieve this through many methods and types of action within the region, at the enemy’s home stations (even in military communities), and at all points in between.  For example, airports (such as pictured here)…
NOTE: Show Slide 33 ADAPTIVE PRINCIPLES – CONTROL ACCESS INTO REGION – LIMITING ACCESS: SEAPORTS

…seaports (such as shown here), transportation infrastructures of all types, and lines of communication (LOCs) would be attacked featuring coordinated actions of all available forces, possibly using terror tactics and weapons of mass destruction (WMD) to present the enemy with a nonlinear, simultaneous battlefield. 

NOTE: Show Slide 34 ADAPTIVE PRINCIPLES – CONTROL ACCESS INTO REGION – OPERATIONAL EXCLUSION

Operational exclusion seeks to selectively deny an extraregional force the use of or access to forward bases of operation within or near the region. For example, through economic or political connections, information campaigns, and/or hostile actions, paramilitary organizations might seek to deny the enemy the use of bases in nearby foreign nations. They might also attack population and economic centers for the intimidation effect, using terror tactics or even WMD.

An excellent example of intimidation is how the Vietcong committed atrocities against South Vietnamese who supported the Americans during the Vietnam war.  There are countless accounts of torture, rapes, and mutilations used to intimidate the local populace to prevent them from supporting the U.S. effort.

A more modern day example can be found in Afghanistan where the Taliban and Al Qaeda conducted similar atrocities.  One report shows the following:   "One day they came, and ordered everyone to go into the bazaar and protest against the bombings, and chant: 'Death to America'," said Salahuddin. "I was in my house and I had to go outside. When we refused to protest against America, they got angry." Another man who fled the village said he saw the Taliban drag a man called Lash Boi from his house to the mosque and beat him to death when he refused to protest. Lash Boi's three sons are on the front line now, fighting to avenge their father's death, he said." 
NOTE: Show Slide 35 ADAPTIVE PRINCIPLES – EMPLOY OPERATIONAL SHIELDING

Paramilitary forces will use any means necessary to protect key elements of their combat power or infrastructure from destruction by a more powerful force(particularly by air and missile forces. This protection may come from use of any or all of the following:  (Examples in parentheses)

•  Complex terrain. (Mountains, Urban)(Al-Qaeda and Taliban fighting the U.S. in Afghanistan)

• Noncombatants. (Crowds, noncombatants hostage shield in front of terrorists)(In the early 1990s, Somali forces repeatedly ambushed U.N. forces using Somali civilians as human shields, as well as firing from buildings that should always be protected in conflict, such as hospitals. http://www.hrw.org/reports/1995/somalia/)

•  Risk of unacceptable collateral damage.  (Sniper in Church, Scud in Mosque) (Chinese Embassy in Belgrade was hit by the U.S. in May 1999)

•      Countermeasure systems. (Deception)

•      Dispersion. 

· Fortifications. (VC Tunnel Complexes) 

· Informational Warfare. (Media crews touring bombing sites)

Operational shielding generally cannot protect the entire force for an extended time period. Rather, the paramilitary organization will seek to protect selected elements of its forces for enough time to gain the freedom of action necessary to prosecute important actions in keeping with the other principles for dealing with a more powerful adversary.

NOTE: Show Slide 36 ADAPTIVE PRINCIPLES – NEUTRALIZE TECHNOLOGICAL OVERMATCH

Paramilitary forces will employ all means available to them to overcome their enemies’ technological advantages.  To the extent that such technologies are available to them, the paramilitary forces too may employ surveillance technologies, precision munitions, and sophisticated camouflage, deception, decoy, or mock-up systems to negate or eliminate the effects of enemy high-technology weaponry. Also, they can employ low-cost GPS jammers to disrupt enemy precision munitions targeting, sensor-to-shooter links, and navigation.

The slide shows some examples with which a low-tech force might try to counter the advantages of a more technologically sophisticated force.  

NOTE: Show Slide 37 ADAPTIVE PRINCIPLES – CONTROL TEMPO

Paramilitary forces will vary the tempo of operations, as required, to suit their situation.


They initially employ rapid tempo in an attempt to achieve their goals in the country or region before an extraregional force can be introduced. They will also use rapid tempo to set conditions for access-control operations before the extraregional force can establish a foothold in the region. Although not a paramilitary force, this is what Iraq did in 1990 when it invaded Kuwait.  It rapidly overran the country in an attempt to achieve its goals before international forces could be deployed to the region.

Once enemy deployment begins, and while efforts are ongoing to limit further enemy access, paramilitaries would use all available forces to exploit the enemy phased deployment by attacking weaker or smaller initial-entry forces. 

If the paramilitary forces cannot end the conflict quickly, they may take steps to slow the tempo and prolong the conflict. This is an attempt to take advantage of enemy’s lack of commitment over time and can apply to either regional or extraregional adversaries. As discussed earlier, the Vietnam War is an example of how prolonging the conflict produced the desired effect on the final outcome.

NOTE: Show Slide 38 ADAPTIVE PRINCIPLES – CHANGE THE NATURE OF CONFLICT

Paramilitary forces will try to change the nature of conflict to exploit the differences between friendly and enemy capabilities and sensitivities and to present the enemy with conditions for which he is not prepared. The most advantageous way to achieve a change in the nature of conflict is often to exploit the enemy’s ambiguous political-military objectives.

Modern militaries and coalition forces usually operate under restrictive ROE in activities short of war. Paramilitary forces will intently study the limiting factors with respect to the application of ROE and attempt to operate outside the limits of the ROE. This can highlight restrictive ROE in a way that can undermine the enemy’s national will. It could also cause the enemy to establish less restrictive ROE that expose coalition sensitivities or weaken international support.

As stated on the slide, a key concern during Desert Storm was Iraq firing Scud missiles into Israel.  Their intent was to bring Israel into the conflict, and thus splinter the coalition.  Consequently, the United States diverted significant resources from their operational plan to seek out and destroy the Scuds.

NOTE: Show Slide 39 ADAPTIVE PRINCIPLES – ALLOW NO SANCTUARY

While paramilitary forces intend to use complex terrain as sanctuary from the effects of enemy forces, they seek to deny enemy forces the use of such terrain. This forces the enemy to operate in areas where the paramilitary forces can attack him effectively with forces and fires out of their own sanctuary areas. Raids, ambushes, and terror tactics are effective means for denying sanctuary to enemy forces.
Against an extraregional adversary, paramilitary forces seek to deny enemy forces safe haven during every phase of a deployment and as long as the enemy is in the region or threatening to intervene there. They are prepared to attack enemy forces anywhere on the battlefield, as well as to the enemy’s strategic depth.

The goal is to present the enemy with nonlinear, simultaneous actions within the region and possibly beyond. Such actions will not only deny the enemy sanctuary, but also erode his national will. This is particularly true against an extraregional power, if the paramilitary forces or their allies can strike targets in the enemy’s homeland.

The examples shown on the slide indicate how paramilitary forces will also strike the enemy in civilian establishments where they socialize.  In the incidents cited, attacks were conducted in both nightclubs and restaurants.

NOTE: Show Slide 40 ADAPTIVE PRINCIPLES – CONDUCT VARIED ACTIONS

To best attack superior forces, paramilitary leaders must utilize initiative to conduct battles or actions at a time and place of their choosing, to disperse and isolate the enemy, and to negate or mitigate the differences between forces.

This may mean fighting in complex terrain, such as urban or mountainous environments, or fighting during periods of reduced visibility to offset enemy advantages and maximize sanctuary from enemy effects. Similarly, this requires forces to conduct dispersed and decentralized activities and to coordinate simultaneous actions involving various paramilitary forces. It may also involve distributed activities in which the actions of various paramilitary forces are synchronized, perhaps with those of the military forces of a regional power (the State).

Decentralized, dispersed, and distributed activities are present in most of the principles to some degree. Nevertheless, these concepts warrant emphasis separately from others due to their special relevance to the future battlefield. Each approach seeks to reduce vulnerabilities to air power, precision munitions, and larger massed forces. The major difference between the activities is in the realm of command and control.

CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
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NOTE: Show Slide 41 THE ROLE OF PARAMILITARY FORCES IN OPERATIONS OF THE STATE

Now let’s look at the role of the various paramilitary forces in operations of the State’s armed forces.

The State cultivates relationships with and covertly supports nongovernment paramilitary organizations to achieve common goals while at peace and to have a high degree of influence on them when at war.

The degree of control the State has over these organizations varies from absolute, in the case of internal security forces, to tenuous when dealing with terrorist and drug and criminal organizations. In the case of those organizations not formally tied to the State structure, control can be enhanced through the exploitation of common interests and ensuring that these organizations see personal gain in supporting State goals.  By its totalitarian nature the State strives for as much control as possible over the organizations with which it associates. 

The State views the creative use of these organizations as a means of providing depth and continuity to its operations. A single attack by a terrorist group will not in itself win the war. However, the use of paramilitary organizations to carry out a large number of planned actions, in support of strategy and operations, can play an important part in assisting the State in achieving its goals. These actions, taken in conjunction with other adaptive actions, can also supplement a capability degraded due to enemy superiority. 
NOTE: Show Slide 42 ROLE OF PARAMILITARY FORCES – BASIC TYPES OF ACTION AT STRATEGIC LEVEL

The State is prepared to conduct four basic types of strategic level actions as it pursues its national strategy and utilizes all four instruments of national power to accomplish this.  These instruments are:

•Diplomatic – political:  
D

•Informational: 
 
I

•Military:

M

•Economic:

E

Strategic operations: seen as a strategic level course of action that uses all instruments of power in both peace and war to achieve the State’s national security strategy by attacking the enemy’s strategic centers of gravity.

Regional operations: seen as a strategic level course of action, including conventional, force-on-force military operations, against opponents that the State deems it overmatches.  This includes both regional adversaries and internal threats.

Transition operations: When an outside power that overmatches the State intervenes, the State must adapt its operations to counter the new threat and preserve its power.  Transition operations are seen as a strategic level course of action that bridges the gap between regional operations and adaptive operations and contains some elements of both.  The State continues to pursue its regional goals while dealing with the development of this outside intervention.

Adaptive operations:  seen as a strategic level course of action to preserve the State’s power and apply adaptive methods against opponents that overmatch its own force.

The next few slides will address how the various paramilitary forces support these various strategic level courses of action.

NOTE: Show Slide 44 ROLE OF PARAMILITARY FORCES – INTERNAL SECURITY FORCES (Slide 43 is hidden – instructor notes only)

Internal security forces subordinate to the Supreme High Command provide support zone security and collect information on foreign organizations and spies.  They perform civil population control functions and ensure the loyalty of mobilized militia forces.  Some units are capable of tactical level defensive actions if required.

NOTE: Show Slide 45 ROLE OF PARAMILITARY FORCES – INTERNAL SECURITY FORCES (CONTINUED)

A classic example of internal security forces is the Gestapo. The Geheime Staatspolizei (German for Secret State Police, abbreviated "Gestapo") was formally organized after the Nazi's seized power in 1933.   One of its jobs was to round up all the Jews and other "undesirables" living within Germany's newly conquered territories, and to either send them to concentration camps or put them to death.

NOTE: Show Slide 46 ROLE OF PARAMILITARY FORCES – INSURGENT FORCES

The State ensures that the exploitation and use of insurgent forces operating against and within neighboring countries is an integral part of its strategic and operational planning. Insurgent forces, properly leveraged, can provide an added dimension to the State’s military capabilities and provide options not otherwise available. During peacetime, a careful balance is kept between covert support for insurgent groups that may prove useful later and overt relations with the government against which the insurgents are operating.

During peacetime, support to insurgents can consist of weapons, staging and sanctuary areas within the State, and training by the State’s SPF. It is during this time that the State attempts to cultivate the loyalty and trust of insurgent groups they have identified as having potential usefulness in their strategic and operational planning. In all operations of the State’s strategic campaign, insurgent forces serve as an excellent source of intelligence. 

NOTE: Show Slide 47 ROLE OF PARAMILITARY FORCES – INSURGENT FORCES (CONTINUED)

During the conduct of regional operations, the decision to influence insurgents to execute actions that support operations of the State’s armed forces will depend on a number of factors. If the State views extraregional intervention as unlikely, it would limit its support to the insurgents. A key reason for making this decision is the potential for those insurgent forces to become an opponent once the State has accomplished its goals. On the other hand, the State may plan to have these groups take part in directly supporting its operations in anticipation of further support in the case of an extraregional intervention. Insurgent involvement during regional operations may be held to furthering State IW objectives by creating support for the State’s actions among the population, reporting intelligence, harassing and sniping enemy forces, conducting raids, and assassinating politicians who are influential opponents of the State. 
Insurgent forces can be considerably useful in the event of extraregional intervention and the resulting decision to transition to adaptive operations. During transition operations, insurgent forces can support access-control operations to deny enemy forces access to the region or at least delay their entry. Delay provides the State more time to conduct an orderly transition and to reposition its forces for the conduct of adaptive operations.  Insurgent forces can disrupt the enemy’s entry activity at air and seaports of debarkation (APODs and SPODs) and along LOCs in the enemy’s rear area. The State’s regular armed forces can coordinate with insurgents, supported by SPF advisors, to execute a variety of actions that support the strategic campaign or a particular operation plan. Insurgents can delay the introduction of enemy reserves through ambush and indirect fire, and cause the commitment of valuable force-protection assets.

NOTE: Show Slide 48 ROLE OF PARAMILITARY FORCES – TERRORIST AND CRIMINAL ORGANIZATIONS

Through the use of intelligence professionals and covert means, the State maintains contact with, and to varying degrees, supports terrorist and criminal organizations. During peacetime, these organizations can be useful, and in time of war they can provide an added dimension to State strategy and operations.

Although the State recognizes that these groups vary in reliability, it constantly assesses both their effectiveness and usefulness. It develops relationships with those organizations that have goals, sympathies, and interests congruent with those of the State. In time of war, it can encourage and materially support criminal organizations to commit actions that contribute to the breakdown of civil control within a neighboring country. The State can provide support for the distribution and sale of drugs to enemy military forces, which creates both morale and discipline problems within those organizations. The production of counterfeit currency and attacks on financial institutions can help to weaken the enemy’s economic stability. Coordination with and support of terrorists to attack political and military leaders and commit acts of sabotage against key infrastructure (such as ports, airfields, and fuel supplies) add to the variety and number of threats that the enemy must address. The State and its military leadership also have the ability to promote and support the spread of these same kinds of terrorist acts outside the region. However, they must carefully consider the political and domestic impact of these actions before making the decision to execute them.
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	NOTE: Show Slide 49 REGIONAL AND GLOBAL FRAMEWORK – SUMMARY

This chapter addressed the various categories of paramilitary organizations, to include both regular and irregular forces.  It looked at the nonmilitary organizations, to include transnational corporations, humanitarian relief organizations, and the media.  It also addressed drug and criminal elements as well as other civilians on the battlefield.

We discussed the 12 basic principles of paramilitary organizations and also examined how various adaptive principles can be used against an adversary of greater power.  

The last area discussed the role of paramilitary forces in operations of the States’ armed forces.  This discussion included internal security forces, insurgent forces, and terrorist and criminal organizations.
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As stated in FM 1, The Army, “The primary functions of The Army, as outlined in Department of Defense Directive 5100.1, are to organize, equip, and train forces for the conduct of prompt and sustained combat operations on land. Accordingly, The Army must possess the capability to defeat enemy land forces and to seize, occupy, and defend land areas.” In order to carry out these functions, the U.S. Army conducts the majority of its training in preparation for operations against conventional military forces.  However, history has shown that in addition to conventional military threats, our country often faces a threat from both paramilitary and nonmilitary organizations. 

The FM 7-100 series of manuals provides the Army with an OPFOR framework and doctrine that can be used to conduct training.  FM 7-100.3, Paramilitary and Nonmilitary Organizations and Tactics is the manual in this series that specifically addresses paramilitary and nonmilitary organizations.
The TSP contains copyright material and may not be further reproduced without permission of the copyright holder.
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	Instructional Lead-In
	NOTE: Remove Slide 1 TRADOC DCSINT and Show Slide 2 GENERAL PARAMILITARY TACTICS

This chapter addresses the general tactics employed by paramilitary forces. Later chapters more specifically describe how certain types of paramilitary forces would execute a particular tactic or action. 
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NOTE: Show Slide 3 GENERAL PARAMILITARY TACTICS

Generally, paramilitary forces use tactics that resemble those used by regular military forces, but may differ in terms of scale or sophistication. Such specific tactical applications depend on the specific goal, motivation, and capabilities of each different type of organization. Thus, paramilitary forces are not restricted to the tactics described here as general guidelines.

To determine how best to employ forces, tacticians study the weaknesses or vulnerabilities of the enemy force. Tactics are chosen based upon goals and objectives, and modified based on analysis of the current situation, the physical environment, and the capabilities of available weapon systems. Paramilitary forces attempt to fully understand the environment in which they and their enemies operate, and they modify their tactics to capitalize upon enemy weaknesses. 
NOTE: Show Slide 4 OFFENSE

 Similar to conventional military doctrine, paramilitary organizations emphasize offense as the necessary means to accomplish their goals and objectives. However, a paramilitary force can define victory as outlasting the enemy or inflicting excessive casualties upon the enemy forces. The various paramilitary objectives are best achieved through offensive actions.
The offense allows the paramilitary force to plan their missions. An offensive action, thoroughly planned and meticulously executed, often results in success, or at least the appearance of success.  It also allows the paramilitary forces to establish mission withdrawal or mission abort criteria to decide when to break contact. However, the constraints of these criteria will vary depending on the mission, the superior commander’s intent, available resources, and the motivation of the force to achieve its desired goal. In all cases, the senior commander must authorize the withdrawal. 

After attainment of the goal, the OPFOR will disengage from the enemy in a timely and organized manner. The paramilitary force seeks to disengage without unnecessarily losing combat capability or exposing its support network. 

Offensive actions are key to enabling the friendly forces to gain the initiative, to inflict the most casualties on targeted segments of the enemy or population, and to force the enemy to react. 
NOTE: Show Slide 5 OFFENSIVE ACTIONS

Offensive actions common to many paramilitary organizations include assaults, raids, seizing objectives, ambushes, shelling attacks, harassment, and the selective use of terror tactics. These organizations would also use conventional military doctrine as the basis for refining their own standing operating procedures for offensive actions.

The next few slides will address each type action in more detail.
NOTE: Show Slide 6 OFFENSIVE ACTIONS - ASSAULT

Although the assault is the least practiced of the various offensive techniques, when a paramilitary organization does conduct an assault it would do the assault similar to how conventional military forces would conduct the action.  

Paramilitary forces choose their targets carefully to ensure success. The assaults are launched to take control of, or regain control of terrain. However, this type of action requires a significant level of training, equipment, and coordination often lacking in paramilitary forces.

More detail on tactical assaults is described in FM 7-100.4.
NOTE: Show Slide 7 OFFENSIVE ACTIONS - RAID

A raid is an attack, usually small in scale and time, which surprises the enemy and includes a planned withdrawal. It requires a high degree of intelligence information about the target and the terrain. It is usually carefully planned because of the expected high expenditure of resources. 

Typically, a raid is conducted against a "soft" target, such as a communications site, storage facility, or other target with limited security. The raiding force rehearses the plan and all of its contingencies to ensure success.
NOTE: Show Slide 8 OFFENSIVE ACTIONS – RAID (CONTINUED)

Each type of paramilitary force modifies the size and disposition of the raiding force to fit its mission and capability. See FM 7-100.4 for a general discussion of raid tactics.

A good example of raids to discourage enemy activity in a particular area occurred in Colombia in May of 1998. Twenty-one people were killed when a gang of paramilitary gunmen attacked the remote village of Puerto Alvira, destroying buildings and ordering the other residents to leave within a week. Reports stated that leftist rebels had been fighting the paramilitaries for control of this southern jungle region, and civilians had been targeted by both groups. 
NOTE: Show Slide 9 OFFENSIVE ACTIONS – SEIZING OBJECTIVES

The idea of capturing and holding objectives differs from the concept of a raid in that the paramilitary force plans to retain the objective for a political or tactical reason, or at least force the enemy to contest the seizure. The plan for this type of action will include a defense of the objective, although the defense may be only temporary. 

The principles used in any defense will be utilized when holding the objective. The paramilitary force emplaces flank and rear security elements and observation posts, develops a detailed fire plan, and plans withdrawal routes and criteria. Active and passive security measures are employed to protect against enemy actions designed to impair friendly effectiveness. Additionally, captured weapons can be integrated into the defense.
NOTE: Show Slide 10 OFFENSIVE ACTIONS – AMBUSH

An ambush is a surprise attack conducted from a defensive posture against a moving enemy. Ambushes are frequently used because they have a great chance of success and provide the best protection to the ambush force. Ambushes are conducted to 

Destroy or capture personnel and equipment.

Restrict the enemy’s freedom of movement.

Collect information and supplies.

Each type of paramilitary force modifies the size and disposition of the ambush force to fit its mission and capability. See FM 7-100.4 for a general discussion of ambush tactics.
NOTE: Show Slide 11 OFFENSIVE ACTIONS – SHELLING ATTACKS

Shelling attacks are a very cost-effective method to cause chaos and demoralize the enemy or the population. By launching a few sporadic mortar rounds into a marketplace or on a symbolic target, a force can capitalize on the people’s belief that they cannot protect themselves from these attacks. Shelling attacks can also cause the people to lose confidence in the government’s ability to stop these attacks or protect them from these incidents.

Additionally, when targeting military forces, shelling attacks can harass the enemy, destroy equipment, attrite forces, depress morale, and cause fatigue. However, insurgent forces must consider the possible undesirable consequences of indiscriminate shelling attacks, since they frequently kill innocent civilians. This could result in a loss of popular support for the insurgent cause.

The weapons of choice used in these types of attacks are artillery, mortars, rockets, recoilless rifles, machine guns, small arms, Molotov Cocktails, etc.

A paramilitary force may not necessarily be bound by conventional ethics, beliefs, or the laws of  warfare. Therefore, it may use the grounds of schoolyards, churches, or hospitals to emplace weapons for shelling attacks. By doing so, it forces the enemy to decide whether to fire in retaliation or not.

NOTE: Show Slide 12 OFFENSIVE ACTIONS – HARASSMENT

Paramilitary forces primarily use harassment to annoy the enemy, goad him into an act prejudicial to his cause, or degrade his effectiveness. They may also use harassment against the populace in order to degrade popular cooperation with the enemy, overcome populace neutrality, or degrade the legitimacy base of the enemy among a populace that the enemy cannot protect from harassment.

NOTE: Show Slide 13 OFFENSIVE ACTIONS – HARASSMENT (CONTINUED)

Harassment is conducted in many ways, such as passive resistance, information campaigns in the media, sniping, establishing roadblocks to impede the enemy's movement, inciting crowds to riot, or not complying with established procedures. It includes attempts to force the enemy to commit acts that violate his rules of engagement or acts that friendly forces can use as propaganda. 

For example, a paramilitary force can request or coerce a group of peasants to sit on a route used by the enemy. This act slows the enemy's movement and may eventually provoke him to act in a negative way. If the enemy acts adversely towards the peasants, the paramilitary force may highlight enemy brutality against them. 

Vandalism, as simple as inserting sugar packets into the gas tanks of the enemy vehicles or as complex as arson against enemy installations, will distract the enemy away from pursuing his mission accomplishment.  Another example is the planting of rumors, false documents, and false media reports.

These actions give enemy personnel and individual leaders the impression of deceit by higher enemy leadership, treachery by other members of enemy forces, desertion or adultery by family members and friends, and abuse or neglect of family members.

NOTE: Show Slide 14 OFFENSIVE ACTIONS – TERROR TACTICS

Terror tactics are an efficient means to accomplish goals without direct confrontation. Terror tactics are most often used as part of an IW campaign to focus domestic and/or international media and political attention on the cause of the paramilitary organization and to raise international and/or domestic public pressure against the enemy.

Terror tactics are usually not employed with the intention of causing the enemy to escalate his activities. However, they may indeed be used to cause the enemy to escalate the intensity of actions in the hope of causing mistakes, forcing the expenditure of resources, causing the loss of popular support, or undermining enemy legitimacy. 

Terror acts can be surgical in nature, especially when conducted by sophisticated, high technology forces. However, some terror actions may intend large-scale collateral damage to humans and property in order to heighten their effect. The use of terror tactics is not without risk. They may backfire when used incorrectly, incompetently, against a poorly chosen target, or in the wrong political climate.

Obviously, the most recent example of terror tactics that can be employed against an enemy is the bombing of the World Trade Center in New York on 9/11/01.

NOTE: Show Slide 15 OFFENSIVE ACTIONS – TERROR TACTICS (CONTINUED)

As stated on the slide, terror tactics can be used for a number of purposes.  These include:

•Discourage enemy activity in certain areas

•Restrict the enemy's freedom of movement

•Demoralize the enemy

•Divert enemy resources from other areas

NOTE: Show Slide 16 OFFENSIVE ACTIONS – TERROR TACTICS (CONTINUED)

•Cause embarrassment to the enemy leadership

•Discredit enemy leadership and degrade its legitimacy

•Destroy enemy leadership, command and control, and/or cohesion 

•Collect information about the enemy

•
The major type tactics include extortion, kidnapping, hijacking, hostage-taking, assassination, maiming, and sabotage. Each paramilitary force modifies the described tactics, techniques, and means to fit its mission, goals, and capability.

These tactics are described in more detail in Chapter 4.

NOTE: Show Slide 17 DEFENSE

Paramilitary forces believe defense is a necessary condition to hold key terrain, preserve resources, or gain an economy of force. Defense also allows for the implied advantages of rest and recuperation, refit and maintenance of equipment, and training. 

Defensive actions also allow forces to withdraw, hold occupied positions, or create conditions favorable for resuming offensive actions.

Iranian insurgents were adamant about holding the U.S. embassy as it represented a symbolic victory and a unifying factor for the revolutionaries against the Shah’s regime. Through months of demonstrations, the militants shouted their pledge to hold the embassy  “to the death”.  Thus, the embassy was key terrain to the insurgents.  After 444 days of captivity the clergy-controlled militants released the embassy staff  (some of whom are pictured on their knees in this photo.)   Iran’s Revolutionary Guard still holds the embassy and as of the 22nd anniversary of the takeover (4 November 2001) is offering public tours of America’s embassy including the second-floor offices of Islamic Jihad and Hezbollah, groups on the State Department list of terrorist organizations. 

NOTE: Show Slide 18 DEFENSE - HISTORICAL EXAMPLE

In 1836, paramilitary groups constituting 189 Texan insurgents made a defensive stand at a piece of key terrain occupied by an old Spanish Mission called the Alamo.  The Alamo blocked one of the two main roads into Texas from the Mexican interior thereby frustrating the advance of Mexican Dictator Santa Anna. 

Renowned knife fighter, Jim Bowie, commanded a company of Texan volunteers from the "Army of the People“.  LTC Travis, holding a regular commission from the new established revolutionary government, commanded a troop of cavalry.   Numerous volunteers, to include legendary frontier hero Davy Crockett, joined these forces at the Alamo. 

Despite a heroic resistance, the defenders eventually succumbed to vastly superior numbers and became martyrs to the cause of Texan Independence.  However, the time that the defenders bought for the fledgling Republic was significant in creating conditions favorable to allowing the insurgency to succeed.  The delay of the Mexican government troops allowed promulgation of independence, solidification of the revolutionary government, the drafting of a constitution, and continued Army recruiting. 

Consider showing a clip of the 52 min Discovery Channel documentary video entitled, “The Battle of the Alamo” or a clip from any of the several good Hollywood movies featuring the battle.

NOTE: Show Slide 19 DEFENSE – SECURITY MEASURES

Paramilitary forces take active and passive security measures to protect themselves against enemy actions designed to impair their effectiveness. Security measures are employed based on the perceived enemy capability, level of resources, and the value of the items or action being protected.

The leader of a group may employ bodyguards, whereas a member may take his own personal security precautions. Leaders conduct a risk assessment or cost-benefit analysis; they weigh the costs of taking security measures against the potential loss of the resource being protected.

Security is paramount for all paramilitary organizations. The most basic form of security is the denial of knowledge regarding friendly capabilities, intentions, and activities to those organizations perceived as the adversary. All attempts will be made to ensure that this knowledge is guarded to maintain secrecy. (See Protection and Security Measures under IW below.)
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.

2.
2.  
Learning Step/Activity 2.  Understand the activities employed by the State’s paramilitary forces.
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NOTE:   Show Slide 20 INFORMATION WARFARE

Paramilitary forces define information warfare as specifically planned and integrated actions taken to achieve an information advantage at critical points and times. The fundamental goal of IW is to influence an enemy’s decision-making through his collected and available information, information systems, and information-based processes, while retaining the ability to employ friendly information, information-based processes, and systems. 
NOTE: Show Slide 21 INFORMATION WARFARE (CONTINUED)

IW includes offensive elements, as well as defensive, protective measures. One side attempts to gain an advantage by affecting enemy information and information systems while defending its own information systems.

IW is continuously conducted by all paramilitary forces without regard to strict organizational boundaries. The leadership integrates all elements of power - diplomatic-political, economic, military, and informational - to implement an information strategy. One element of power may have primacy over the others at a given time, but all work together.
NOTE: Show Slide 22 INFORMATION WARFARE – IW ELEMENTS

The following elements are integrated when developing and implementing IW:

·Electronic warfare (EW).

·Computer warfare.

·Deception.

·Physical destruction.

·Protection and security measures.

·Perception management.

·Information attack (IA).

The resources and capability of a particular paramilitary force, and the appropriateness of the IW medium to the target, determine the choices and the extent to which IW elements are employed and integrated.

The next few slides will address these 7 areas.
NOTE: Show Slide 23 IW ELEMENTS – ELECTRONIC WARFARE

EW spans the entire electromagnetic spectrum, and ranges from highly technical to primitive methods and means. Methods depend on available equipment and on what portion of the spectrum the paramilitary forces are trying to manipulate, employ, or deny. 

Methods include, but are not limited to, high technology activities that use advanced signal employment, digital manipulation, and computers. There are also low-technology methods that include meaconing, intrusion, and communications and non-communications jamming. 

Paramilitary forces can apply both lethal and nonlethal methods, such as destroying a radio-relay site and jamming tactical radio nets and communications.   
NOTE: Show Slide 24 IW ELEMENTS – COMPUTER WARFARE

Computer warfare is the newest type warfare and becomes increasingly more ominous as Western societies become more computerized. Although it overlaps with other elements, computer warfare requires sophisticated expertise to perform effectively. 

Paramilitary organizations may contract hackers, disgruntled employees, or other foreign agents to provide computer warfare assistance. By hiring these services, they reduce the possibility of tracing the act back to their own organization. 

A review of some of the hacker publications shows how easy computer warfare can be to implement.  In Hackers Quarterly from the Winter 1999-2000, a disgruntled employee of Staples published the entire security plan of the company after he was fired.  This included their phone system, computer system (with passwords), security personnel, security procedures, and security devices.

The military has not been victimless in this area.  The United States Army site in Stuttgart, Germany was hacked in October 1998 with an anti-nuclear, anti-military message that reflected a view that United States domination of other countries is morally wrong and will one day result in catastrophe. Although this was not a tactical site, it does show how hackers can penetrate the military’s computer structure.

Even the tight security of the CIA has been penetrated. In September1996, the home page of the Central Intelligence Agency was hacked and the contents changed.
NOTE: Show Slide 26 IW ELEMENTS – COMPUTER WARFARE (CONTINUED) (Slide 25 is hidden – instructor notes only)

 Computer warfare includes altering data and performance characteristics through the use of viruses or other database manipulation techniques. It may also include unauthorized access, such as hacking; and computerization, miniaturization, and robotization of weaponry and equipment. (Weapon and equipment enhancement is more an outcome of informational warfare rather than an element of it). 

Paramilitary forces can exploit the availability of computer technology on the open and black markets to determine vulnerabilities in their enemy's information systems.

A good example of computer warfare is a Denial of Service Attack. In such attacks, hackers invade vulnerable computer networks and then plant and trigger a control program called a "tool" that forces the host systems to send a continuous stream of bogus messages to a second victim's computer system. The more computers infected by tools, the larger the message stream and the harder it is to identify the hacker. Eventually the stream swamps the victim and forces a shut down until defenses are installed or the victim can pinpoint the infected hosts and get them to stop. 

An example of this type attack is the DOS conducted by pro-Serbian hackers responsible for the April 1999 attacks against U.S. government and NATO Web sites.  Probably the most notable attacks, though, are the attacks conducted during the week of February 7th through 11th, 2000. Hackers launched denial of service attacks on some of the leading Web sites in the country including Amazon.com, Yahoo.com, E*Trade, eBay and Buy.com and shut them down for varying amounts of time. The result was the loss of millions of dollars in revenue by these organizations.
NOTE: Show Slide 28 IW ELEMENTS – DECEPTION (Slide 27 is hidden – instructor notes only)

Paramilitary organizations can thoroughly integrate deception within all domains (physical, electronic, and virtual) across all actions. Economic organizations, such as front companies, may publish false financial figures; official spokespersons may initiate a rumor campaign; military-type units may use decoys or conduct a feint. 

Each deception action has a specific target, objective, story, and means allocated to make it believable and at least to some extent verifiable. Paramilitary forces must allocate sufficient resources when executing the deception operation so the enemy will believe the deception story.

The preparations for the D-Day landings on Normandy on June 6, 1944 provide a large-scale example of deception, which included both conventional and paramilitary elements.  Starting in 1943, a team worked to create the illusion of a large invasion force being massed in Kent. Using technology pioneered in Hollywood, soldiers built dummy tanks and aircraft of canvas and inflatable rubber placed in realistic looking "camps“ and filled harbors with mock landing craft. To German reconnaissance aircraft, it all looked real, even down to attempts at camouflage.

Knowing that German intelligence would be trying to find out more, double agents (such as ‘Garbo’ operating in Lisbon) planted stories and documents with known German spies. General Patton was commander of FUSAG (1st U.S. Army Group) a mostly non-existent force that broadcast fake radio transmissions and displayed exaggerated invasion prep activities, just as if a large army were busy organizing for the invasion.  The hoax was successful and German forces were concentrated in the Pas-de-Calais when the invasion force struck at Normandy. 

French paramilitary forces had a significant role in supporting the deception.  In a masterful play of espionage, Free French Forces captured a French Colonel in Algiers working for the internal security forces of the Vichy government, the puppet government set up by the Germans.  Instead of executing the Colonel they convinced him to be a double agent and feed planted information back to the Germans.  However, recognizing that the Germans would eventually realize that their French Colonel was turned, the Free French had him transmit the actual time and place of the D-day invasion.  When the Germans received this, they just assumed that it was disinformation, and that the Normandy invasion would be a feint. (Source: Soldiers of the Night, by David Schoenbrun, Publisher: E. P. Dutton, New York,1980, page 368&369).

Likewise, whenever an allied soldier with possible information about the true invasion plans was about to be captured by the Germans, the French resistance launched operations that were almost suicidal to ensure that he was not captured.  This was the case when Colonel Lay, the commander of the American 487th Bomb Group was shot down in the weeks before the invasion.   The French Resistance had several of their members tortured to death before they were able link up the Colonel with the oncoming invasion force in mid August 1944.  (Source: The French Resistance, by Don Lawson, Simon & Schuster Inc., New York, 1984 pages 94 through 109).

Most significant were the combat operations the French resistance conducted in support of D-Day.   Before, during, and after D-Day as many as nine major resistance networks, numbering into the thousands of fighters, stepped up harassment of German forces, conducting numerous ambushes, raids, and attacks-by-fire. (Source: Lawson, pages 125 & 126).

Various minor partisan deceptions supported the grand D-day deception.  For example, considerate or ill-equipped (or lazy) Germans only put up “Mined” signs in Normandy fields and not the actual mines.  This allowed farmers to continue to graze their livestock in these fields.   However, to deceive Rommel as to the effectiveness of these “mine” fields, the farmers were sure to keep the animals out of the field when he came to inspect (Source: Schoenbrun, page 368). During the invasion, partisans turned road signs to disorient German reinforcements. The French resistance also shot wildly into the air to confuse the Germans as to the front’s location (although this was possibly only to celebrate).

Deception is also critical in today’s environment.  As testimony from the Director of the DIA told the Senate in February 2000, many potential adversaries – nations, groups, and individuals – are undertaking more and increasingly sophisticated C3D2 (Cover, Concealment, Camouflage, Denial and Deception) activities against the United States. 

These operations are generally designed to hide key activities, facilities, and capabilities (e.g. mobilization or attack preparations, WMD programs, advanced weapons systems developments, treaty noncompliance, etc.) from U.S. intelligence, to manipulate U.S. perceptions and assessments of those programs, and to protect key capabilities from U.S. precision strike platforms. 

Foreign knowledge of U.S. intelligence and military operations capabilities is essential to effective C3D2. Advances in satellite warning capabilities, the growing availability of camouflage, concealment, deception, and obscurant materials, advanced technology for and experience with building underground facilities, and the growing use of fiber optics and encryption, will increase the C3D2_challenge.

NOTE: Show Slide 31 IW ELEMENTS – DECEPTION (CONTINUED) (Slides 29 & 30 are hidden – instructor notes only)

Each deception action has a specific target, objective, story, and means allocated to make it believable and at least to some extent verifiable. Paramilitary forces must allocate sufficient resources when executing the deception operation so the enemy will believe the deception story.

British General Allenby launched an effective deception action against a strong Turkish defensive position at Gaza in the fall of 1917. He displayed dummy soldiers, horses and tanks as decoys (means) to make the Turks  (target) believe that the British were massing for a frontal assault  (story) so the Turks would remain in place (objective). Colonel T.E. Lawrence (his fame as a founder of modern guerrilla warfare spread by the 1962 Academy awarding film ''Lawrence of Arabia'’) and his network of paramilitary tribes supported the deception through clandestine diplomatic intrigue and insurgent operations.  Specifically, a disinformation campaign of false rumors spread by Lawerence’s network reinforced the Turkish misperception while at the same time, Arab spies pretending to be sheep herders reported Turkish movements to Lawrence which in turn allowed Allenby to confirm the deception’s effectiveness.  Meanwhile Allenby stealthfully moved his main forces east attacking the Turks through Beersheba.  This envelopment demoralized the Turks and as panic spread, the Turks retreated after only token resistance.  The result was that within six weeks, Allenby’s force had taken Jerusalem. 
NOTE: Show Slide 32 IW ELEMENTS – PHYSICAL DESTRUCTION

Physical destruction is powerful when integrated with other elements of IW. Within a paramilitary organization, forces that conduct destruction actions may not be aware that they are involved in an integrated IW campaign. For example, a direct action cell or a fire support element may receive a mission to destroy a target at a certain time or using a particular technique. They are not necessarily told that the purpose of this destruction is to support IW warfare.

The destruction element of IW highlights the importance of precision-guided weapons or “smart” weapons. A technologically advanced paramilitary force may be able to acquire and employ weapons and equipment with sophisticated information components, such as guided weapons and munitions, or global positioning systems. The goal of this is to link real-time intelligence systems and long-range precision weapons within a faster decision-making cycle than that of the enemy. 

An example of highly sophisticated weapons used for physical destruction is the B52 utilized by the U.S. during Operation Desert Storm. On February 16, 1991, seven B-52Gs armed with 39 AGM-86C conventionally armed cruise missiles took off from Barksdale AFB bound for Iraq. They launched 35 of their ALCMs against targets in central and southern Iraq. The targets included a power station, a telephone exchange, and other electrical generating facilities. The destruction of these facilities truly limited Iraqi’s ability to disseminate information.

Less-sophisticated forces, however, must continue to target high-value targets with available weapons systems, such as artillery and direct action units or in extreme cases with human guided “suicide” bombs. 
NOTE: Show Slide 34 IW ELEMENTS – PROTECTION AND SECURITY MEASURES (Slide 33 is hidden – instructor notes only)

Protection and security measures are broader than the concepts of operations security and force protection. Information is a critical resource and, to protect it and maintain secrecy, paramilitary forces use appropriate protective measures, such as dissemination control, censorship, encryption, camouflage, counter surveillance and counter reconnaissance. 

They can employ a variety of systems to collect, process, and use information to determine friendly and enemy weaknesses and vulnerabilities, or to assess and evaluate IW campaigns.

NOTE: Show Slide 35 IW ELEMENTS – PERCEPTION MANAGEMENT

Perception management includes all planned activities against foreign and domestic targets, which are intended to change, manipulate, control, or otherwise manage a target's perceptions.

Paramilitary forces use truthful and false information, misinformation, and “spin” information to fit their needs. Censorship and public affairs programs aimed at a sympathetic population are an important component of perception management. 

When conducting IW, the skillful use of the media and other neutral players, such as nongovernmental organizations, can benefit the paramilitary organization’s cause and deter enemy actions. The paramilitary forces can use psychological warfare (PSYWAR) and the media to achieve their perception management goals.

In a manual for the training of guerrillas in Nicaragua on psychological operations, all these acts have as their goal the creation of an identification of the people with the weapons and the guerrillas who carry them, so that the population feels that the weapons are, indirectly, their weapons to protect them and help them in the struggle against a regime of oppression. Implicit terror always accompanies weapons, since the people are internally "aware" that they can be used against them, but as long as explicit coercion is avoided, positive attitudes can be achieved with respect to the presence of armed guerrillas within the population. 
NOTE: Show Slide 36 IW ELEMENTS – PERCEPTION MANAGEMENT – PSYCHOLOGICAL WARFARE

Paramilitary forces conduct PSYWAR activities to achieve many of the same objectives as those of conventional military forces. They can use many of the same techniques that conventional forces use, but often on a smaller and less sophisticated scale. 

For example, they probably do not have aircraft for dropping leaflets like the U.S. has utilized in Iraq and Afghanistan, but may distribute them hand-to-hand, or enclose them in bulletins at religious services.

When conducting PSYWAR activities aimed at the local populace, a paramilitary organization has a definite advantage over foreign forces and, in many cases, even indigenous conventional military forces. This is because the paramilitary force usually

· Has a better feel for the pulse of the people.

· Has a much better understanding of the motivational factors influencing the populace.

· Exists within the target populace as members, not as actors imposing from the outside.
NOTE: Show Slide 37 IW ELEMENTS – PERCEPTION MANAGEMENT - MEDIA

A paramilitary organization can use and/or manipulate local news sources to convey its message.  It will use this means to communicate directly to its target, such as a senior official in the government, or to influence the populace so they will put pressure on the target. 

Paramilitary forces have a multitude of resources to pass their message to the media. In today’s electronic age, they may use a laptop computer with built-in fax or electronic mail to distribute press releases to local or international media. Conversely, an organization may have its own newspapers and journals, with its own accredited members of the press corps. 

Paramilitary organizations also may use group spokesmen to provide interviews with the media or to provide press releases. 

In efforts to gain local support, a paramilitary organization may use culturally appropriate media such as orators, poets, storytellers, or the theatre instead of radio or television to spread its message.

NOTE: Show Slide 38 MEDIA MANIPULATION – EXAMPLES

Here are two historical examples of media manipulation by our adversaries.  

The 1991 deception efforts by the Internal Security Forces of Iraq during the Persian Gulf conflict are quickly dismissed as ridiculous.  Besides the telltale indicators of an undamaged sign written in English, a host of other indicators betrayed Iraqi’s “Baby Milk Plant” disguise as an attempt to prevent a bombing raid similar to the Israeli attack on Iraq's main nuclear facility in 1981.   

Mouse Click: On the other hand, the other example is not so easily dismissed or quickly countered.  In July 1972, (and again in 1974) Jane Fonda traveled to Vietnam to become the media darling of the North Vietnamese and Viet Cong.  Actress  “Hanoi Jane”, by sitting at an enemy anti-aircraft gun belittling U.S. POWs and making numerous anti-America broadcasts over Radio Hanoi, undercut the morale of U.S. servicemen in the region.  Her launch of the “Indochina Peace Campaign” was instrumental in America losing public support for the war. 

NOTE: Show Slide 39 IW ELEMENTS – INFORMATION ATTACK

Since the force that a paramilitary organization may confront is likely to be modernized with updated Information Technology systems, this type attack presents a powerful tool for paramilitary forces. For example, they may target an information system for sabotage (electronically or physically) to prevent the enemy from communicating.  They may also be able to penetrate an information system for intelligence collection purposes. 

Likely targets for an IA are the critical infrastructures of an opponent: telecommunications links and switches, electrical grids, commercial infrastructures, transportation networks, and economic infrastructures.

Attacks can occur in many fashions, to include altering data, stealing data, or forcing a system to perform a function for which it was not intended, such as spoofing an air traffic control grid.

As discussed in an earlier slide, Denial of Service attacks also fall within this category and the attacks during the week of February 7th through 11th, 2000 had significant economic impacts on leading Web sites in the country.

NOTE:  Show Slide 40 IW METHODS AND MEANS

Paramilitary organizations attempt to detect, deceive, manipulate, disrupt, degrade, or destroy the enemy’s information systems. For example, by using disguised personnel or electronically mimicking an authorized user, they can hide an attempt to access an enemy’s information system. This information system can be a person (such as an analyst) or an object (such as a database). Similarly, groups may manipulate or deny service by destroying or degrading hardware and software used by their enemy. Methods short of destruction may provide a bigger payoff than physically destroying a target, in terms of attaining the organization’s goals.

A paramilitary organization may have subordinate elements with IW-type missions. Examples of this could be an intelligence cell of an insurgent force, a direct action cell of a terrorist group, a front company of a narcotics-trafficking organization, or a television station owned by a large criminal organization. Some of these missions require specialized equipment, such as jammers to conduct electronic jamming, or secure communications to support narcotics trafficking.

In planning an IW campaign, paramilitary forces consider various organic and commercially available equipment and organizations that have the potential to conduct IW-type missions. Lack of traditional military-type equipment, such as jammers and artillery, does not imply that an organization cannot conduct an integrated IW campaign. The limiting factor in implementing IW is not technology, but rather the imagination and resolve of leadership, and their ability to do the unexpected.

NOTE: Show Slide 41 INTELLIGENCE ACTIVITIES

Now let’s look at the various intelligence activities that paramilitary organizations will use.

Paramilitary organizations can conduct intelligence activities using the same key techniques and procedures as those of conventional military forces, but often on a smaller scale. As discussed previously in the IW area, paramilitary organizations often will not have the state-of-the-art technology that conventional forces will possess.  Therefore, they may conduct intelligence activities with less sophisticated methods. However, they will have a greater appreciation for the cultural setting of the area of responsibility (AOR). 

Since the automated intelligence capability of paramilitary organizations is often limited, every member of a paramilitary organization is considered an intelligence-gathering mechanism.  His or her knowledge of the AOR is likely to be greater than that of an intelligence officer in a conventional military force, which will often offset the disadvantage of not having automated systems. 

The principal intelligence tasks of a paramilitary force are reconnaissance, general political and military intelligence, and counterintelligence. The classical factors of the intelligence cycle (collection, evaluation, production, and dissemination) are just as valid for a paramilitary force as for a conventional force.

The next few slides will address these tasks in more detail.

NOTE: Show Slide 42 INTELLIGENCE ACTIVITIES – RECONNAISSANCE

Reconnaissance is an action undertaken to obtain information. As defined in the Joint Pub 1-02, reconnaissance is “a mission undertaken to obtain, by visual observation or other detection methods, information about the activities and resources of an enemy or potential enemy, or to secure data concerning the meteorological, hydrographic, or geographic characteristics of a particular area.”

Paramilitary forces use the information to plan future activities and determine the feasibility of planned actions. In the offense, efforts are concentrated on the enemy at his location and the area surrounding the target. In the defense, the reconnaissance effort is to determine when and where the enemy will conduct offensive actions against friendly forces.

Paramilitary forces will use varying forms of reconnaissance, to include surveillance, use of informants, and infiltration of enemy organizations.

All paramilitary organizations conduct reconnaissance, but the actual techniques used will differ based on the sophistication and resources available. For example, an insurgent force may only be able to conduct reconnaissance patrols, whereas a narcotics-trafficking organization may buy commercially available satellite imagery.

NOTE: Show Slide 43 RECONNAISSANCE – SURVEILLANCE

Let’s look at the various surveillance methods that a paramilitary force may use.  These methods can be either active or passive.

Active surveillance includes patrols (on foot or using watercraft, aircraft, and other vehicles), observation posts, and planting observers in crowds or buildings. Since most of your paramilitary forces are members of the local populace, these patrols and observers can conduct operations under the guise of exercise, normal curiosity, or the conduct of legitimate business.

Passive surveillance can include a number of methods, such as monitoring the enemy’s communications, reviewing satellite imagery, or utilizing remote sensors.  

NOTE: Show Slide 44 RECONNAISSANCE – INFORMANTS

Informants are persons who, because of their location or access, can provide information to the paramilitary organization. Such organizations use informants when they cannot collect this information themselves. 

Colombia has used informants extensively in the fight against insurgents.  For example, in Cesar province, there is a 1,200-member volunteer network on alert for suspicious activity along highways and in rural areas long plagued by kidnappings and extortion by the nation's two main guerrilla groups and by rightist paramilitaries. Informants have helped to capture several rebels, recover stolen vehicles, and prevented an attack on a bridge by reporting the presence of suspicious men. This can be dangerous, though.  In Colombia in July 1998, civilians in the regions of Vichada and Meta were killed by guerrillas because they were accused of being paramilitary informants. 

There are two types of informants: those who provide information voluntarily and those who provide it involuntarily. A voluntary informant who provides information may be sympathetic to the cause of the paramilitary organization or may receive payment for services. In the Colombian example above, if information leads to an arrest or the prevention of an attack, an informant receives a reward that can range from four to 15 times the minimum monthly wage. 

The paramilitary organization may coerce potential informants with access to the enemy to provide information involuntarily. As an example of this, a criminal organization may coerce or threaten an individual working for a law enforcement agency to provide information regarding future police actions.

NOTE: Show Slide 45 RECONNAISSANCE – INFILTRATION

If a paramilitary organization is unable to recruit or coerce an individual to act as an informant, it may infiltrate the enemy organization. For example, a technician might infiltrate a company that provides information or communication services to the enemy. He is then able to collect information or place listening devices to gather information.  

During the Vietnam war, the problem of Vietcong agents infiltrating the South Vietnamese military was prevalent and there are numerous examples of ambushes being set against U.S. and ARVN forces because the enemy had advanced information on the operation.

These organizations also will infiltrate in order to obtain a presence in the region. Reports show that Al Qaeda operatives have infiltrated regional movements in the Pacific.  Rebel movements -- from Muslim separatist movements in the southern Philippines, to militant Muslim groups in Indonesia, to a group aiming to topple Malaysia's prime minister and create an Islamic state -- can no longer be considered local conflicts.

NOTE: Show Slide 46 INTELLIGENCE ACTIVITIES – GENERAL POLITICAL AND MILITARY INTELLIGENCE

A paramilitary force usually produces its own general intelligence, to include order of battle. In today’s electronic world, that can be accomplished fairly easily.  For example, all you have to do is go to www.hood.army.mil and you can find the entire organizational structure stationed at Fort Hood, Texas.  It will tell you the units, the commanders, training, and even the Force Protection policies in effect. 

Specification on weapons systems and their capabilities can be found in numerous unclassified documents that are in most libraries.  The various volumes of Jane's are excellent sources for weapon systems employed by most militaries today.

Information in raw or finished form may also be provided as a free service by sympathizers in the enemy organization or by a foreign state or organization. 

Raw information and finished products may also be purchased on a case-by-case or contract basis from international or domestic firms that produce intelligence on a legitimate commercial basis. Whereas satellite imagery used to be the sole resource of only a few governments, anyone with the money can purchase imagery from civilian companies today.  You can go to http://www.spaceimaging.com/ and order a number of products that would provide paramilitary forces intelligence that would only be dreamed about in years past.

NOTE: Show Slide 47 INTELLIGENCE ACTIVITIES – GENERAL POLITICAL AND MILITARY INTELLIGENCE (CONTINUED)

The Iranian militant takeover of the American Embassy on 4 November 1979 represents the overt penetration of a governmental institution.  The photo shows an Iranian Revolutionary Guard reconstruction of a document allegedly shredded by the embassy staff immediately before the takeover.

NOTE: Show Slide 48 INTELLIGENCE ACTIVITIES – COUNTERINTELLIGENCE

 A paramilitary organization places great emphasis on the conduct of internal counterintelligence activities due to the constant threat of infiltration by enemy agents. Members are encouraged to report inappropriate and/or risky behavior, and dedicated agents follow up to observe members who are identified as security risks.

Personnel who are suspected security risks are usually not afforded conventional due process.  Reports on the Taliban and al Qaeda show the following actions they take against perceived traitors:

"The Taliban is jailing children as young as 10 in Kabul to root out dissent, it is claimed today. According to French journalist Michel Peyrard, who was held by the Taliban for 25 days, the biggest threat to the extremist regime is its own paranoia. He said his fellow detainees included several children. On one occasion the nephews of an escaped political prisoner - aged 10, 13 and 19 - were rounded up. The eldest was tortured and subjected to a mock execution. The Taliban also jails leaders and military commanders for being traitors on only the flimsiest evidence." 
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
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	Review/ Summarize Lesson
	NOTE: Show Slide 49 GENERAL PARAMILITARY TACTICS – SUMMARY

This chapter constituted an introduction into the general tactics used by paramilitary forces.  Specific tactical applications depend on the specific goal, motivation, and capabilities of each different type of organization.  The following chapters will include more detailed discussions about how a particular paramilitary organization will conduct its tactics.
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SECTION II.
INTRODUCTION

Method of Instruction:  Conference/Discussion
Instructor-to-student Ratio is:  1: class
Time of Instruction:  5 min
Media:  Instructor

             Overhead Projector and Slides; or Computer and CD

	Motivator


	NOTE: Show Slide 1 TRADOC DCSINT 

As stated in FM 1, The Army, “The primary functions of The Army, as outlined in Department of Defense Directive 5100.1, are to organize, equip, and train forces for the conduct of prompt and sustained combat operations on land. Accordingly, The Army must possess the capability to defeat enemy land forces and to seize, occupy, and defend land areas.” In order to carry out these functions, the U.S. Army conducts the majority of its training in preparation for operations against conventional military forces.  However, history has shown that in addition to conventional military threats, our country often faces a threat from both paramilitary and nonmilitary organizations. 

The FM 7-100 series of manuals provides the Army with an OPFOR framework and doctrine that can be used to conduct training.  FM 7-100.3, Paramilitary and Nonmilitary Organizations and Tactics is the manual in this series that specifically addresses paramilitary and nonmilitary organizations.
The TSP contains copyright material and may not be further reproduced without permission of the copyright holder.


	Terminal Learning Objective
	Note: Inform the students of the following terminal learning objective requirements.

At the completion of this lesson, you [the student] will:

	
	ACTION:
	Demonstrate a knowledge of insurgent organization and tactics.


	
	CONDITION:
	Given a classroom environment.

	
	STANDARD:
	Understood the tactics and organization of insurgent groups.

	
	

	Safety Requirements
	None



	Risk Assessment Level
	Low

NOTE:
Obtain commandant approval of any training that receives a high-risk assessment level.

	Environmental Considerations
	It is the responsibility of all soldiers and DA civilians to protect the environment from damage.  There are no environmental considerations with this lesson. 

	Evaluation
	This is awareness training.  There is no student evaluation associated with this lesson.

	Instructional Lead-In
	NOTE: Remove Slide 1 TRADOC DCSINT and Show Slide 2 INSURGENT ORGANIZATION AND TACTICS

Insurgent forces are groups that conduct irregular or unconventional warfare within the borders of their country in order to undermine or overthrow a constituted government or civil authority. The distinction between terrorists and insurgents is often blurred because of the tactics employed by each. Some terrorists groups have become insurgent organizations, while insurgent organizations have used terror tactics. An insurgent organization may use more than one form of tactics and, based on its strategy, its actions could cut across the entire spectrum of warfare(employing terror, guerrilla, and conventional military tactics to achieve its goals. Typically, most insurgent groups use the first two.

While insurgent forces, by definition, operate within their own country, another country in the region (identified in OPFOR manuals as “the State”) may identify and support insurgencies that it believes can help further its political goals.  
The degree and type of support rendered are strongly influenced by the political ramifications. Support can consist of open political and even material support, or it can be purely material and clandestine. In either case, the goal is to achieve as much influence over these organizations as possible and cause them to take actions that are beneficial to the State.




SECTION III.
PRESENTATION

	1.
1.  
Learning Step/Activity 1.  Understand the types and goals of insurgent organizations the State may employ.

Method of Instruction:
 
Conference/Discussion


Instructor-to-student Ratio:
 
1: class


Time of Instruction:
 
5 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Chapter 3


Security Classification:

Unclassified

NOTE: Show Slide 3 TYPES

Let’s first look at the 2 types of insurgent organizations since their goals and strategies are often a reflection of its type.

Rejectionists

Rejectionists are looking to separate themselves from the current government. Often, the group is looking for geographic autonomy within their country, relief from repression of their particular group, or the right of self-government. Their objectives can be achieved in a number of ways, ranging from overthrowing to simply seceding from the current government. 

In this type of “rejectionist” philosophy, the group’s ethnicity often provides its basic identity. Political agenda, as well as religious, economic, or cultural motives distinguish the rejectionists, who may be referred to as traditionalists, pluralists, secessionists, reformists, or preservationists. 
Wealth-Seekers

As the name states, this type insurgent organization is looking to gain wealth.  Its leaders will gain popular support by highlighting the vast economic differences between the government leaders and the populace. Consequently, their objective is to attract the support of the populace by offering them a share in the wealth. 
Wealth-seekers may join forces with rejectionists to overthrow the existing order, although for different reasons. Alternatively, the wealth-seekers may seek or form loose alliances with large-scale drug or criminal organizations. 
NOTE: Show Slide 5 GOALS (Slide 4 is hidden – instructor notes only)

 When determining how to deal with insurgent organizations, it’s important to understand their goals. 
In the short-term, the rejectionist force wants the indigenous population to recognize its legitimacy. Since rejectionist insurgencies are political movements, their short-term goals place emphasis on gaining and maintaining popular support because they are truly seeking legitimacy from the local population. If this populace does not legitimize the insurgent organization, the group cannot survive long enough to develop its capability or reach its long-term goals. These long-term goals may be autonomy for its ethnic or religious group or winning the right of self-determination.

The short-term goal of wealth-seekers is to accumulate money as quickly as possible.  Once obtained, they must then protect that wealth. Similar to rejectionists, the long-term goals are acquisition of political legitimacy to preserve and enhance wealth and to exercise power.  Social legitimacy, power, and prestige is also important for both the members of the organization and their families. 

In simple terms, rejectionists seek power through legitimacy, while the wealth-seekers seek legitimacy through power.

Rejectionists and wealth-seekers may work together as parts of a single insurgent movement. Both need the support of the population in order to undermine or overthrow the current government. However, due to the difference in their long-term goals, there is likely to be a falling out between these two groups following victory.
NOTE: Show Slide 6 INSURGENT ENVIRONMENT

An important factor when dealing with insurgents is understanding the environment you must operate in.  Remember, you are now operating on their turf.

For the most part, insurgents have usually spent their entire lives in the culture and terrain in which they operate. They are capable of living and operating in this environment, both rural and urban.  They have extensive support networks, many based upon family ties or friendships. 

From this environment, the insurgent organization must recruit both its leaders and its followers.  Those tapped for leadership roles usually have some form of higher civilian education and specialized formal military training, to include studying foreign military doctrine (especially that of the United States). 

Since an insurgency draws from the masses, the leader must be able to recruit followers, organize, and train them. The leader’s family background is normally that of middle-class or wealthy means. 

In contrast to the leaders, followers are typically from rural or poor urban areas. Their motivation for joining the insurgency comes from a variety of sources, to include a desire for a better life, family or ethnic allegiances, or the loss of a family member to enemy forces.

The ranks are usually filled with untrained individuals who receive their practical training through OJT experience. After serving as an infantry soldier, an insurgent may be selected to receive advanced training in specialized areas, such as communications, demolitions, first aid, social work, publishing, internet use and website development, intelligence functions, ordnance manufacturing, smuggling, or other skills.

The opening line of our own revolutionary constitution illustrates that the insurgent is … of the people. 
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NOTE: Show Slide 8 STRATEGY (Slide 7 is hidden – instructor notes only)

In order to achieve their overall objective, an insurgent organization must decide on the strategy to accomplish their goals.  

These strategies are often formalized and can be found in official documents, such as a manifesto or constitution. Alternatively, a developing insurgent organization may have a loosely established concept, which is only announced in speeches and short writings. 

While there are several types of strategy, the protracted popular war and military-focus strategies are the most common. The strategy may or may not focus on urban areas.

The next three slides will discuss each strategy in more detail.
NOTE: Show Slide 9 STRATEGY – POPULAR PROTRACTED WAR

Probably the most popular strategy is the classic Communist protracted war insurgency model. This strategy is characterized by mass popular support and escalating violence. It is based on the premise that there is some form of political, social, or economic irritant that causes the masses to advocate dramatic change that cannot be quickly achieved within the current system.  The discontented group establishes an organization, articulate their goals and recruit supporters and resources. The photos show Marx, Engels, Lenin, and Mao. The philosophies of these communist leaders (particularly Mao’s) contributed to the development of the classic Communist insurgency model.

The protracted war strategy advocates a three-phase approach.  Phase one, sometimes referred to as incipient or latent insurgency, equates to strategic defense. Gaining substance and legitimacy is the primary goal during this phase. 

Phase two, or guerrilla warfare, occurs when the insurgents, having developed sufficient infrastructure and support, initiate organized warfare against the enemy. The government acknowledges the organization’s existence and attempts to eliminate it. 

Phase three, known as war of movement or conventional war, occurs when the insurgency is on the strategic offensive. Overthrowing the government or establishing a separate country have primacy in this phase. The insurgent organization may take on a more military structure, and engage enemy forces in conventional military actions.                                
NOTE: Show Slide 10 STRATEGY – MILITARY-FOCUS STRATEGY

When examining the military-focus strategy, the major difference between it and protracted popular war is the importance of popular support. In the military-focus strategy, no attempt is made to mobilize the population because it assumes that popular support either already exists or will exist. 

Proponents of this method believe that a small, elite group can conduct raids, ambushes, and terror activities that will cause the government to collapse. The concept is that as the insurgency achieves success on the battlefield, the insurgency gains additional popular support, leading to its leaders replacing the government leadership.

Because this strategy occurs over a relatively short period, the insurgent leadership must have a political structure developed and ready to implement once it topples the government.   The military-focus strategy is similar to a coup d’etat, although in a coup d’etat the insurgency already has its leadership in power positions within the government such that the coup is a power grab.

The pictured heads of state either participated in an insurgency with a military focus strategy and/or resisted one. These heads of state are Napoleon, Santa Anna, Juan Peron, Reza Shah Pahlevi, Muhammad Reza Shah Pahlevi, Idi Amin, and Saddam Hussein.  (The presence of these leaders on this slide is not a judgment on their morality.  Good or bad, these leaders emphasized a military-focus strategy in handling their internal affairs.)   
NOTE: Show Slide 11 STRATEGY – URBAN-FOCUS STRATEGY

The final strategy is the urban-focus strategy, which attempts to exploit a vulnerable environment by performing violent acts that will force those in power to transform the political situation of the country into a military situation. The concept is that, when the government displays a lack of ability to restore security or shows an overreaction as its forces attempt to control the violence, the masses will eventually turn away from the government and support the insurgent movement.  There are 5 phases in this strategy:
Phase One:  The first phase is characterized by an active information campaign emphasizing economic or political repression by the government. 

Phase Two:  In the second phase, the insurgent group organizes. Then it develops control over areas of the city by demonstrating its power through selective acts of terror and sabotage.

Phase Three:  In phase three, the insurgency attempts to control the streets by targeting government security forces and demoralizing the government through intimidation. 

Phase Four: The fourth phase of an urban insurgency is the mobilization of the masses. The urban insurgents attempt to provoke the government into arbitrary and indiscriminate reprisals.  Insurgents exploit the governmental reactions to undermine the legitimacy of the government, and further unite the people into active opposition and participation. 

Phase Five: The fifth and final phase is characterized by the urban uprising. This can produce political collapse and a power vacuum, creating opportunity for the insurgents to seize control and power.
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NOTE: Show Slide 13 ORGANIZATION (Slide 12 is hidden – instructor notes only)

Now lets turn to the organizational structure of an insurgent group.

Initially, an insurgent group is organized in a cellular structure as a security precaution. However, as an insurgent group develops from low-capability to high-capability organizations, its organizational configuration can expand beyond that of a cellular structure to eventually approach that of conventional military force structures. 

The next few slides will address the cellular structure before we explore larger insurgency organizations. 
NOTE: Show Slide 14 BASIC CELLULAR STRUCTURE – LOW-CAPABILITY INSURGENT FORCE

As an insurgent organization forms, this low-capability force typically has a cellular structure that is capable of limited actions and primarily conducts recruiting, intelligence, and propaganda activities. The structure is very similar to that of terrorist organizations, except that it tends to be more hierarchical in nature. 

Initially, the organization may consist of single cells based on function. Not every organization has all the types or numbers of cells shown in the example.

Cells may be organized based on social or work relationships, on a geographic basis, or by specific functions such as direct action and intelligence.  However, some organizations may combine functions into multifunctional cells. 

Regardless of how the cells are organized, cell members remain in close contact to provide both emotional support and to prevent desertion and security breaches. 

Each cell has a leader who is normally the sole communication link with higher levels and other cells. This reduces the threat of the leadership being compromised if a member is captured.
NOTE: Show Slide 15 BASIC CELLULAR STRUCTURE – DIRECT ACTION CELLS

We will now turn our attention to the various types of cells that comprise an insurgent organization.

In a low-capability insurgent force, the primary unit that engages the enemy is the direct action cell.  It conducts raids, ambushes, terror tactics, and harassment. 

In support of their operations, direct action cells receive baseline support from intelligence, logistics, communications, and information cells. We’ll look at these other cells in a few minutes.  Although they do receive support from these specialized cells, direct action cells usually perform their own final target reconnaissance and close-in logistics and communications.

As an insurgent group matures into a more formidable military-type organization, direct action cells usually combine to form insurgent squads, platoons, companies, and battalions. This does not preclude the squads from breaking down into direct action cells, if necessary, when smaller units are necessary.

A platoon or company may retain some direct action cells for special functions. There can also be separate cellular structures that are not part of a company or battalion. 
NOTE: Show Slide 16 BASIC CELLULAR STRUCTURE – INTELLIGENCE CELLS

Now let’s look at some of the more specialized cells that can be utilized by insurgent organizations.

Similar to a conventional military organization, intelligence cells (or sections) collect, process, and disseminate intelligence and information on the enemy, terrain, and weather.  They also conduct counterintelligence and espionage activities as well as plan for and conduct reconnaissance and surveillance missions.  Other security functions, such as signals reconnaissance and personnel security may also be the responsibility of this cell.

Intelligence cells form the foundation of intelligence sections in insurgent battalions and larger insurgent organizations, and are usually found within the structures of the organization’s support staff.

Assets available to conduct intelligence functions will vary depending on the state of development of the insurgent group.  In a low-capability insurgent group, the intelligence cell members primarily collect information from open sources, such as the media, the military, and the indigenous population. A good example is utilization of the Internet.  Using a computer anyone in the world can access numerous U.S. Army web pages and find out the organization of units.  A good example is the site: www.hood.army.mil.  This will provide the entire organization of III Corps units at Ft Hood, Texas.

As the insurgent organization develops, the sophistication of the collection assets will also improve. Techniques, such as signals reconnaissance, collection using electronic devices, infiltration of government organizations, espionage, document counterfeiting, and counterintelligence activities are all methods that can be employed by the intelligence cell.
NOTE: Show Slide 18 BASIC CELLULAR STRUCTURE – LOGISTICS CELLS (Slide 17 is hidden – instructor notes only)

As an insurgent organization grows, so does the need for a more robust logistics system.  Logistics cells (or sections) are formed to provide a myriad of logistics support. They obtain, maintain, store, and issue supplies and material and they also arrange transportation for both supplies and personnel. They also operate safe houses and front companies and include the finance personnel who arrange for the transmittal of funds.  As in any armed conflict, medical support is important, and the logistics cell will provide medical and pharmaceutical support to the insurgent forces.
As the organization develops and insurgent battalions or higher military headquarters are formed, the logistics cell expands into a logistics section.  Often specialized cells will form within this section for many of the functions, specifically financial and medical. 

When the insurgent organization at a particular level does not have a separate engineer element, logistics cells or sections could be responsible for limited engineer support. 

NOTE: Show Slide 19 BASIC CELLULAR STRUCTURE – COMMUNICATIONS CELLS

As in the other specialized cells discussed previously, the Communications cell (or section) performs functions similar to a conventional military organization.  The sophistication of the systems utilized is often a factor of the maturity of the insurgent organization and the funds available to purchase equipment.

At a basic level, members provide courier service and maintain and service dead-drop locations.  They also develop codes and ciphers used to maintain security and operate a multiplicity of communications equipment. 

In a low-capability insurgent force, communications cells may also conduct electronic warfare activities, such as communications intercept, jamming, and deception.  This is normally conducted in cooperation with the intelligence cells in order to capitalize on the intelligence expertise of the Intel cell’s members.  In a larger insurgent force, the intelligence section normally has primary responsibility for electronic warfare activities.

During the preparation and execution phases of an operation, the communications cell will often attach its personnel to other elements of the organization to ensure communications is integrated properly. Once the insurgent organization develops into a large force, communications personnel and equipment are permanent members of a unit. Each company in an insurgent battalion, for example, has its own communications cell. When necessary, the communications section at the battalion level augments lower-level communications cells.
The assets used for communications will vary based on financial constraints of the organization. Communications means can range from using modern systems, such as cellular telephones and computers; to using primitive communications techniques, such as opening and closing windows, the location of a tethered animal, or the arrangement of laundry. 

NOTE: Show Slide 21 PAUL REVERE’S RIDE (Slide 20 is hidden – instructor notes only)

An excellent example in our own history is Paul Revere’s ride during the American Revolution.

On April 18, 1775, Paul Revere was told to ride to Lexington, Massachusetts, to warn Samuel Adams and John Hancock that British troops were marching to arrest them. After being rowed across the Charles River to Charlestown by two associates, he verified that the local "Sons of Liberty" committee had seen his pre-arranged signals. (Two lanterns had been hung briefly in the bell-tower of Christ Church in Boston, indicating that troops would row "by sea" across the Charles River to Cambridge, rather than marching "by land" out Boston Neck. Revere had arranged for these signals the previous weekend, as he was afraid that he might be prevented from leaving Boston). 

On the way to Lexington, Revere "alarmed" the countryside, stopping at each house, and arrived in Lexington about midnight. After delivering his message, Revere was joined by a second rider, William Dawes, who had been sent on the same mission by a different route. Joined by a third rider, Dr. Samuel Prescott, they decided to continue on to Concord, Massachusetts, where weapons and supplies were hidden. Soon after, all three were arrested by a British patrol. Prescott escaped almost immediately, and Dawes was also able to escape. Revere was held for some time and then released. 

NOTE: Show Slide 22 BASIC CELLULAR STRUCTURE – INFORMATION CELLS

Although it sounds similar to the intelligence cell, the information cell is different.  As we discussed earlier in the lesson, success of the insurgency is often dependent upon support from the local population.  Consequently, these cells develop, produce, and disseminate propaganda for the organization to help gain this support.  They also recruit and indoctrinate members, and coordinate information campaigns. 

As part of the insurgent’s tactics, they want to show the ineffectiveness of the government or show the increased power of their movement.  These cells help facilitate this by conducting overt activities to obtain media exposure to demonstrate the success of the insurgency.  This cell will also coordinate with the communications cell to operate clandestine radio and television stations and gain access to the Internet to disseminate propaganda.

As the insurgent force becomes larger, information sections will include smaller specialized cells to accomplish their propaganda campaign. Within the section, one cell may develop and produce products while others disseminate them. Additionally, a cell may specialize in strategic perception management actions aimed at external sources of support.

As shown above, one of the best examples of using propaganda was Dr. Joseph Goebbels, the Minister of Propaganda for the Third Reich. He recognized that he not only needed to be a manipulator but also a media professional.  He had to create a positive public image for Hitler’s cause, but also needed to head off unfavorable publicity wherever possible.  All this was required to ensure the Nazi party received support from the German people.

As Goebbels told his opponents in Berlin prior to the war, “We advertise for our own ideal, and therefore we fight using all good means to make good propaganda to win the soul of our people.“1)

As we all know, history has shown the impact of Goebbel’s propaganda and how it influenced the German populace. As stated in an essay on Goebbels, “Dr. Joseph Goebbels convinced a whole nation to abandon their ideals and embark on a frivolous conquest through Europe. He led millions to their destruction. He made a people believe in their Leader up to the bitter end. In short, Dr. Goebbels was a dark genius.”2)
NOTE: Show Slide 24 MILITARY-TYPE STRUCTURES – INSURGENT COMPANY (Slide 23 is hidden – instructor notes only)

As we’ve mentioned before, as the insurgent organization grows and matures, the cellular organizational structure typically evolves into more of a hierarchical structure resembling a conventional military force.  
The next 4 slides will examine this structure, as it exists in the State.

Insurgent Company

The initial level we’ll look at is the company.  Within an insurgent company, direct action cells combine to form squads and platoons.  In some cases, a platoon or company may retain some direct action cells to be used for terror tactics.  If these cells are not retained, however, squads could break down into direct action cells, if necessary. 

As you can see, in addition to the actual “infantry” type squads and platoons, the company can also consist of specialized cells, to include communications, intelligence, logistics, and information cells.  Except for the communications cell, other functional cells are normally consolidated at the battalion level.
NOTE: Show Slide 25 MILITARY-TYPE STRUCTURES – INSURGENT BATTALION

An insurgent battalion is organized similar to any military battalion. Although the specific function of each insurgent battalion differs, all have a similar structure(a battalion headquarters, support staff, and various combat and support elements. 

The headquarters staff may include a deputy commander and/or executive officer, political advisor, administrative staff, and legal advisor.

The actual combat elements within an insurgent battalion are based on the direct action cells.  These cells normally combine to form insurgent squads, platoons, and companies. 

There is a fire support element that supports mortars and light artillery.  These systems are normally 122mm and smaller to enhance mobility of the force.

The engineer element primarily supports counter-mobility and survivability efforts, such as obstacles and field fortifications.  This section provides support to the companies, platoons, and direct action cells.

The support staff can include a number of different sections.  We’ll look at this in more detail on the next slide.  
NOTE: Show Slide 26 MILITARY-TYPE STRUCTURES – BN SUPPORT STAFF

As we discussed earlier, there are a number of specialized cells that support an insurgent organization.  As the organization grows and insurgent battalions are formed, some of the functional cells expand into sections to make up a support staff that supports the companies and other elements of the battalion.

The sections that comprise the support staff, intelligence, logistics, communications, and information; often consist of more specialized cells.  A good example is the intelligence section, which can consist of counterintelligence, electronic warfare, and surveillance cells. Similarly, the logistics section may be broken down into cells dedicated to transportation, medical, finance, or other materiel support functions.

With the organization depicted in the last few slides, you can see that an insurgent battalion is capable of a variety of activities. With sufficient equipment and resources, it can conduct sustained company-level combined arms actions. For example, a robust insurgent battalion could conduct a raid with three or more companies supported by mortars and light artillery. 

When employing guerrilla tactics, an insurgent battalion may not fight as a battalion but instead direct platoon- and company-size actions within a geographic area.

NOTE: Show Slide 27 POLITICAL-MILITARY STRUCTURE

As an insurgent organization develops and grows, it finds that it has more external coordination requirements.  Consequently, it often forms a political headquarters to communicate with the indigenous population, external supporters, and the enemy. 

The leaders in this political headquarters have the responsibility to direct the military forces.  It also ensures that the insurgency maintains its focus on reaching the long-term goals that have been established by the organization. 

This slide illustrates the various political and military headquarters and the command and coordination links among them.

The central political headquarters leads the overall insurgent organization utilizing subordinate political headquarters (Front, Region, and District) based on geographic location and population demographics. It also has command authority over the central military headquarters of the insurgent organization. 

The military has its own command structure that integrates the various military organizations within the various Regions and Districts. Lower-level military units coordinate with the political headquarters of the geographic area in which they are operating and sometimes establish liaison sections in those political headquarters.
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NOTE:   Show Slide 28 TACTICS

Now that we’ve looked at the organizational structure of insurgent forces, let’s look at the tactics they use.

Insurgent forces use a variety of both offensive and defensive tactics.  These tactics will vary depending on a number of factors, to include the size of the unit, its level of training, its firepower capability, the resources available, and terrain where they will fight. 

Insurgent forces will tailor the tactics used based on the specific target.  Additionally, operations become increasingly sophisticated in areas where the insurgency is at a more advanced stage, where its presence is heaviest, and where it is more difficult for the enemy to respond. When an insurgency is particularly well resourced its sophistication can approach that of conventional forces. 

Insurgent tactics include terror tactics, which are described in Chapter 4, and conventional small unit tactics (described in FM 7-100.4). The next few slides describe those tactics used by insurgents in the conduct of guerrilla or unconventional warfare. It is this form of warfare that is most commonly associated with insurgent groups.
NOTE: Show Slide 29 “PRINCIPLES OF GUERRILLA WARFARE”

Generally speaking, insurgents tend to fight as small units with a strength that numbers in the tens or hundreds at most. Their operations are characterized as being force-oriented and normally do not recognize a front or a rear. They strike where the enemy is weak, and avoid confrontation where he is strong to reduce the possibility of losing too many of their limited resources. They also emphasize tactical mobility throughout their operations.

The above “Principles of Guerrilla Warfare” summarize the tactics used by insurgencies.   Also called the “Sixteen-Character” Formula, these principles correspond with the Ying & Yang / Zen philosophy that serves as the foundation to Asian martial arts.  
NOTE: Show Slide 30 TACTICS - OFFENSE

Insurgents keep their attacks simple, thus reducing the burdens of administration and logistics support. Consequently, they normally employ two basic types of offensive tactics: raids and ambushes. 

Depending on their level of training, though, insurgents may also employ many of the small unit tactics described in FM 7-100.4. In any case, insurgent forces avoid decisive engagement until they have confidence that military victory is certain. 

The offensive tactics they use emphasize hit-and-run techniques. Their objective is to mass sufficient forces to ensure success and then hit targets that least expect it. If unexpected resistance is encountered during an attack, the mission is aborted to preclude defeat.

Following the attack, insurgents will disperse immediately to avoid providing a target for responding enemy forces. 

The next 4 slides will examine the tactics used in raids and ambushes in more detail.

NOTE: Show Slide 31 OFFENSE - RAID

Per JCS Pub 1-02, a raid is defined as “An operation, usually small scale, involving a swift penetration of hostile territory to secure information, confuse the enemy, or to destroy installations. It ends with a planned withdrawal upon completion of the assigned mission.”

The insurgent force employs the raid as a surprise attack against an enemy force, installation, or site. Their purpose is to kill or capture enemy personnel, and destroy or capture equipment, or cause casualties among enemy supporters. Raids also serve to distract attention from other insurgent actions, to keep the enemy off balance, and to cause the enemy to expend excessive resources to protect facilities, infrastructures, and supplies. 

These attacks are characterized by secret movement to the objective area and then brief, but violent engagement of the enemy.  Following the raid, the insurgent force rapidly disengages from the action and withdraws. 

Typically, insurgents conduct raids against soft targets, such as a communications site, storage facility, or other target with limited security. To ensure success, the raiding force rehearses the plan and all of its contingencies.
NOTE: Show Slide 32 OFFENSE – ANNIHILATION AMBUSH

As stated in the name, the purpose of an annihilation ambush is to destroy the enemy force. Normally, this type of ambush employs mines and other obstacles to stop the enemy and then keep him in the kill zone.

This slide illustrates an insurgent battalion conducting an annihilation ambush. The support element destroys or suppresses all enemy forces in the kill zone using direct fire systems. It occupies a concealed location and may have special weapons, such as antitank weapons. 

The assault element kills enemy personnel and destroys equipment within the kill zone by concentrated fires. The assault element remains in covered and concealed positions until enemy activity ceases, then it secures the kill zone and eliminates any remaining enemy personnel that pose a threat. The assault element remains in the kill zone to thoroughly search for any usable information and equipment, which it takes or destroys. 

The security element is positioned to provide early warning and to prevent the enemy from escaping the kill zone. Following the initiation of the ambush, the security element seals the kill zone and does not allow any enemy forces in or out. 

The ambush force uses a predetermined plan to withdraw.  Normally the assault element withdraws first, then the support element, and finally the security element. The entire ambush force reassembles at a predetermined location and time. Other insurgent forces would conduct this type of ambush in a similar manner. 
NOTE: Show Slide 33 OFFENSE – HARASSMENT AMBUSH

This slides illustrates an insurgent company conducting a harassment ambush. Unlike an annihilation ambush, which is intended to kill all of the enemy in the kill zone, a harassment ambush is intended to interfere with routine enemy activities.  It impedes the enemy’s freedom of movement and is intended to have more of a psychological impact on the enemy personnel. 

This type of ambush is often used if the enemy has superior combat power. This type of ambush does not require the use of obstacles to keep the enemy in the kill zone and is initiated at a greater distance from the enemy, up to the maximum effective range of its weapons. 

Many times, the assault and support elements are combined to provide better control of fires throughout the kill zone, which may be quite wide. The assault element does not normally perform the role of assaulting the kill zone, but may if conditions permit. The assault and support elements concentrate massive direct and indirect fires in the kill zone. The security element provides early warning.

While the assault and support elements withdraw, the security element remains to provide warning and to delay enemy forces if necessary. As in all ambushes, the ambush force may emplace mines and plan for indirect fires to cover withdrawal routes. Once the entire ambush force reassembles, it quickly moves out of the area to avoid contact with enemy forces responding to the ambush. 

Other-size insurgent forces conduct this type of ambush in a similar manner.
NOTE: Show Slide 34 OFFENSE – CONTAINMENT AMBUSH

This slide illustrates a containment ambush supporting a raid.

A containment ambush is a security measure that is usually part of a larger operation being conducted by an insurgent force. Its purpose is to prevent the enemy from using a specific avenue of approach.  It’s often emplaced on a likely route that will be used by enemy units deploying to reinforce their forces engaged in another action, such as a raid. 

The assault element may attack to secure the kill zone, as described in the annihilation ambush, although this is not required for success. The support and security elements perform the same functions as those described in the annihilation ambush. 
NOTE: Show Slide 35 CASE STUDY

The Soviet Invasion of Afghanistan provides many good examples of all three types of ambushes used by insurgents.  The Soviet incursion united the Mujahedeen warlords in their effort to rid their country of the foreign invaders.  Despite CIA efforts to equip the Mujahedeen resistance, the lack of resources mandated that ‘hit and run’ harassment ambushes became their tactic of choice.  At times, though, the Mujahedeen initiated successful annihilation ambushes in closed-in mountain passes or containment ambushes in support of other operations.    

NOTE: Show Slide 36 DEFENSE

Now let’s switch from offensive tactics and look at the defense. 

For insurgent forces, they see the defense only as a temporary state of combat action.  Defense provides for the holding of terrain, preservation of the insurgent’s limited resources, rest and recuperation for the soldiers, refit and maintenance of equipment, and training. 

Defensive actions also provide the cover that will allow insurgent forces to withdraw and create conditions favorable for resuming offensive actions.

Security measures are taken to protect against enemy actions, and they also are designed to impair enemy effectiveness. Defensive activities are primarily conducted through active and passive security measures, and conventional operational security methods. 

Based on their level of training, insurgents may also be able to employ many of the defensive techniques described for small military units in FM 7-100.4.

The next few slides will discuss the various active and passive security measures used by insurgents in the defense.
NOTE: Show Slide 37 DEFENSE – ACTIVE SECURITY MEASURES

Active security measures are those procedures characterized by someone or something taking action or reacting. Examples of these type measures utilized by insurgent forces include— 

·    Obstacles.

·    Booby traps.

·    Observation or listening posts.

·    Guards.

·    Early warning systems.

·    Checkpoints.

Insurgents often use various combinations of these measures. 

The next 9 slides examine these measures in more detail.
 NOTE: Show Slide 38 ACTIVE SECURITY MEASURES – OBSTACLES AND BARRIERS

Obstacles have a number of purposes, to include disrupting, fixing, turning, or blocking the movement of the enemy.  As the enemy attempts to overcome the obstacles, they also force additional enemy losses in personnel, time, and equipment. 

To be effective, most obstacles (such as wire or log obstacles and roadblocks) are covered by weapons fire and are protected by early warning systems. They are concealed from enemy observation by incorporating them with surrounding terrain features and erecting them in irregular and non-geometrical patterns.

The picture on the slide shows how Iraq deployed obstacles on the Kuwaiti shoreline to prevent enemy forces from landing.
NOTE: Show Slide 39 ACTIVE SECURITY MEASURES – BOOBY TRAPS

Booby traps are used primarily to conduct sabotage, cause casualties, provide early warning, and harass. A booby trap can be an explosive or non-explosive device.  It is deliberately placed to cause casualties when an apparently harmless object is disturbed or a normally safe act is performed. 

The only limit to booby traps is the creativity of those emplacing them.  These low-cost, highly destructive devices range from very crude, such as punji stakes covered with feces, to sophisticated and ingenious ones, such as cell phones rigged with explosive devices that will detonate when answered.

Booby traps are popular because they are easy to construct and can be used virtually anywhere.  They produce casualties and damage for a relatively low investment, and will cause the enemy to slow down his activities and movements.

Anything can be booby-trapped - buildings, weapons, corpses, and common items such as stereos, pens, and flashlights. Techniques used to detonate these booby traps include trip wires or electronic initiation, traction, tension, pressure, magnetic, and seismic fuses. They are camouflaged and weatherized to prevent detection and unintentional detonation and are often deployed with some form of anti-handling device. 

This slide shows an explosive device used for a booby trap.  This is a Warsaw Pact grenade that is rigged with a trip wire.
NOTE: Show Slide 40 ACTIVE SECURITY MEASURES – BOOBY TRAPS (CONTINUED)

Nonexplosive booby traps include spike traps, ditches, and craters. Holes of various sizes are dug, depending on the intended target, and filled with bamboo sticks, barbs, nails, coils, or other sharp items intended to inflict injury or damage. 

The Vietcong used punji stakes covered with feces during the Vietnam war.  When a soldier stepped into the hole, not only would the stake cause considerable injury, but the feces would cause severe infections.  
NOTE: Show Slide 41 ACTIVE SECURITY MEASURES – BOOBY TRAPS (CONTINUED)

Mines are the most common booby trap and are available in a wide variety of shapes and sizes depending on their purpose. One of the most common devices used by insurgent forces is the claymore-type directional mine.  The actual claymore mine produced by the United States is a curved container with C4 explosives and ball bearings.  Insurgents can also produce their own homemade version, consisting of a container filled with fused explosives and scatterable material, such as rocks, bolts, or scrap metal. 

Anti-vehicle mines pack a greater explosive charge, and are often shaped to penetrate the lightly armored underbelly of armored fighting vehicles.  The slide here depicts an emplacement method. 

When actual anti-vehicle mines are not available, insurgent forces will often use unexploded ordnance.  It was a common practice in Vietnam for the Vietcong to use 155mm projectiles and even 500-pound bombs for anti-vehicle booby traps.
NOTE: Show Slide 42 ACTIVE SECURITY MEASURES – BOOBY TRAPS (CONTINUED)

Commonly called “off-route mines”, side-attack mines are an integral part of the adaptive battlefield and date back to the LGM trip-wire AT mines of the Vietnam War era.  Today there are at least 18 different side-attack mines in use by 22 countries.  Ten more side-attack mines are under development.  Within the next few years these weapons will have proliferated to every combat environment.

Side-attack mines are autonomous weapons that attack vehicles from the side as the vehicles pass by.  Current developments in side-attack landmines use mature technology from other weapon programs.  For example, a shoulder-fired AT weapon placed on a tripod and fitted with an IR sensor can kill moving targets up to 100 meters away.  Current warhead technology in these weapons can allow penetration of up to 950 mm of rolled homogeneous armor.  

Since side-attack landmines have increased areas of coverage, the number required to hinder mobility of enemy forces is greatly reduced.  Uses for these landmines include harassment throughout the area of operation and reinforcement of conventional minefields to make "cleared" lanes unsafe.  SOF and security patrols can also use these mines to economically cover multiple avenues of approach, alert on enemy encroachments, and trigger time-sensitive kill zones. 

There are 2 basic kinds.  In the first case, the warhead, which consists of explosives packed behind a heavy plate, is mounted on a stand to aid in aiming. When the mine is detonated, the plate is formed into a slug and propelled toward the target by the explosives. The mine can use either a breakwire or IR fuze, or it can be command detonated. One example shown is the ATM-7 made in Austria with a single charge.  The other example is the Czech PD MI-PK, which has multiple charges.

The second type is essentially a warhead tipped rocket, mounted on a tripod, attached to a breakwire or IR sensor package. When a target trips the sensor, the rocket is fired. The warhead detonates on contact, destroying the target. The example shown is the Russian LMG rocket mine. 
NOTE:  Show Slide 44 ACTIVE SECURITY MEASURES – OBSERVATION / LISTENING POSTS (Slide 43 is hidden – instructor notes only)

As in any military force, insurgent forces will establish observation and listening posts at all campsites to provide early warning of enemy attacks. When emplacing these posts, they will consider the terrain and weather effects to ensure they are far enough away to provide early warning, yet close enough to ensure mission accomplishment if only verbal communications is available.

A force with access to night-vision and encrypted-communication devices may choose to position its posts at greater distances than a force relying on wire communications or manual methods to maximize the early warning notification time. However, if security is the main concern, wire communications or runners may be employed, since these are more secure than high-technology communication methods.

When establishing posts, insurgents incorporate other security measures, such as camouflage and booby traps, and employ basic tactical principles, such as good fields of vision and fire.

The depicted Listening and Observation Posts (LP/OPs) are of conventional forces with air superiority.  Insurgent LP/Ops would more likely be very camouflaged and possibly of a more temporary construction. 
NOTE: Show Slide 45 ACTIVE SECURITY MEASURES - GUARDS

Guards may be employed to protect key facilities and personnel. For personnel protection, they receive additional training depending on their mission. A bodyguard, for example, receives training in personal protection, hand-to-hand combat, and defensive driving techniques. 

Insurgents also use guards in their traditional role as sentries or as mobile patrols. Stationary guards may camouflage their guard posts to prevent detection or remain exposed to conduct security activities, such as verifying identity. Weapons carried by guards range from hidden handguns to crew-served weapons.

As shown on the slide, guards range from the traditional ceremonial guard in Great Britain to a Northern Alliance guard patrolling the perimeter in Afghanistan.
NOTE: Show Slide 46 ACTIVE SECURITY MEASURES – EARLY WARNING SYSTEMS

Early warning systems attempt to create maximum time and space between the friendly forces and the enemy in order to avoid direct confrontation. Systems may include video cameras, motion sensors, explosive booby traps, or personnel. Insurgent forces may employ early warning systems, such as a motion sensor for an electronically initiated booby trap, to provide security during offensive actions or at a key facility or base camp.

Note: While the above picture is of an expensive electronic remote sensor which reports via radio transmission, a paramilitary group with little funding could still make an effective warning system out of noise making devices such as pebbles in a can hanging on the perimeter barbed wire.    
NOTE: Show Slide 47 ACTIVE SECURITY MEASURES - CHECKPOINT

Checkpoints are often utilized by insurgents to control traffic, gather information, or harass. Depending on the extent the insurgents control the area, these checkpoints can be permanent or temporary.  Insurgent forces normally employ a variety of the previously discussed active security measures in and around checkpoints. 

For example, a checkpoint may employ concealed and exposed barriers (such as booby traps and mines) along the route, iron tetrahedron obstacles or barbed wire in front of the checkpoint, and weapons emplacements and guards, as depicted in this slide.
NOTE: Show Slide 48 PASSIVE SECURITY MEASURES

Passive security measures are those procedures taken to prevent detection of the insurgent force by the enemy.  If detected, these measures then minimize the effects of the enemy actions. Such measures include:

•  Field fortifications.

•  Tunnels.

•  Camouflage and cover.

•  Countermeasures.

•  Noise, light, and trash discipline.

Field fortifications are a force protection measure.  They are also used to store water, food, and other essential supplies. The size of field fortifications varies according to the need and the sophistication of the insurgent force. Generally, they are built inside structures or under natural cover and are covered by some form of protective material. (Photo is of Iraqi trench line. Iraqi trench digging doctrine may proliferate to insurgencies throughout the world.)

Tunnels also provide protection and help avoid detection. They range from rudimentary escape passages to sophisticated systems with multiple passages and entrances. The more sophisticated tunnel systems can be used for bases, hospitals, kitchens, and production facilities. (Photo is of American-made tunnel in the Philippines constructed to fight the World War II Japanese occupation of the islands.)

As in a conventional military organization, camouflage and cover are very important, and all insurgent forces must be extremely disciplined to use this effectively. They employ camouflage and cover to hide, blend, or disguise their activities into the surrounding terrain. They may also intentionally use poor techniques to distract the enemy to dummy sites. Insurgents carefully observe the principle of noise and light discipline to avoid attracting undue attention. 
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.

5.
5.  
Learning Step/Activity 5.  Understand the activities used by insurgent organizations.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

5 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD

 
References:

FM 7-100.3, Chapter 3


Security Classification:

Unclassified

NOTE:   Show Slide 50 INFORMATION WARFARE (Slide 49 is hidden – instructor notes only)

We’ve been discussing the offensive and defensive tactics used by an insurgent force against the enemy.  However, the question often arises on how an insurgent force, that is normally smaller and inferior to its enemy, can level the battlefield.  This is often accomplished by utilizing good information warfare tactics and by developing a strong intelligence capability.

Let’s first look at information warfare.  

As noted on the slide, there are 7 major elements that comprise information warfare.  These activities are not mutually exclusive and often overlap.  Each one of these was discussed in detail in chapter 2, so we won’t revisit them here in detail.  As a review, though:

• EW: Includes signal reconnaissance, deception, electronic jamming, and physical destruction.

•Computer warfare: Any activity performed with computers.  Includes altering data, injecting viruses, hacking, etc.

•Deception: May include using front companies, rumor campaigns, decoys, etc.

•Physical destruction: Destruction of high payoff targets in the IW arena.

•Protection & security measures: Protection of the group’s information in order to maintain secrecy.  Includes camouflage and encryption.

•Perception management: Activities intended to change, manipulate, control or manage the target audience’s perceptions.

•Information attack: Focuses on the intentional disruption of a digital information system.

The extent to which an insurgent group conducts these 7 activities is dependent on its stage of development and the resources it has available.  Initially, a new insurgency will concentrate on perception management and protection & security measures while it is recruiting members and trying to establish legitimacy with the population.  

As the organization matures and acquires more resources, it will begin to focus on electronic warfare and deception. The actual IW plan will be developed by the information cell/section based on the guidance it receives from the leader.
NOTE: Show Slide 52 INTELLIGENCE (Slide 51 is hidden – instructor notes only)

As mentioned earlier, a strong intelligence program is paramount if an insurgent force expects to be successful.  The 3 main intelligence functions are information collection, counterintelligence, and reconnaissance and surveillance.  

Information Collection:

Information collection is accomplished through any means available to the insurgent.  It can range from highly technical systems to the basic human intelligence methods.

Both overt and clandestine methods are used.  Overt means include interrogation, civic actions, and open collection by insurgents who mingle with the populace.  Additionally, much of the information can be obtained from open sources, such as the Internet and the media.

Clandestine means include electronic devices, patrols, and infiltration.

Counterintelligence:

As in a conventional military force, counterintelligence involves those actions to protect the insurgent organization from enemy intelligence collection methods.  Not only will the insurgent force conduct counterintelligence activities against the enemy, but it will also conduct internal actions since the insurgent organization is vulnerable to infiltration by the enemy.  As stated in the earlier section on insurgent organizational structure, the cellular structure utilized is a key counterintelligence activity.

Reconnaissance and Surveillance:
Reconnaissance is used to obtain information about both the enemy and the terrain.  Although observation is the most common method, electronic devices are also used.  However, depending on the sophistication of the insurgent organization, they may not have access to the more technical means.  Normally a reconnaissance patrol made up of local residents will conduct the recon.  Not only are they more familiar with the local terrain, but their presence will not look out of place.

Surveillance of the enemy is conducted using a myriad of methods, to include visual, aural, electronic, and photographic.  Similar to the reconnaissance patrol, insurgents will use local residents to conduct this task.

NOTE: Show Slide 54 LOGISTICS SUPPORT (Slide 53 is hidden – instructor notes only)

Logistics
Although the major focus is often on the fighting elements of an insurgent force, it’s important to understand that as an insurgent force grows, it must have the requisite supplies and equipment to accomplish its mission.

When examining logistics support, it can be divided into 3 major areas:  material support, maintenance, and medical support.

Material Support

When looking at material support, it includes the normal logistics functions we associate with a conventional military force: transportation, storage, and supply of the equipment and supplies needed to sustain activities.  However, an insurgent force rarely has the robust infrastructure possessed by a conventional force.  Consequently, they must be creative and use all resources at hand.

Transportation: Insurgent forces will use any means available to transport equipment.  These include animals, cars, trucks, watercraft and aircraft.  Depending on the terrain the force is operating in, the means may be restricted.

Supply bases:  Semi-fixed bases provide storage and distribution capabilities at the higher echelon of the insurgent force.  Since these are key targets for the enemy, they must be concealed and are often located in tunnel complexes underground.

Caches:  Once distributed from the supply base, equipment must be stored for future use by the insurgent force.  Caches are small hiding places used for this purpose.  They are located in many different locations, to include underground, dense vegetation, caves, basements, false walls, etc.

Camps and Sanctuaries:  As in any military force, the members must have safe areas where they can rest, train, and perform maintenance on their equipment.  For an insurgent force, these camps are normally located in remote areas inaccessible to the enemy.  Sanctuaries are similar type facilities, but located in other countries.

Safe Houses:  These are normally buildings located in an urban area that insurgents can use both as a resting place and can use to conduct secret meetings. 

Maintenance Support

All functions conducted to maintain, repair and prepare equipment for employment are included under this activity.  These duties normally fall under the responsibility of the logistics cell.

Insurgent forces use a variety of facilities to conduct this maintenance.  In larger forces, their base camps may have the capability to conduct this function.  In smaller forces, repairs may be performed at a local civilian auto repair shop.

Medical Support

This area includes all the normal medical functions associated with a military force.  It provides evacuation of casualties as well as the treatment for their wounds.  A very important area is the prevention of disease.  Since the rural lifestyle of an insurgent force does not always permit the highest sanitation standards, disease is always a concern.  
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
6.
6.  
Learning Step/Activity 6.  Understand the sources of support an insurgent organization receives.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

5 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD

 
References:

FM 7-100.3, Chapter 3


Security Classification:

Unclassified

NOTE: Show Slide 56 SOURCES OF SUPPORT – INTERNAL SUPPORT (Slide 55 is hidden – instructor notes only)

When confronting an insurgent force, it’s important to understand what type support it is receiving for its cause.  This often will provide an indication of the sophistication of weapons and equipment you may face.

Internal Support:  Obviously, most insurgent groups begin with only internal support for their cause.  As they grow, they start to branch out and begin to obtain support from the populace internal to the country.

As discussed previously in this chapter, the success of an insurgency’s long-term goals is dependent on support from the local populace.  This support may be provided by the populace in a number of ways, such as providing supplies, maintaining equipment, and providing intelligence.  Of course the most critical support is that of manpower.

NOTE: Show Slide 57 SOURCES OF SUPPORT – EXTERNAL SUPPORT

External Support:  Although external support is not always necessary for an insurgency to succeed, in most cases it is very important.  Outside support can be in the form of political support for the insurgents’ cause or can be in the form of equipment and money.

An excellent example of external support was the equipment provided to North Vietnam and the Vietcong during the Vietnam war.  The supply lines from both the Soviet Union and China were major factors in the success of this protracted war.  The 1968 John Wayne classic, The Green Berets, provides a pertinent scene during the A-Team demonstration when the NCO explains how the Vietnam conflict is not merely a civil war since the Viet Cong receive all manner of support from various communist nations. 
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.



SECTION IV.
SUMMARY

Method of Instruction: Conference/Discussion

Instructor-to-student Ratio is: 1: class

Time of Instruction:    5 min  

Media:    Instructor


Overhead Projector and Slides; or Computer and CD

	Check on Learning
	Conduct a check on learning and summarize the lesson.

	Review/ Summarize Lesson
	NOTE: Show Slide 58 INSURGENT ORGANIZATION AND TACTICS – SUMMARY

This class covered the various types of insurgent organizations, looking at the two categories of Rejectionists and Wealth-seekers.  It also reviewed the long and short-term goals of these type organizations.

It then looked at the environment that insurgents operate in, both urban and rural, and the backgrounds of its leaders and followers.

Strategies were addressed, to include the Popular Protracted War, Military Focus Strategy, and Urban Focus Strategy.

The organizational structures were then examined, starting with the basic cellular structure and then progressing to the military type structures.  

The tactics used by insurgents were discussed looking at both offensive and defensive actions.  Also addressed were information warfare, intelligence activities, and logistics support required by insurgent forces.

Finally, we reviewed the various sources of support for an insurgent group, looking at both internal and external support.
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SECTION II.
INTRODUCTION

Method of Instruction:  Conference/Discussion
Instructor-to-student Ratio is:  1: class
Time of Instruction:   5 min
Media:  Instructor

             Overhead Projector and Slides; or Computer and CD

	Motivator


	NOTE: Show Slide 1 TRADOC DCSINT 

As stated in FM 1, The Army, “The primary functions of The Army, as outlined in Department of Defense Directive 5100.1, are to organize, equip, and train forces for the conduct of prompt and sustained combat operations on land. Accordingly, The Army must possess the capability to defeat enemy land forces and to seize, occupy, and defend land areas.” In order to carry out these functions, the U.S. Army conducts the majority of its training in preparation for operations against conventional military forces.  However, history has shown that in addition to conventional military threats, our country often faces a threat from both paramilitary and nonmilitary organizations. 

The FM 7-100 series of manuals provides the Army with an OPFOR framework and doctrine that can be used to conduct training.  FM 7-100.3, Paramilitary and Nonmilitary Organizations and Tactics is the manual in this series that specifically addresses paramilitary and nonmilitary organizations.
The TSP contains copyright material and may not be further reproduced without permission of the copyright holder.


	Terminal Learning Objective
	Note: Inform the students of the following terminal learning objective requirements.

At the completion of this lesson, you [the student] will:

	
	ACTION:
	Demonstrate a knowledge of terrorist organization and tactics.

	
	CONDITION:
	Given a classroom environment.



	
	STANDARD:
	Understood the terrorist organization and tactics as documented in FM 7-100.3.

	
	

	Safety Requirements
	None



	Risk Assessment Level
	Low

NOTE:
Obtain commandant approval of any training that receives a high-risk assessment level.

	Environmental Considerations
	It is the responsibility of all soldiers and DA civilians to protect the environment from damage.  There are no environmental considerations with this lesson. 

	Evaluation
	This is awareness training.  There is no student evaluation associated with this lesson.

	Instructional Lead-In
	NOTE:  Show Slide 2 CHAPTER 4: TERRORIST ORGANIZATION AND TACTICS

Per DOD and Army Doctrine (JP 1-02) — Terrorism is the calculated use of violence or threat of violence to inculcate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political, religious, or ideological. Terrorism’s principal target is civilians, and that is what distinguishes it from other forms of calculated violence used to achieve these goals.

Although many nations devote significant resources to identifying, apprehending, or destroying terrorist organizations, the terrorism problem has been in existence for centuries and will more than likely continue in the foreseeable future. One reason for this continued survival is an underlying empathy among certain groups and even nations for some of the terrorists’ causes, if not necessarily their means. Their increasingly sophisticated methods of operation and the inherent security found in the way they are organized also contribute to their survivability.

Terrorist groups vary widely in size, organizational structure, motivation, sophistication, and level of activity. This chapter describes the motivations, organizations, tactics, methods, and means characteristic of such groups.



SECTION III.
PRESENTATION 

1.    Learning Step/Activity 1.  Understand the types of terrorist groups the State may employ.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

5 min


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD

 
References:

FM 7-100.3, Chapter 4


Security Classification:

Unclassified

NOTE: Show Slide 3 TYPES OF TERRORIST GROUPS

There are many types of terrorist groups that can be found around the globe.  However, they can normally be classified into 3 types.   Some of them are autonomous, others are loosely affiliated with other terrorist groups, and still others may be state-sponsored.
The next few slides will look at the characteristics of these 3 types of terrorist groups.
NOTE: Show Slide 4 TYPES OF TERRORIST GROUPS – AUTONOMOUS

Formal terrorist groups are autonomous. They have their own infrastructure, financial support, and training facilities. In addition to conducting terrorist activities within their own country, they are often able to plan and conduct terrorist activities in other countries as well. Some groups are organized and operate as transnational or international terrorist organizations. Al Qaeda is probably the most well known transnational terrorist organization that the United States has dealt with recently.

Single-issue terrorist groups are involved in violence or other criminal activity in order to bring about specific narrowly focused social or political changes. Many times these groups are not considered a “mainstream” terrorist organization by the average person because of the group’s cause.  A good example is the Animal Liberation Front.  Its purpose is to eliminate the fur trade.  To many this is a noble cause.  However, the tactics that they often use and their willingness to commit violent criminal acts in lieu of legal means to obtain policy change is what separates them from law-abiding citizens.
NOTE: Show Slide 5 TYPES OF TERRORIST GROUPS – LOOSELY AFFILIATED

The second type group is the loosely affiliated extremist groups.  These are the newest and most dangerous terrorist groups because of their lack of any formal structure, which provides them the flexibility, to travel freely and engage in operations with very little oversight. 

These groups will find mutual interests with other terrorist organizations and will often combine resources to accomplish an action.  This synergy often multiplies the destructive power of the groups. Additionally, with the lack of formal structure in these groups, governments are often hampered in their ability to monitor their activities or to infiltrate their organizations.

Example: The Anarchist Symbol represents groups that have an anarchist agenda.  These groups occasionally cooperate in a loose affiliation, thereby multiplying their collective destructive power.
NOTE: Show Slide 6 TYPES OF TERRORIST GROUPS – STATE-SPONSORED

Terrorists who are directly supported by the ruling government of a formally recognized state are referred to as state-sponsored terrorist groups. These terrorists receive intelligence, logistics, and operational support from the sponsoring government. This support can also be in the form of smuggling weapons and explosives into countries using diplomatic couriers. 

The Iranian government’s use of supposedly independent young militants to seize hostages at the American embassy in Tehran in 1979 is an excellent example of state sponsored terrorism. A more recent example is the group Hezbollah, a Lebanese group of Shiite militants, which is also supported by Iran.  This group was responsible for the suicide truck bombings that killed more than 200 U.S. Marines at their barracks in Beirut, Lebanon, in 1983.

One question that arises is why a country would support terrorists.  Supporting a terrorist group is usually safer for a state than engaging in warfare. The state can often achieve its objectives using a proxy, but can then deny any involvement to avoid repercussions.

The State (as defined in FM 7-100) actively sponsors terrorism throughout its region and globally. During time of war, it will use terrorist organizations in support of achieving both military and political objectives. Additionally, it will attempt to influence other organizations that it does not directly sponsor by providing incentives to cause them to conduct actions that support the goals of both the organization and the State. Although terrorists normally attack civilian targets, this does not prevent them from striking key military or related targets deep in the enemy rear. 
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
2.
Learning Step/Activity 2.  Understand the motivations and ideologies that inspire terrorist groups.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

10 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD

  
References:

FM 7-100.3, Chapter 4


Security Classification:

Unclassified

NOTE: Show Slide 7 TERRORIST MOTIVATION

When dealing with terrorists, it helps to understand their motivation.  This motivation is what compels individuals to organize as a terrorist group and to undertake the actions to achieve group goals.

Separatist ideologies inspire the discontented to clandestinely “break” from society and rebel against the established order.  Terrorists have specific motivations, or ideologies that reflect the social needs and aspirations of their specific group and recruit those who might agree with them from society’s discontented. Any government, institution, group, or individual that does not share the terrorist group’s motivation and goals is considered its “enemy.”

As shown on the slide, there is a multiplicity of separatist ideologies, which a group may follow. In the Cold War era, political or economic reasons were the predominant motivators for groups to rebel against the established government or economic system. 

Trends today show that ethnic- and religion-based movements are prevalent. As most Americans are aware, much of the terrorist activity in the Middle East is religious based. 

The next few slides will address each of the 6 motivational factors shown on the slide.
NOTE: Show Slide 8 TERRORIST MOTIVATION – ETHNIC

Ethnocentrism motivation is based on race.  The race along with the race’s societal norms is the defining characteristics of the group.  It sets forth the belief that a particular group is superior and uses this as the basis for group cohesion.

Historical background information on Apartheid example: Following independence from England, the South African government invented apartheid as a means to cement their control over the economic and social system. The aim of apartheid was to maintain white domination while extending racial separation. 

With the enactment of apartheid laws in 1948, the government institutionalized racial discrimination.  The government’s “Grand Apartheid” plan, emphasized territorial separation and police repression. Race laws touched every aspect of social life, including a prohibition of marriage between non-whites and whites, and the sanctioning of “white-only” jobs. In 1950, the Population Registration Act required that all South Africans be racially classified into one of three categories: white, black (African), or colored (of mixed decent). The colored category included major subgroups of Indians and Asians. Classification into these categories was based on appearance, social acceptance, and descent.  Non-compliance with the race laws was dealt with harshly. All blacks were required to carry passbooks containing fingerprints, photo and information on access to non-black areas. In 1953, the Public Safety Act and the Criminal Law Amendment Act were passed, which empowered the government to declare stringent states of emergency and increased penalties for protesting against or supporting the repeal of a law. The penalties included fines, imprisonment and whippings. The penalties imposed on political protest, even non-violent protest, were severe. During the states of emergency, which continued intermittently until 1989, anyone could be detained without a hearing by a low-level police official for up to six months. Thousands of individuals died in custody, frequently after gruesome acts of torture. Those who were tried were sentenced to death, banished, or imprisoned for life, like Nelson Mandela.
NOTE: Show Slide 10 TERRORIST MOTIVATION – RELIGIOUS (Slide 9 is hidden – instructor notes only)

Conflict based on religion has been around for centuries.  History is replete with examples of religious warfare, dating back to the Crusades, the Wars of Religion in France during the 1500s, and current conflicts throughout the world today.  Examples of conflicts and religions involved include:

•Bosnia, which include Serbian Orthodox Christians, Roman Catholics, and Muslims

•East Timor, includes Christians and Muslims

•Kurdistan, includes Christians and Muslims

•Middle East, includes Jews, Christians, and Muslims

•Philippines includes Christians and Muslims. 

In many of the current conflicts, terrorism and terrorist tactics are used extensively.  

The current war on terrorism that is being pursued by the United States is a result of Muslim extremists who are waging war against us to force any Western influence out of the Middle East and to convert the area strictly to the Muslim religion.

NOTE: Show Slide 11 TERRORIST MOTIVATION – NATIONALIST

Motivation due to nationalism focuses on placing a nation’s culture and interests above those of other nations or groups.  Probably the best example in the twentieth century was the rise of the National Socialist Party in Germany.  History has documented the result of these extremists who used nationalism as a motivation.

The next slide expands on this example.

NOTE: Show Slide 12 TERRORIST MOTIVATION – NATIONALIST (CONTINUED)

As stated on the previous slide, the National Socialist Party that rose to power in Germany during the early 1900s is an example of what can happen when Nationalism is taken to the extreme.

As shown in the two photographs above during pre-World War II Nazi Party rallies, Hitler and his followers were masters at using large rallies to raise the German populaces’ national consciousness against other cultures and groups they felt were inferior. The result was state sponsored terrorism at its worst.

The two lower photographs are from Kristallnacht (Night of Broken Glass) when on the nights of November 9 and 10, 1938, in a government sanctioned act of terrorism organized by Joseph Goebbels, Hitler's Chief of Propaganda, rampaging mobs throughout Germany and the newly acquired territories of Austria and Sudetenland freely attacked Jews in the street, in their homes and at their places of work and worship. 

At least 96 Jews were killed and hundreds more injured.  More than 1,000 synagogues were burned (and possibly as many as 2,000), almost 7,500 Jewish businesses were destroyed, cemeteries and schools were vandalized, and 30,000 Jews were arrested and sent to concentration camps. 

NOTE: Show Slide 13 TERRORIST MOTIVATION – POPULIST

Populism is based on the belief in the rights and virtues of the common people.  This belief has been the foundation for communism. As stated by Frederick Engels in The Principles of Communism: 

 “Above all, it (this new social order) will have to take the control of industry and of all branches of production out of the hands of mutually competing individuals, and instead institute a system in which all these branches of production are operated by society as a whole -- that is, for the common account, according to a common plan, and with the participation of all members of society.”

This populist belief is the foundation of Communism and set the stage for insurgencies and terrorist activities throughout the globe.
NOTE: Show Slide 14 TERRORIST MOTIVATION – POLITICAL

One motivation that is recognizable by most people is political motivations.  In nearly every country there is competition between groups for government power and influence.  The tactics some groups use to obtain this power, though, often falls within the realm of terrorism.

A good example is Peru’s Shining Path, which will be discussed on the next slide.
NOTE: Show Slide 15 TERRORIST MOTIVATION – POLITICAL (CONTINUED)

Although a lust for power is a common motivator for terrorist groups, they never admit that their motivations are purely political.  Through their propaganda they always claim a more noble ideology as their motivation.   However, their true intentions manifest themselves in power plays when their actions wildly deviate from the altruistic creeds that they publicize to the populace in their propaganda.  

The terrorism of Peru’s Shining Path, for example, bears no semblance to the communistic doctrine they profess, and seems only to want to wrest control of Peru away from its current government by force.
NOTE: Show Slide 16 TERRORIST MOTIVATION – ECONOMIC

Economics is a strong motivator for terrorist groups.  Whether it is a disparity between the “haves and have nots” within a small country or the disparity between countries with respect to the production, distribution, and consumption of goods and services, economics is a strong source of conflict. Additionally, control and access to resources can be a source of motivation when there is a large disparity between conflicting parties.

While economics, besides the fore mentioned populism has traditionally been the motivation for terrorism based in a communistic ideology, economics in the sense of profit motive has become a new motivation for those terrorist groups who align themselves with drug cartels or organized crime. The marriage of convenience among terrorist groups, organized crime, and drug-trafficking organizations meets some of each group’s needs. 

For example, the terrorist group may obtain money from the drug organization by persuading or forcing farmers to grow drugs. In return, the organized crime organization may provide weapons or materiel to the terrorist group. Each group joins an alliance for its own benefit, usually for finances or security - not because of ideological similarities. 

Often, a terrorist group will reduce competition by either taking over the other organization or eliminating it. True terrorist groups, however, remain motivated by politics, religion, and ideology.                                                 
NOTE: Show Slide 18 TERRORIST ENVIRONMENT (Slide 17 is hidden – instructor notes only)

We’ve just looked at the motivational factors behind terrorism.  Now let’s look at the environment you will find terrorist groups operate in.

Members of a terrorist organization normally blend in with their social and cultural environment because they usually operate within their own country. They live as and among ordinary citizens and do not appear out of place. They hold normal jobs in the community, to include government offices, and live a relatively routine existence. 

If the terrorists are operating outside their country of origin, they may or may not blend in with the environment depending on the ethnicity of the location.  If there is a large difference, such as a terrorist from Middle East decent living in Germany, they seek anonymity by living among émigré populations of the same ethnicity, religion, or culture. 

If they can blend in with a portion of the general population, they can move freely within that segment of society with minimal support from outside their own organization. If they cannot blend with any portion of the society, they will require increased security measures and substantial local support from an organization indigenous to the foreign country in which they are operating.  For example, they may pay an affiliated terrorist group with the same ideology to conduct actions on its behalf. 
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NOTE: Show Slide 19 ORGANIZATION

Let’s now shift our focus to the organizational structure of terrorist groups.

When a terrorist group is initially organized, it begins with a few individuals who desire change based on a particular ideology or other motivation. As the new organization matures, it normally increases in size based on recruitment of new members.  As it grows at this tactical level, leaders may establish specialized cells to conduct specific functions.  However, it is still relatively small with an expressed purpose to conduct specific armed activities.

If the group gets larger, it may begin to form a strategic level of organization, which provides direction for the overall operation of the organization.  It establishes wings for different functions and military nomenclature, such as “brigade” or “battalion,” may be used.  These terms, however, connote relative size not absolute strength since a terrorist group may call an element a “brigade” but may consist of only 20 or 30 people.

As in any organization, rifts often develop over the running of the group and its long-term goals.  When these disagreements cannot be overcome, splinter groups are often formed and break away from the original organization.

The next few slides will look at the strategic and tactical structure typical of terrorist organizations, plus the formation of splinter groups.
NOTE: Show Slide 20 ORGANIZATION – STRATEGIC ORGANIZATION

As stated earlier, larger terrorist groups may have a “strategic” level of organization. This higher level structure consists of the organizations that develop, plan, direct and execute the strategy of the overall terrorist organization. 

A fully developed terrorist group typically has three wings: the social wing, the political wing, and the armed wing. All terrorist groups have an armed wing but not necessarily a political and/or social wing. 

The social wing concerns itself primarily with humanitarian or social issues, and may never reveal its true ties to the other wings. The political wing conducts much of its business overtly, whereas the armed wing operates covertly. Depending on the size and objectives of the group, there may also be a requirement for additional support, such as economic and media support.

The leaders of the wings form a collective leadership to direct the terrorist group. While the political leader may speak on behalf of the entire group, the collective leadership makes decisions together.

The next 4 slides will examine the various wings of a terrorist group.
NOTE: Show Slide 21 STRATEGIC ORGANIZATION – SOCIAL WING

The social wing is a major component of most large and many small terrorist organizations. This wing is concerned with providing altruistic support to the “constituents” of the terrorist group and is important in obtaining popular support for their cause.

This wing often owns, leases, or otherwise controls important facilities and infrastructure. Examples of facilities and support provided by this wing are educational institutions, day care facilities (geriatric and pediatric), medical facilities, self-help offices, cultural affairs organizations, family support, and literacy programs. 

Many times, outside groups or individuals may contribute funding and other support to this wing without the knowledge of the wing’s connection to terrorist activities or the diversion of funds to other activities.

An example of a social wing is the Palestinian-based Holy Land Foundation for Relief and Development.  This organization purports to be strictly humanitarian, but has distributed significant portions of its funds as monthly stipends to families of anti-Israeli suicide bombers.  
NOTE: Show Slide 22 STRATEGIC ORGANIZATION – POLITICAL WING

The political wing conducts business on the diplomatic level. Lawyers, public affairs personnel, businessmen, and prominent intellectual sympathizers compose this wing. Other governments or organizations may acknowledge the terrorist group’s political wing as its legitimate voice. Representatives of the group’s political wing negotiate with the opposition. These representatives attend high-level meetings and make agreements on behalf of the terrorist group. The political wing coordinates support received from outside sources. 

While the political wing exerts the influence of the terrorist group via the Diplomatic element of the DIME, its position as an overt, “legal” entity also allows it to take the forefront as the Informational instrument of power.  It publicizes the terrorists’ agenda using a soft-sell mainstream approach, rather than using the extremist propaganda that the information cells of the armed wing might use.  

NOTE: Show Slide 23 STRATEGIC ORGANIZATION – ARMED WING

The wing that most people associate with a terrorist organization is the armed wing.  This wing, sometimes referred to as the “military wing,” forms the nucleus of the entire terrorist group. 

For security reasons, the armed wing usually organizes around small cells that have limited contact with each other. This cellular structure helps avoid detection and infiltration by its enemies. 

The leader of this wing is one of very few members with detailed knowledge of the entire terrorist organization. Therefore, if this leader can be identified and removed, substantial damage to the terrorist organization will most likely occur.
NOTE: Show Slide 24 STRATEGIC ORGANIZATION – ADDITIONAL ORGANIZATIONAL SUPPORT

In addition to the three wings just discussed, some larger organizations include an economic wing responsible for the generation, management, and the security of financial assets. This wing deals with international fund transfers, materiel acquisitions, the control of agricultural and manufacturing output, materiel export and transportation, and money laundering. In small terrorist organizations, these functions are normally conducted by a Logistics and Support Cell, which will be discussed later.

A major objective of a terrorist organization is to ensure the public knows what they are doing.  They also employ propaganda campaigns against their enemies.  Consequently, some organizations may include a media wing, which may be composed of “print” media production agencies, newspaper printers, and Internet website developers. Additionally, the media wing may control small radio and TV stations, news bureaus, or even channels on satellites.

Finally, larger organizations may include liaison elements composed of advisors, facilitators, observers, and/or exchange personnel from other organizations, companies, or governments. These liaison elements facilitate the flow of information and services between their respective groups and the terrorist group. 
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NOTE: Show Slide 25 TACTICAL ORGANIZATION

At the tactical level, the terrorist group consists primarily of a cellular structure within the armed wing.  As discussed earlier, this wing is the organization most people associate with a terrorist group.  Consequently, in the remainder of this chapter, the term terrorist group will in most cases be synonymous with armed wing when discussing terrorist tactics, methods, and means.  

As the basic organizational structure of the armed wing, cells serve as the building blocks of a terrorist group. These cells may be the smallest organizational elements, or individual cells may be further broken down into specialized teams. 

One of the primary reasons for a cellular or compartmentalized structure is security. The infiltration or loss of one cell will not compromise the identity, location, or actions of any other cell. For this reason, a cellular structure provides a measure of operations security (OPSEC) by making it difficult for an adversary to penetrate the entire organization.

A terrorist group may have only one cell or many cells operating locally, transnationally, or internationally. The number of cells and their composition depend on the size of the terrorist group, its need for specialized functions, and its ability to resource them. A terrorist group operating within one country often has fewer cells and specialized teams than a transnational or international terrorist group. 

The leadership cell is the nucleus of the terrorist group.  It consists of the armed wing leader, advisors, and internal counterintelligence resources.  The leader, along with the leaders of the political and social wings, forms a collective leadership for the entire terrorist group.

The other cells that make up the armed wing are very similar to the cellular structure for insurgent forces discussed in Chapter 3.  Therefore, we will not go into detail on those organizations.

The next slide looks at the various cells that may compose the armed wing of a terrorist organization.  Depending on its size, not every armed wing has all the cells discussed above. The wing may combine some of these functions into multifunctional cells or have the political wing provide some services. 


NOTE: Show Slide 27 TACTICAL ORGANIZATION – CELLULAR ORGANIZATION OF ARMED WING (Slide 26 is hidden – instructor notes only)

With the cellular structure, a terrorist group typically has a circular rather than a vertical chain of command. The leader is the center of the terrorist group; its compartmented cells encircle the leader. 
Cells organize based on specific functions, such as communications, intelligence, information, logistics, or direct action. Some cells may be multifunctional because of the group’s size or resource constraints; however, this is the exception. 

As stated previously, a cell can have its functions broken down into teams.  A direct action cell of a large terrorist group, for example, may have specialized teams for assassination and kidnapping activities, whereas a smaller terrorist group may have one cell to conduct both actions.  

Note: The urban background of this slide suggests that the armed wing may organize its functional cells by geographical location.  While to a degree location is always a factor, the armed wing also considers mission(s), enemy, time, its own personnel available and politics as well as the terrain in determining the physical location of its cells (similar to our METTT-P).   Often the locations are so intermingled that the cellular organization chart superimposed on this slide’s urban background would merely show lines of communication and not at all location. 

Based on direction by the armed wing leader, various cells come together to execute missions. The leader of the armed wing is solely responsible for coordinating the activities of various cells involved in an action. Each cell has a leader who communicates only with the armed wing leader. Again, this compartmentalization of activities during planning ensures secrecy. The leader of the logistics and support cell, for example, advises the armed wing leader of safe house and cache locations. The armed wing leader disseminates that information to the leader of the direct action cell that, in turn, passes it to the appropriate team. During the conduct of an action, individuals from support teams, such as those in the communications cell, often report to the direct action cell leader. 
NOTE: Show Slide 29 ORGANIZATION – SPLINTER GROUPS (Slide 28 is hidden – instructor notes only)

For security reasons, each cell and wing has its own internal command structure with the ability to work independently towards fulfillment of the terrorist group’s agenda.  However, working in isolation produces various interpretations of what the group’s agenda should be. 

If the interpretations vary greatly then there is the potential of the group to fracture into splinter groups. Members displeased with negotiations conducted by the political wing may break away. Splinter groups form because they feel the parent terrorist group abandoned its ideology or sold out to the enemy. However, these splinter groups are extremely volatile and run the risk of compromising the entire group. 

Because of their fanaticism, splinter groups often conduct random and audacious attacks on the enemy and die in the name of the group’s ideology. For example, suicide bombers kill themselves while conducting a bombing action. They become martyrs, which often inspires other young members to follow suit. 

NOTE: Show Slide 30 ORGANIZATION – SPLINTER GROUPS (CONTINUED)

The IRA has many splinter groups of which the most prominent are the three IRA splinter groups: the Real IRA, the Continuity IRA, and the Irish National Liberation Army. The Real IRA and the Continuity IRA are formally listed as terrorist groups by the State Department. U.S., British, and Irish authorities consider the Real IRA the most dangerous of these groups since it split due to objections by hardliners to the Irish peace process. 

The Palestine Liberation Organization has also splintered into various groups: Al Fatah, the Fatah Revolutionary Council (Abu Nidal's extremely violent spin-off from the PLO), and Black September (attacked the 1972 Summer Olympics in Munich, Germany killing 11 of the Israeli team and seriously injuring 3 others).  The Fatah Revolutionary Council is opposed to anyone participating in a peace process, and is currently led by Abu Nidal, infamous for his group's spectacular terrorist violence.
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NOTE: Show Slide 31 TERROR TACTICS, METHODS, AND MEANS

History has shown that terrorist groups use a wide variety of tactics and means to achieve their goals and cause widespread fear among the enemy and/or the populace. 

Typical terrorist actions include extortion, kidnapping, hijacking, hostage taking, assassination, maiming, sabotage, and cyberterrorism. These groups also can use overt, indiscriminate techniques such as bombings or shelling attacks, the use of mines, or use of nuclear, biological, or chemical (NBC) weapons, to accomplish their goals. 

More advanced terrorist organizations have the ability to use traditional weapons in conjunction with modern technological systems, such as computers, to increase their effectiveness.

As stated previously, the targets of terrorist actions are primarily civilian targets, although military and other government entities may also become targets, intentionally or unintentionally. When the likelihood of civilian casualties is high, a terrorist group must consider the possible unfavorable ramifications of actions against civilian targets. However, with the recent bombing of the Twin Towers in New York and the Pentagon on 9/11/01, terrorist have shown that they are not adverse to large civilian casualties.

The next few slides will address each type of tactic.
NOTE: Show Slide 32 TERROR TACTICS – EXTORTION

Extortion is the act of obtaining money, materiel, information, or support by force or intimidation. Extortion is often used during the formative period of a group to obtain the finances required to operate. Once the group begins to mature, the opportunity to engage in better moneymaking activities, such as drug trafficking, may eventually replace the need to extort. 

Extortion takes the form of “war taxes” or protection money. The logistics and support cell extorts money from local businesses in exchange for protection, which means not harming or bothering the business or its members. Members of the intelligence cell may extort to collect information.

A new form of extortion has developed in the cyberterrorism arena. These terrorists hack their way into an organization’s network and once they have acquired the capability to control the network they threaten to shut it down. If the company does not want the network to be shut down they have to buy something or pay extortion money to the hackers.

Another form of extortion is intimidation. Terrorists often intimidate people to obtain information on the group’s enemy or to provide resources to support their operations. This intimidation is often accompanied by death threats against an individual or his family to ensure the needed support is furnished. 

The group can also intimidate people so they do not take action. For example, enemy security personnel may not implement required security measures because of intimidation. This type action is often supported by the information cell, which helps create and maintain the fear caused by extortion through its propaganda and deception actions. 
NOTE: Show Slide 34 TERROR TACTICS – KIDNAPPING (Slide 33 is hidden – instructor notes only)

When terrorists use this tactic, they normally take this action against a prominent enemy individual. The most common reasons for kidnapping are ransom or release of some of their group members who have been captured by their enemy.  Terrorists will also use this technique when they desire to publicize a demand or an issue. 

Since targets for kidnapping are normally prominent individuals, the terrorist group conducts detailed planning, especially regarding movement of the kidnapped individual. Because the kidnapped victim is moved to a location controlled by the group, the risk in kidnapping is relatively lower than in hostage taking. 

The leadership cell selects the kidnap target, site of kidnapping, and method of kidnapping after considering the input from other cells. Kidnappings require detailed planning and coordination of support by many cells. Various cells provide the information required for a direct action cell to carry out the kidnapping.

An example of the precision used by terrorists when conducting kidnapping operations is shown on the next few slides.  As you will see, these are not conducted by amateurs and a lot of planning goes into their preparations.

NOTE: Show Slide 35 KIDNAPPING - CASE STUDY

The following case study represents “Actions on the Objective” which is the accumulation of all the planning and preparation done by all the armed wing’s cells.  

Background: On September 5, 1977 Dr. Hanns Martin Schleyer, a prominent German industrialist, left the German Employer's Association in Cologne-Braunsfeld enroute to his residence in Cologne. He was riding in a Mercedes driven by his personal chauffer. Dr. Schleyer was followed by a protective vehicle containing three police bodyguards. 

The West German Government had notified Dr. Schleyer as early as 1975 that he was a "Security level 3 - assault cannot be excluded." By August of 1977, police suspicions of his vulnerability became so strong that the Ministry of the Interior ordered the highest level of protection for Dr. Schleyer. He had two bodyguards at each of his two residences and was continuously guarded by a minimum of three agents on a 24 hours basis. 

At approximately 1725 hours, Schleyer's convoy was traveling west on Friedrich Schmidt Strasse and turned right on Vincenz-State Strasse. Immediately after making the turn. …
NOTE: Show Slide 36 KIDNAPPING - CASE STUDY (CONTINUED)

…the driver had to brake to avoid a yellow Mercedes that had entered the one-way street going the wrong way and had swerved in front of Dr. Schleyer's vehicle, coming to rest sideways with half of the auto in the street and half on the sidewalk. To the left of the victim's car was a woman with a blue baby carriage who simultaneously shoved the carriage into Dr. Schleyer's auto to prevent it from swerving around the yellow Mercedes. The police escort vehicle, directly behind Dr. Schleyer's, immediately rammed into the rear of the victim's vehicle. 
NOTE: Show Slide 37 KIDNAPPING – CASE STUDY (CONTINUED)

Upon coming to a rest, five subjects approached the victims: two from a parked VW bus nearby, one, a spotter who had been standing at the corner and two from the yellow Mercedes. They took up positions around the two vehicles and immediately opened fire with shotguns and automatic weapons, killing the chauffer, and the three policemen. 
NOTE: Show Slide 38 KIDNAPPING – CASE STUDY (CONTINUED)

Schleyer was dragged from his vehicle and into the waiting VW bus parked on the corner of Friedrich-Schmidt Strasse. The remaining members of the assault team also entered the bus and … 
NOTE: Show Slide 39 KIDNAPPING – CASE STUDY (CONTINUED)

…left the scene at a high rate of speed. Witnesses following the bus lost the suspects in traffic a short distance away. 

The first call was received by the police at 1733 hours and the first police units arrived at 1735 hours. The first message from the kidnappers arrived at 2140 hours signed by the "RAF" (Red Army Faction) Commando Siegfried Houssner; it threatened to kill Schleyer if all police searches for the victim were not stopped immediately. 

NOTE: Show Slide 40 KIDNAPPING – CASE STUDY (CONTINUED)

Demands 

The terrorists made four demands for Dr. Schleyer's release: 

1.The government had to stop searching for Dr. Schleyer immediately.

2.Eleven imprisoned Baader-Meinhof Gang (Red Army Faction) terrorists had to be released and flown to a country of their choice. 

Each terrorist released had to be given DM 100,000. 

4.A group statement had to be published in full (with a deadline). 

NOTE: Show Slide 41 KIDNAPPING – CASE STUDY (CONTINUED)

The RAF held Dr. Schleyer for 44 days and executed him following the successful rescue of hostages at Mogadishu by West German Antiterrorist Team GSG 9, on October 18, 1977. No demand was met. 

This example shows the detailed planning and execution terrorists will use when kidnapping a victim.  It also shows that they will not hesitate to kill the victim if their demands are not met.

The 2000 “Proof of Life” movie provides a fictional example suitable for classroom use.  In the film, actor Russell Crowe narrates a good 5-minute explanation on how a Maoist insurgency transforms into a narco-terrorist group with a kidnapping for profit side business.
NOTE: Show Slide 42 TERROR TACTICS – HIJACKING

Hijacking is the stealing or commandeering of some form of a conveyance. There are many purposes of hijacking; including hijacking for hostage taking activities, as a means of escape, or as a means of destruction. Although hijacking has occurred for years, a large number of extortion related hijackings began in the late 1960s.  Following the Arab Israeli war of 1967, the Popular Front for the Liberation of Palestine (PFLP) hijacked an Israeli airliner to Algiers on July 23, 1968. With the cooperation of the Algerian government, the hijackers demanded that Israel free a number of Palestinian guerrillas in return for the release of the passengers. The number of hijackings throughout the world increased over the next few years until security measures reversed this trend in 1972.

As in other direct action cell operations, the leadership cell determines the conveyance to be hijacked and the objective of the hijacking. As with all tactics, the leadership cell is the decision-making authority. The leader may decide to conduct a hijacking to produce a spectacular hostage situation. A terrorist group may also hijack vehicles, trains, buses, ships, and aircraft to escape. However, aircraft offer the group the fastest method of covering great distances if they are trying to escape.

Terrorists can also use these conveyances as weapons. Commercial aircraft carrying large amounts of fuel can be used to destroy symbolic targets and to create mass casualties simultaneously. The use of more than one aircraft to conduct near simultaneous strikes is a proven technique. (i.e. The WTC and Pentagon attacks on 9-11-01).  Terrorists could also apply the same principle to use other forms of conveyance as weapons.
NOTE: Show Slide 44 TERROR TACTICS – HOSTAGE TAKING (Slide 43 is hidden – instructor notes only)

Hostage taking is typically an overt seizure of people to gain publicity, concessions, or ransom. Unlike kidnapping, where a prominent individual is taken, the hostages are usually not well known figures in the enemy’s society.

While dramatic, hostage situations are risky for the terrorist group, especially in enemy territory. Therefore, they attempt to hold hostages in a neutral or friendly area, rather than in enemy territory. Since hostage taking is so risky, the leadership cell must weigh all of the pros and cons prior to initiating the action. 

An excellent example of this was the situation in Moscow in October 2002.  Thirty-four Chechen terrorists seized a movie theater, threatening to kill all of the hostages if the Russians did not meet their demands.  Following a long stalemate, Russian forces assaulted the theater.  Sixty-seven hostages died as well as the 34 terrorists.  However, 750 hostages were released.
NOTE: Show Slide 45 TERROR TACTICS – ASSASSINATION

An assassination is the deliberate killing of political leaders or VIPs, versus the killing of common people, which is considered murder. Terrorist groups assassinate or murder people it cannot intimidate, people who have left the group, or people who have some symbolic significance for the enemy or world community.  Terrorist groups refer to these killings as “punishment.” 

Many targets of assassination are symbolic and often have a great psychological impact on the enemy. They often use the assassination of prominent figures to demonstrate to the masses the enemy’s inability to protect its own people.

Assassination methods include remotely detonated bombing, the use of firearms, and poisoning. Obviously, the intended target’s vulnerabilities determine the method of assassination. For example, a target that drives to work along the same route each day may be vulnerable to a sniper attack. 

As in other tactics, each action requires detailed planning by many cells. The leadership cell selects the assassination target after considering the input from the other cells. The other cells take actions similar to those taken for a kidnapping. The main difference is that a kidnapping seeks to keep the target alive, while an assassination or murder does not.

Two examples of notable assassination attempts include the Red Army Faction attempting to assassinate General Alexander Haig in 1979 when he was the SACEUR in Europe.  This attempt failed.  However, in 1981, President Anwar Sadat of Egypt was assassinated by fundamentalist Muslims for his support of peace in the Middle East and his relationship with the West.
NOTE: Show Slide 47 TERROR TACTICS – MAIMING (Slide 46 is hidden – instructor notes only)

Maiming is used to mutilate, disfigure, or severely wound an individual. This tactic is used both to keep fellow members in line, or as an extortion technique. The person maimed serves as an outward sign of the group’s power and control. 

The basic concept is that a person with a missing body part is a constant reminder of the terrorist group’s power. In fact, the effect of maiming a member of the enemy force or a fellow group member outlasts that of a killing. Therefore, the group is able to use it as a sign of power or subjugation, and as a means of control.

Maiming does not require as much detailed planning as other actions. However, the need for secrecy heightens when the target is a fellow terrorist group member. 

After the leaders designate a target, the activity proceeds. Typically, a member of the counterintelligence team conducts the maiming against current or former group members as a control method. The intelligence cell uses maiming as an extortion technique.
NOTE: Show Slide 48 TERROR TACTICS – MAIMING (CONTINUED)

The IRA has been a major proponent of this tactic, as demonstrated by the prayer they use as a threat.
NOTE: Show Slide 49 TERROR TACTICS – SABOTAGE

Terrorists try to inflict both psychological and physical damage to their enemy by conducting sabotage against the enemy's infrastructure. This sabotage demonstrates how vulnerable the enemy is to the terrorist group’s actions.

A terrorist group normally aims its sabotage actions at elements of the civilian infrastructure, in order to reinforce the perception among the civilian population that nothing is safe. The action can have significant economic impact and the additional effects of creating mass casualties. 

Water purification plants, sewage treatment facilities, air traffic control hubs, and medical treatment or research facilities are just a few examples of potential targets. An example of the synergistic effects achieved through the near simultaneous attack of multiple targets is the destruction of water and sewage treatment plants, car bombs in the central city to create mass casualties, and hoax bomb threats directed at medical facilities assessed to most likely respond to these incidents.

Depending on the target, the planning for these type actions will vary.  Terrorist groups use many techniques, such as bombing, arson, or use of contaminates, to conduct sabotage. 

Sabotage was a true concern in the United States during WWII.  The 1943 poster shown on the slide questions whether it was an accident or sabotage that caused the fire.  Terrorists often dispel the mystery by claiming responsibility (in their view, credit) for the damage they cause, so that they are recognized as a force to be taken seriously. 

NOTE: Show Slide 50 TERROR TACTICS – MASS CASUALTY ACTIVITIES

Activities designed to produce mass casualties are distinct from those previously described in two respects: intent and nature of the target. The intent of the action is to create a relatively large number of civilian casualties. A secondary effect is the destruction of historic, cultural, or religious structures that are symbolic to the enemy. 

The purposes of mass casualty activities are as follows:

·  Demonstrate the enemy’s ineffectiveness.

·  Gain concessions from the enemy.

· Cause an inappropriate response by the enemy, thus creating or gaining sympathy and support for the 

terrorist group.

Typical mass casualty activities include detonating a bomb in a popular market area, at a busy traffic intersection during rush hour, or in a theater. A good example of this is the bomb detonated in Bali in October 2002 amidst some popular nightclubs.  Over 180 people were killed with hundreds more injured. 

The “hoax effect” is a common deception method also used with mass casualties. The mere threat of an event not only impacts the population immediately, but can have even more dramatic effects over time. The population may become complacent about warnings or become hostile towards the government for its inability to counter the terrorist group. 
With the proliferation of weapons of mass destruction, the possibility of terrorists using these weapons is an ever-present danger.  The Japanese group Aum Supreme Truth released Sarin gas into the Tokyo subway in 1995.  It was due to luck that they had a problem with dispersal, thus only 12 people died.  However, over 5000 sought medical care.
NOTE: Show Slide 52 TERROR TACTICS – SHELLING ATTACKS (Slide 51 is hidden – instructor notes only)

Shelling attacks (often known as attack by fire) employed by terrorist groups differ from those used by other paramilitary organizations primarily in terms of target selection. Whereas most paramilitary groups engage military targets, terrorist groups will employ shelling attacks with a more indiscriminate nature against perceived high-payoff targets of civilian or government institutions and infrastructures, in order to cause widespread panic or fear.

The weapons of choice used in these types of attacks are mortars, rockets, or recoilless rifles. These weapons are relatively light and maneuverable.  Additionally, they are difficult to detect because they are man-portable, easily hidden, and quickly emplaced.  They are also ideal for urban terrain since they fire rounds at high trajectories, especially the mortars.  By using these weapons, terrorists achieve a very cost-effective method to cause significant chaos, and demoralize the population. 

The terrorist group may also employ weapons in ways other than their originally intended use. For example, it might use an antitank grenade launcher against a civilian vehicle, aircraft, or building. The UH 60s shot down in Somalia in 1993 were hit by RPG 7s.  

A terrorist group often employs its limited fire support assets in conjunction with deception activities and in nontraditional ways. For example, it might place a mortar in a truck and fire it through a hole in the roof. It might infiltrate a direct action team into enemy-controlled territory to fire on populated areas and then use an information campaign to highlight the enemy’s inability to protect civilians. 
NOTE: Show Slide 54 TERROR TACTICS – SHELLING ATTACKS – SARAJEVO (Slide 53 is hidden – instructor notes only)

There is some controversy as to who shot the mortar round into the market (or whether the round was shot or planted).  The evidence is inconclusive and each side blames the other. (Due to the confusion as to which side was guilty of the atrocity, the UN did not launch air strikes against the most likely suspect; the Serbian force besieging the city) However, it is undeniable that this terror tactic, directed specifically against noncombatants, succeeded in spreading fear throughout the region. 
NOTE: Show Slide 55 TERROR TACTICS – CYBERTERRORISM

Cyberterrorism is any terrorist activity performed by terrorists with or to computers. Such cyber terrorist attacks are increasing in volume, sophistication, coordination, and scale. Cyberterrorism is not only about physically damaging systems, inserting worms or viruses, but also about facilitating communication and intelligence gathering. Evidence confirms that terrorists are using information technology and the Internet to communicate, formulate plans, recruit members, and raise funds. Potential perpetuators of cyber terrorist attacks could include not only terrorist groups, but also terrorist sympathizers and thrill seekers.

Examples of cyber terrorist attacks could include use of information technology to:

•  Perform acts of violence. For example, placing a number of computerized bombs around a city, all simultaneously transmitting unique numeric patterns, each bomb receiving each other’s pattern. If bomb one stops transmitting, all the bombs are synchronized to detonate simultaneously.

•   Disrupt banks, international financial firms, or stock exchanges.

•  Attack the air traffic control systems and cause large civilian aircraft to collide.

•  Attack electrical infrastructures. Most such infrastructures have sensors that assist engineers in shutting down components of the national grid in times of natural disaster, which could become vulnerable to cyber manipulation and control.

•  Attack voice communication systems that are vulnerable to software attacks. This could include 911 and emergency services telephone exchanges.

•  Attack utilities infrastructures. For example, remotely changing the pressure in gas lines can lead to a valve failure, causing a block of homes to detonate and burn.

 

As an in-class exercise students could suggest their own likely cyberterrorism scenarios.

The primary advantage is that all of these acts can be accomplished undetected (from the terrorist’s home or another remote location) and prove to be extremely hard to trace. For the price of a computer and a modem, an extremist or would-be terrorist can become a player in national and world events. 
NOTE: Show Slide 57 TERROR TACTICS – BOMBS (Slide 56 is hidden – instructor notes only)

Bombs are the weapon of choice for the terrorist group. They are inexpensive, relatively easy to build, and extremely destructive. With the exception of suicide bombings and command-detonated devices, the terrorist generally is not at the scene at the time of detonation so they have little concerns about being captured. 

Bombs may be very sophisticated or simple. The actual type and employment technique is only limited by the imagination of the terrorist. The slide shows a number of different types, ranging all the way from large car bombs to a small cherry bomb device.

Terrorist groups use bombs in support of any of the actions previously discussed, such as:

• Assassination.

• Maiming.

• Sabotage.

• Mass casualty activities.

NOTE: Show Slide 58 TERROR TACTICS – BOMBS (CONTINUED)

Bombs contained in motor vehicles have been used for a number of years. Some examples of the devastation of these type devices are:

Beirut embassy bombing April 1983:  63 people were killed, and 120 were injured in a 400-pound suicide truck-bomb attack on the U.S. embassy in Beirut, Lebanon. The Islamic Jihad claimed responsibility.

Bombing of Marine barracks, Beirut, October 1983: Simultaneous suicide truck-bomb attacks were made on American and French compounds in Beirut, Lebanon. A 12,000-pound bomb destroyed the U.S. compound, killing 242 Americans, while 58 French troops were killed when a 400-pound device destroyed a French base. Islamic Jihad claimed responsibility. 

Bombing of the Alfred P. Murrah building in Oklahoma City, April 1995: A truck loaded with a 4000 pound fuel oil and Ammonium nitrate based bomb detonated in front of the Alfred P. Murrah Federal Building and killed 168 people and injured more than 500. 

NOTE: Show Slide 59 TERROR TACTICS – BOMBS (CONTINUED)

Although wheeled vehicles are a common delivery means for bombs, the actual means are only limited by the imagination.  Over the years, the following means have either been used or researched as a means to deliver bombs:

Mail (Unibomber, Smiley Face bomber), Bats (U.S. Military Successful Tests WWII), Dogs (against German Tanks, Russian Front WWII), Dolphins (Cold War Research, both sides), Horses (12/10/2002 Columbian Terrorist against Police Station), Bicycle (RAF attack on Herrhausen, Germany 11/30/1989), Plane (Kamikazes, 9-11), Trolleys (after D-day, against German bunkers in French ports), Boats (USS Cole).
NOTE: Show Slide 60 TERROR TACTICS – WEAPONS OF MASS DESTRUCTION

Terrorist groups that acquire NBC weapons pose significant dangers to local and/or foreign interests they oppose. Terrorists armed with these weapons can gain leverage for their demands because of the weapons’ nature. They are the ultimate terror weapons.

The threat of terrorists using weapons of mass destruction appears to be rising, especially since the attack on the World Trade Center on 9/11/01.  As noted by the State Department in the 2001 terrorism report, this demonstrated the capability of terrorists to plan, organize, and execute attacks to produce mass casualties.

In an unclassified report to Congress, the CIA stated that several of the 30 designated foreign terrorist organizations have expressed interest in WMD and Usama Bin Laden and groups aligned with him have shown interest in conducting unconventional attacks and they make public statements about unconventional weapons. In fact, Usama Bin Laden has professed the acquisition of WMD to be a religious duty and he has threatened to use them.  Additionally, in a statement by an al Qaeda spokesman, the group wants to kill 4 million Americans, 2 million of which should be children.

NOTE: Show Slide 61 NBC WEAPONS – POTENTIAL PROBABILITY VS. IMPACT

Terrorists may obtain NBC weapons for a variety of motives. Such groups might threaten the use of these weapons as “saber rattlers” to raise the ante in response to foreign political or military actions or to achieve a specific objective. NBC weapons are the potential weapon of choice for organizations employing terror tactics, since the actual or threat of use of NBC weapons is real and very feasible.
NOTE: Show Slide 62 NBC WEAPONS – NUCLEAR

For the present, the use of a fully developed nuclear weapon is the least likely terrorist scenario. Most terrorist groups do not have the financial and technical resources to acquire nuclear weapons, but could gather materials to make radiological dispersion devices. However, some groups may have state sponsors that possess or can obtain nuclear weapons. When and if a terrorist group does obtain a nuclear weapon, there should be no doubt that they will use it.

The types of nuclear weapons most likely for terrorists to use are those which they have the highest likelihood of acquiring. These include weapons improvised from their own well-funded research and weapons using technology from their state sponsors.  

Likewise, the terrorists might steal tactical or strategic weapons from the corrupt militaries of former superpowers that no longer have the funds to maintain adequate nuclear weapon security.  (The terrorist might also easily get the weapons from friendly governments who nevertheless claim they were stolen for deniability.)  

Finally, they might build a “dirty bomb” by propelling radiological material over a wide target area with conventional explosives. The terrorists could obtain the radiological material via Russian Radiothermal Generators (RTGs) or from radioactive medical waste.
NOTE: Show Slide 63 NBC WEAPONS – BIOLOGICAL

Biological weapons consist of pathogenic microbes, toxins, and bioregulator compounds. Depending on the specific type, these weapons can incapacitate or kill people and animals, or destroy plants, food supplies, or materiel. The type of targets being attacked determines the choice of agents and dissemination systems. 

Biological warfare agents are virtually undetectable while they are in transit, and evidence of a biological attack may not show up for days after the actual release has occurred. 

Although the anthrax attacks from 2001 are more recognizable events, biological attacks by terrorists are not new. An example of biological terrorism was the food tampering attack in Dalles, Oregon in 1984.  Followers of the Bagwan Shree Rajneessh cult sprayed salmonella on salad bars in several restaurants, causing over 700 people to become ill. 
NOTE: Show Slide 64 NBC WEAPONS – CHEMICAL

Chemical weapons contain substances intended to kill or incapacitate personnel and to deny use of areas, material, or facilities.  These agents can be both lethal and non-lethal, and can be either persistent or non-persistent.  

As with biological weapons, terrorists have already exhibited the capability to use chemical weapons.   This was demonstrated in 1978 when a group of Palestinians injected oranges with cyanide to damage Israel’s citrus exports.  Additionally, in 1995 the Japanese cult, Aum Supreme, released sarin gas in the Tokyo subway network killing 12 people and injuring 5,500. 

Austin Godber placed his short but good research paper entitled “Terrorist Use of Chemical Weapons” on the web at http://www.uberhip.com/people/godber/research/cwpaper.html
This slide contains information from that website. 

NOTE: Show Slide 65 NBC WEAPONS – HISTORICAL EXAMPLE

Fanatical terrorists from the cult Aum Supreme Truth have successfully launched two chemical attacks (and at least nine unsuccessful biological attacks including one at the U.S. base at Yokosuka).  Terrorists of the 20,000+-member cult had been actively recruiting graduate scientists and technicians to develop chemical and biological weapons.  The terrorists reportedly spent around $30 million on their chemical program.  After experimenting with VX, tabun, soman, mustard, hydrogen cyanide, and phosgene, the final focus and main effort was on the nerve gas sarin.  They planned the production of about 70 tons of sarin at the Aum Shinrikyo’s facilities in Kamikuisiki, at the foot of Mt. Fuji.

Biological attacks failed (for example botulinum toxin in April 1990, and anthrax in 1993) because the concentration of deadly germs was not of sufficient strength.

27 June 1994, Sarin attack kills 7, hospitalizes 54, and another 253 sought medical attention, in an attempt to disrupt court proceeding against the cult’s founder.

20 March 1995, Sarin attack kills 12, mildly to moderately affects 980 (500 hospitalized), more than another 5000 sought medical attention in an attempt to distract Tokyo police from raiding Aum facilities. Five dispersed two-man teams carried out the attack on the Tokyo subway system.  At about 0800 each team punctured at least two 20-ounce plastic bags of the chemical with sharpened umbrella tips upon disembarking from the crowded morning rush hour trains.  By 0809 multiple subway stations were requesting emergency aid and the city’s subway system in the central government district was paralyzed.  Above ground the roads were likewise congested with affected people rushing to seek medical help.  The fatality / casualty rate would have been much higher if the sarin used was higher than the low 30% concentration made due to haste in production.

NOTE: Show Slide 67 ADDITIONAL ACTIVITIES (Slide 66 is hidden – instructor notes only)

In addition to the activities already mentioned under this chapter, terrorist organizations also conduct the activities noted on the slide.  These are very similar to those described for insurgent organizations, especially the area of   information warfare, since it is one of the few ways that a smaller force can change the balance of power that normally favors the enemy. 
Intelligence is fundamental for success of any terrorist activities.  This area includes the functions of information collection, reconnaissance and surveillance and counterintelligence.

Support for a terrorist group is divided into two sources—internal and external.  The internal support comes from caches used to hide supplies and equipment, and safe houses used for refuge.  External support includes sponsoring countries, other groups with the same ideology, or other groups hostile to the terrorists’ enemy.
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.

SECTION IV.
SUMMARY

Method of Instruction: Conference/Discussion

Instructor-to-student Ratio is: 1: class

Time of Instruction:    5 min  

Media:   Instructor


Overhead Projector and Slides; or Computer and CD

	Check on Learning
	Conduct a check on learning and summarize the lesson.

	Review/ Summarize Lesson
	NOTE: Show Slide 68 TERRORIST ORGANIZATION AND TACTICS – SUMMARY 

This lesson covered the basic organization and tactics found in terrorist groups.  It started out looking at the 3 types of groups; autonomous, loosely affiliated and state sponsored.  From there it addressed the motivation that compels individuals to organize as terrorists.  These included:

•Ethnocentrism

•Religion

•Nationalism

•Populism

•Politics

•Economics

Next the lesson examined the terrorist environment and the organizational structure found in most groups.

We also looked at the various tactics used by terrorists in achieving their goals.

Finally, we covered the additional activities that terrorists use to sustain their organizations and the actions they do in support of their goals.



SECTION V.
STUDENT EVALUATION

	Testing Requirements
	NOTE: Describe how the student must demonstrate accomplishment of the TLO. Refer student to the Student Evaluation Plan.

	 
	N/A.  Testing is not conducted for Awareness Training.

	Feedback Requirements
	NOTE: Feedback is essential to effective learning.  Schedule and provide feedback on the evaluation and any information to help answer students' questions about the test.  Provide remedial training as needed.
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SECTION II.
INTRODUCTION

Method of Instruction:  Conference/Discussion
Instructor-to-student Ratio is:  1: class
Time of Instruction:   5 min
Media:  Instructor

             Overhead Projector and Slides; or Computer and CD

	Motivator


	NOTE: Show Slide 1 TRADOC DCSINT 

As stated in FM 1, The Army, “The primary functions of The Army, as outlined in Department of Defense Directive 5100.1, are to organize, equip, and train forces for the conduct of prompt and sustained combat operations on land. Accordingly, The Army must possess the capability to defeat enemy land forces and to seize, occupy, and defend land areas.” In order to carry out these functions, the U.S. Army conducts the majority of its training in preparation for operations against conventional military forces.  However, history has shown that in addition to conventional military threats, our country often faces a threat from both paramilitary and nonmilitary organizations. 

The FM 7-100 series of manuals provides the Army with an OPFOR framework and doctrine that can be used to conduct training.  FM 7-100.3, Paramilitary and Nonmilitary Organizations and Tactics is the manual in this series that specifically addresses paramilitary and nonmilitary organizations.
The TSP contains copyright material and may not be further reproduced without permission of the copyright holder.


	Terminal Learning Objective
	Note: Inform the students of the following terminal learning objective requirements.

At the completion of this lesson, you [the student] will:

	
	ACTION:
	Demonstrate a knowledge of the forces the State uses to maintain internal security within the country.

	
	CONDITION:
	Given a classroom environment.



	
	STANDARD:
	Understood the internal security forces as documented in FM 7-100.3.

	
	

	Safety Requirements
	None



	Risk Assessment Level
	Low

NOTE:
Obtain commandant approval of any training that receives a high-risk assessment level.

	Environmental Considerations
	It is the responsibility of all soldiers and DA civilians to protect the environment from damage.  There are no environmental considerations with this lesson. 

	Evaluation
	This is awareness training.  There is no student evaluation associated with this lesson.

	Instructional Lead-In
	NOTE:  Show Slide 2 CHAPTER 5 – INTERNAL SECURITY FORCES

The State, like most non-democratic nations, maintains large internal security forces to deal with various internal threats to the regime. These forces are well organized, trained, and equipped to perform a host of diverse missions. These organizations have specified missions throughout the spectrum from peacetime to total war. This chapter will discuss the organizations and methods of operation, tactics, and techniques employed by all of these forces. These organizations conduct activities against a variety of enemies, such as criminals, political dissidents, and insurgents, as well as against an enemy’s military during war. Accordingly, the operations and tactics employed will vary depending on the particular mission, target, and enemy origin (internal, regional, or extraregional).



SECTION III.
PRESENTATION 

1.
Learning Step/Activity 1.  Understand the organization the State uses to maintain internal security within the country.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:


13 min 


Media:



Instructor






Actual material






Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Chapter 5


Security Classification:

Unclassified 

NOTE: Show Slide 3 MINISTRY OF THE INTERIOR

Vice President Spiro T. Agnew’s quote appears in the prefatory note by P.M. Bergman to The Anarchist Cookbook by William Powell.  VP Agnew was not saying the U.S. is a police state, but was indicating that most people welcome the order and control that police provide for a nation.  However, by desiring some degree of control by the police, it can be the catalyst that helps a police state form.  The police state emerges when it is the police truncheon that keeps the regime in power rather than the will of the people.

The State has designed its Ministry of the Interior to be most effective in wielding the police truncheon and maintaining control within its borders. It will use its internal security forces to:

•Protect political centers and political leadership

•Protect and control information

•Protect key economic centers

•Protect military forces

In peacetime, all the forces shown above are subordinate to the Ministry of the Interior, and fall under the general label of “internal security forces,” headed by the Chief of Internal Security. Since these organizations maintain control inside the borders of the State, the loyalty of its members is critical.  Therefore, members of these forces are selected from segments of the population most loyal to the State government. 

Most of the internal security forces use military ranks, uniforms, and insignia similar to those of the other services of the State’s Armed Forces.

NOTE: Show Slide 4 SUPREME HIGH COMMAND AND SERVICE COMPONENTS

In wartime, some or all of these internal security forces may be re-subordinated to the Supreme High Command (SHC).  As shown on the slide, these forces become a sixth service component of the State’s Armed Forces.

When this occurs, the formal name Internal Security Forces applies to all forces re-subordinated from the Ministry of the Interior to the SHC, and the General Staff controls and supervises their activities.  Because of this relationship, volunteers or conscripts may meet their mandatory military obligation by serving in the internal security forces in peacetime or in war.

NOTE: Show Slide 5 THREATS

The primary imperative for the State is preservation of the regime against any or all threats, regardless of the enemy’s origin (internal, regional, or extraregional).

Internal security forces conduct activities against a variety of internal threats, such as criminals, political dissidents, and insurgents. 

Internal threats do not exist only in peacetime, but also continue and often intensify during war. For instance, a regional enemy sharing a common ethnic, religious, or cultural heritage with segments of the State’s population may incite or support anti-State activities by those groups. 

In war, the Internal Security Forces pick up additional missions that support the State in dealing with external threats, including military forces of the State’s regional neighbors and possible intervention by an extraregional force.

A true example of states crushing internal threats is the Soviet Union under Joseph Stalin.  The paraphrased Stalin quote exemplifies his attitude towards even potential resistance. “Under Lenin and Stalin, the Soviet government became the greatest mass-murderer in history. Lenin's collectivization and purges of 1921-1922 caused 4 million deaths. In 1932, Stalin ordered Ukraine starved to enforce collectivization and crush Ukrainian nationalism. At least 8 million Ukrainians were murdered. Others resorted to cannibalism. From 1917 to Stalin's death in 1953, the Soviet Union, worshipped by leftists around the world as the acme of human political accomplishment, shot, tortured, beat, froze or starved to death at least 40 million of its people.” 

Other Stalin quotes that show the extremes to which a leader with his internal security forces might resort to in order to subdue the people include:

 “A single death is a tragedy, a million deaths is a statistic.”
 "If you kill one man, you are a murderer, if you kill a thousand men, you 
 are a conqueror, if you kill everyone, you are God."

NOTE: Show Slide 7 THREATS (CONTINUED) (Slide 6 is hidden – instructor notes only)

Internal security forces are used by the state to aggressively suppress or crush any organized movement that may threaten its existence, regardless of whether the dissident actions are violent or peaceful.  The state will use any means it deems necessary to eliminate a threat, to include force….
NOTE: Show Slide 8 THREATS (CONTINUED)

…Government-controlled media either do not report the incidents or manage public perception to put the blame on the anti-government group.

An excellent example of this type media control is the Russian government’s control of information on the Chechen situation.

At the beginning of the current Chechen campaign, Russia realized that media control was necessary to avert both domestic and international criticism. On October 7, 1999, at the outset of Russia’s second Chechen war, the Russian government set up a cross-ministerial press center to provide the media with selected news about the campaign. A few days after the inauguration of the press center, Russian deputy security chief Vladimir Vasiley told a news conference: "It is clear that today a fight is going on over public opinion both inside the country and abroad, and that whoever gets to shape it, to direct it, is going to be winning in this process."

As reported by Crescent International, May 16-31, 2000, the press center sought to ensure that little reporting got through from the Chechen-controlled parts of the republic, and that few references were made to the horrors of war. It also sought to promote the message that the war against Chechenya is a surgical campaign — like the west’s alleged precision air strikes on Iraq and Serbia - that hits only "bandit and terrorist" bases and positions. Russian authorities used the center to portray the conflict as a string of clean and painless successes and victorious advances deep into Chechenya, with virtually no casualties. 

NOTE: Show Slide 9 IN THE 20TH CENTURY, ………….

There is no question that Internal Security Forces can be very oppressive to their own societies.  The statistics above show that the death toll from wars in the 20th century is only 40% of the reported deaths due to government oppression in only 8 countries.  

The information here comes from http://www.bigeye.com/062697.htm.   Even if the statistics on this website are inaccurate, the point is that a government can be quite brutal and murderous.  This must be kept in mind when considering the internal security forces of  “the State”.

(An interesting discussion concerning who is history’s bloodiest tyrant argues the placement of whether USSR, Germany, or China produced the worst tyrant. This discussion can be found at http://users.erols.com/mwhite28/tyrants.htm.)

NOTE: Show Slide 10 THREATS

Internal threats do not exist only in peacetime, but also continue and often intensify during war. There is always a concern that an enemy may share a common ethnic, religious, or cultural heritage with segments of the State’s population.  These close ties may result in anti-State activities by those groups.
During wartime, therefore, Internal Security Forces from the Ministry of the Interior become subordinate to the SHC, and the General Staff controls and supervises their activities. In war, the Internal Security Forces pick up additional missions that support the State in dealing with external elements. 

As noted above, the Kurds are an example of a State’s concern over a segment of its population. A largely Sunni Muslim people with their own language and culture, most Kurds live in the generally contiguous areas of Turkey, Iraq, Iran, Armenia and Syria.

After the Kurds supported Iran in the 1980-88 Iran-Iraq war, Saddam Hussein retaliated by destroying villages and employing chemical weapons on the peasants. The Kurds rebelled again after the Persian Gulf War only to be crushed again by Iraqi troops. 
NOTE: Show Slide 11 MINISTRY OF THE INTERIOR

Since not all the internal security forces may come under the Supreme High Command in wartime, our overview of these forces will focus first on the place where all of them can be found in peacetime: the Ministry of the Interior.

In a particular training environment, or in a real-world situation, the country in question may not have all the different types of internal security forces you see here. But what I present is a composite of the various types of forces that exist in real-world countries. Many nondemocratic countries would have most of these types, perhaps under slightly different names.  In any case, you need to know about all of them because you might encounter any of them in a given situation, either operating in conjunction with regular military forces, or independent of them.

The next few slides will review each one of these directorates in detail.

NOTE: Show Slide 12 THE KGB, ……….

The KGB during the Cold War was the most ominous example of a Police State organization, similar to the State’s Ministry of the Interior.
Although the official statute for the KGB was not published, the KGB's tasks were generally defined in official Soviet publications as encompassing four areas.  These included defense against foreign spies and agents, the exposure and investigation of political and economic crimes by citizens, the protection of state borders, and the protection of state secrets. The KGB was also responsible for a wide range of preventive tasks, which were designed to eliminate the causes of both political and ordinary crimes. In other words, the KGB was tasked with ferreting out potential threats to the state and preventing the development of unorthodox political and social attitudes among the population. 

NOTE: Show Slide 13 POLITICAL DIRECTORATE

As shown on this slide, there are 5 directorates under the Ministry of the Interior. The Political Directorate monitors the political activities of the populace. This directorate has a predominant role in defining, in general, who the State’s internal enemies are.  

Often the enemy would be defined as sections of the population, habitually defined by race, religion, or some other easily delineated category. The Political Directorate sends agents to infiltrate possible subversive groups to undermine groups’ cohesiveness or redirect their efforts in directions the regime can control.  The Political Directorate is quite knowledgeable not only about who opposes the policies of the State but also who has potential to oppose the State’s policies. Thus, the Political Directorate can be preemptive in establishing policies that suppress potential opponents before they have an opportunity to revolt or take other subversive action. 

Many times, suppressive policies will extend beyond just the State’s opponents, to include their families and even race.  This is because the Political Directorate hopes the elimination of its internal opponents does not leave behind a generation of avengers.   This was, in part, Nazi Germany’s justification for sending whole families and races (Jews, Gypsies, etc.) to concentration camps. 
Quelling even the potential of an uprising also seems to be a reason for Iraq’s continuing oppression of the Kurds and Shiite Muslims.  In fact, Saddam Hussein brags that (through his internal security forces) he knows what his opponents are thinking before they think it. 
A real-world example is the Political Security Directorate [Idarat al-Amn al-Siyasi] of Syria.  This directorate is responsible for detecting signs of organized political activity that run counter to the interests of the regime. Functions include surveillance of suspected political dissidents, as well as the activities of foreigners residing in the country and their interaction with locals. The PSD also monitors all print and audiovisual media within Syria. 

NOTE: Show Slide 15 INTELLIGENCE DIRECTORATE (Slide 14 is hidden – instructor notes only)

The Intelligence Directorate is responsible for neutralizing subversive and potentially subversive elements within the State as well as unsanctioned drug and criminal organizations.  It investigates and monitors these groups and infiltrates their ranks.   To some degree the functions of the Intelligence Directorate do overlap the functions of the Political Directorate, but the Intelligence Directorate does not make policy.  The Intelligence Directorate conducts its operations with a focus that is more short-term, more narrowly targeted, and more concentrated on gathering information.

The next few slides will examine the functions of the Intelligence Directorate.

NOTE: Show Slide 16 INTELLIGENCE DIRECTORATE (CONTINUED)

In dealing with subversive groups, the Intelligence Directorate collects information by eavesdropping on communications of the groups and their known leaders. The Directorate also employs an extensive human intelligence (HUMINT) network. 

In addition to organic subversive groups, the Intel Directorate monitors and collects information on foreign organizations operating within the State. This effort includes not only foreign spies, but also foreign-based corporations doing business in the State, as well as nongovernmental and private volunteer organizations (NGOs and PVOs) that government agents may infiltrate.  The State is constantly collecting information on such external organizations to determine how to deal with negative influences they may have on the populace, or how it can manipulate these organizations to support its own national security objectives.

An example of the impact of an Intelligence Directorate is Chile in the immediate aftermath of the 1973 coup. The National Intelligence Directorate (Dirección Nacional de Inteligencia--DINA), was formed, supposedly to coordinate the activities of the intelligence services of the army, navy, air force, Carabineros, and Investigations Police. However, from the beginning, DINA functioned as a secret police and engaged in the repression of dissidence within the state. It kept secret detention centers where torture of prisoners was a routine practice [all of these places of detention had been closed down by the time of the return to civilian government in 1990]. The worst human rights abuses occurred in the first four years of the junta, when thousands of civilians were murdered, jailed, tortured, brutalized, or exiled, especially those linked with the Popular Unity parties. The DINA secret police, which reported to Pinochet, kept dissidents living in fear of arrest, torture, murder, or "disappearance." 
NOTE: Show Slide 18 INTELLIGENCE DIRECTORATE (CONTINUED) (Slide 17 is hidden – instructor notes only)

In wartime, the Internal Security Forces continue to operate the Intel Directorate’s extensive HUMINT network within the State. During regional conflict, this HUMINT network is normally expanded into enemy territory. 

This network serves as the cornerstone of a reconnaissance, intelligence, surveillance, and target acquisition (RISTA) capability that the State hopes may also offset the technological advantages of an extraregional force.
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NOTE: Show Slide 19 STATE SECURITY DIRECTORATE

The State Security Directorate contains the largest and most capable elements of the internal security forces.

This directorate is responsible for preventing anti-government activities, investigating these activities, and prosecuting those guilty. During times of crisis and war, the directorate is also responsible for finding and neutralizing dissidents and spies. Consequently, its functions do somewhat overlap some of the functions of the Political or Intelligence Directorate.

Elements of the State Security Directorate are deployed throughout the State in support of their specific functions. Many of these elements are paramilitary units and are equipped for combat with equipment similar to the military. They include Border Guard Forces, National Security Forces, and Special-Purpose Forces. 

Together with the regular Armed Forces, these paramilitary forces help the State maintain control over its population, during both peace and wartime situations.

The next few slides will examine the 3 major subordinate elements of the State Security Directorate.

NOTE: Show Slide 20 STATE SECURITY DIRECTORATE – BORDER GUARD FORCES

As the title states, the primary mission of the Border Guard Forces is to patrol the State’s borders.  This includes both land and sea. In this capacity, they maintain security against unauthorized crossings into or out of the State. 

During war, they may be assigned to a military unit to guard a newly gained territory or to conduct actions against the enemy. 

Every country has an organization that performs the functions of guarding its borders.  The size of the force is not necessarily based solely on the size of the State. It is also dependent on the threat to the country’s borders.  Hungary’s Border Guards, for instance, answer to the Ministry of the Interior similar to our OPFOR guards. They number around 16,000 and protect 2,171kms of border, which is a little smaller than the state of Indiana.  

India, on the other hand, has a Border Security Force of 180,000 that protects borders of 14,103kms.  Per kilometer, India has nearly twice as many personnel in the border guard forces.  However, one third of these personnel are deployed to Jammu and Kashmir due to the conflict with Pakistan.

NOTE: Show Slide 21 STATE SECURITY DIRECTORATE – BORDER GUARD FORCES (CONTINUED)

Border Guard units consist of a professional cadre of officers and noncommissioned officers (NCOs) supplemented by conscripts and civilian auxiliaries. Although not well armed, the auxiliaries serve primarily as the eyes and ears of the units they support.

NOTE: Show Slide 22 STATE SECURITY DIRECTORATE – BORDER GUARD FORCES (CONTINUED)

This slide shows the overall organization of Border Guard Forces. Similar to a normal military organization, the intelligence unit collates information, conducts analysis, and coordinates information collection for the entire border guard force. 

The training unit is responsible for all training from the individual to force level. 

Aviation and naval support units provide necessary equipment and personnel to the border brigades to enable them to complete their assigned missions.

NOTE: Show Slide 23 STATE SECURITY DIRECTORATE – BORDER GUARD FORCES – BORDER BRIGADE

As shown on the organization chart, the border brigade is the primary organizational component of the Border Guard Forces. Each brigade is assigned a portion of the State’s border as its AOR. Since each area is different, it is organized and equipped according to the size and requirements of its assigned sector. 

Although most of the battalions are organized with relatively light weapons, one or more of the brigade’s border battalions might be heavy weapons battalions. The companies of a heavy weapons battalion could have a variety of weapon systems, including armored and riot control vehicles, light artillery (122-mm and lower), and crew-served weapons. 

A brigade securing a portion of the coastal border would include a naval element with patrol boats and coastal surveillance radars.

NOTE: Show Slide 24 STATE SECURITY DIRECTORATE – BORDER GUARD FORCES – BORDER BATTALION

Tracking conventional military organizations, the border battalion is the basic unit of the brigade. Since this level deals with true operational missions and are closer to the populace, Intelligence specialists within the battalion receive additional training in HUMINT activities. The heavy weapons companies resemble those in heavy weapons battalions at the brigade level, but are less likely to include artillery.

The border companies consist of border post teams and mobile security teams. Members of both types of teams receive basic weapons and intelligence-collection training. They are equipped with small arms, dogs, and mines. 

Border companies conduct static and mobile operations.  The border post teams usually establish stationary checkpoints or border control posts. On the other hand, mobile security teams conduct patrols on foot, on motorcycle, or in vehicles. They may also have armed helicopters or light observation aircraft from the parent brigade.

The mobile security team includes intelligence and weapons specialists, medics, and engineers. These mobile teams are capable of conducting small-scale raids and ambushes.

NOTE: Show Slide 25 STATE SECURITY DIRECTORATE – SPECIAL BORDER BATTALION

The Border Guard Forces may also have one or more independent special border battalions. These units consist of elite paramilitary forces of airborne-qualified personnel trained in counterterrorism and commando tactics. 

These forces are held in reserve at the national level for rapid deployment into crisis areas on or near the State’s borders. While organized administratively into battalions and companies, the special border forces normally are task organized for specific missions and are deployed in small teams or detachments.

NOTE: Show Slide 26 CASE STUDY

 The Soviet Union’s Border Troops were organized under the KGB's unnumbered Border Troops Directorate.  The Border Troops strength was estimated in 1989 to be in the range of 230,000 men, down from an estimated 300,000 personnel in the early 1970s. Although under the operational authority of the KGB, the Border Troops were conscripted as part of the biannual call-up of the Ministry of Defense, and their induction and discharge were regulated by the 1967 Law on Universal Military Service, which covered all armed forces of the Soviet Union. 

Their duties included repulsing armed incursions into Soviet territory; preventing illegal crossings of the border or the transport of weapons, explosives, contraband, or subversive literature across the border; monitoring the observance of established procedures at border crossing points; monitoring the observance by Soviet and foreign ships of navigation procedures in Soviet territorial waters; and assisting state agencies in the preservation of natural resources and the protection of the environment from pollution. Border guards were authorized to examine documents and possessions of persons crossing the borders and to confiscate articles; to conduct inquiries in cases of violations of the state border; and to take such actions as arrest, search, and interrogation of individuals suspected of border violations. 

The Border Troops Directorate administered approximately nine border districts, which covered the nearly 63,000 kilometers of the state border. Border district boundaries were distinct from civil or military district boundaries. The nine border districts were subdivided into detachments, covering specific sections of the border, border command posts, passport control points, and border outposts. 

The border area was divided into a border zone, which included the territory of the district and settlements adjacent to the state border, and the border strip, which was approximately two kilometers in depth, running directly along the border. Only permanent residents or those who had obtained special permission from the MVD could enter the border zone. Entry into the border strip was forbidden without special permission from the Border Troops. 

Soviet sources repeatedly stressed that a border guard was not only a soldier but also a defender of Soviet ideology. His mission entailed sensitive political tasks, such as detecting subversive literature, and shooting citizens attempting to escape across the border. 

To ensure a high level of discipline among personnel of the Border Troops, much attention was devoted to political training and indoctrination. For this purpose, a network of political organs, the Political Directorate of the Border Troops, was established within the Border Troops. It had political departments within all the border districts, detachments, and education institutions, and a network of full-time party political officers worked among all troop units. They conducted political study groups, gave propaganda lectures, and worked to increase the level of combat effectiveness among the troops. 

NOTE: Show Slide 28 “FROM STETTIN IN THE BALTIC……….. (Slide 27 is hidden – instructor notes only)

On its boundaries with Western Europe, the Soviet Union created a buffer zone of satellite states at the end of WWII. “From Stettin in the Baltic to Trieste in the Adriatic an iron curtain has descended across the Continent.” Winston S. Churchill, March 5, 1946.  East Germany created a highly elaborate border security, ostentatiously to repel a NATO invasion.  

However, in symbolic Berlin, the purpose of the Berlin Wall was obviously to halt the flood of defectors seeking a better life. The East German border guards had standing orders (Defense Ministry Order 101) to shoot would-be defectors; the white crosses in the bottom right picture attests to their aim. If border guards did miss their escapee target, they were demoted and lost all honors. Over a thousand people died in escape attempts. The situation was clearly a bad one for border guards, though, as 3,000 of them escaped to West Germany over almost four decades.

NOTE: Show Slide 29 STATE SECURITY DIRECTORATE – NATIONAL SECURITY FORCES

The second major organization under the State Security Directorate is the National Security Forces.  The mission of the National Security Forces is to maintain the security of the State from subversive elements within its borders and from crimes against the government. 

This organization is responsible for preventing and investigating anti-government activities, locating and neutralizing dissidents and spies, and collecting information on foreign organizations operating within the State’s sphere of influence.  A major task is to accomplish all of this while maintaining public order. 

Once again, we see some duplication of functions that might be performed by other types of internal security forces. This organization conducts liaison with other internal security forces and with other services of the State’s Armed Forces and may combine with them to conduct certain actions.

An excellent real-world example of these type forces is Somalia.  After Siad Barre seized power, the Soviet KGB helped Somalia form the National Security Service.  They were responsible for conducting domestic surveillance and had the power to arrest.  As the number of insurgent movements increased in the late 1980’s, the NSS increased activity against dissidents, rebel sympathizers, and other government opponents.

NOTE: Show Slide 30 STATE SECURITY DIRECTORATE – NATIONAL SECURITY FORCES (CONTINUED)

During war, the regime has little tolerance for any real or perceived threats against its government. The National Security Forces will deal severely with any nonconformists or dissidents. To eliminate any support for the dissidents amongst the local populace, the government-controlled media will blame any problems on the anti-government organizations.

During such crises, the mission of the National Security Forces intensifies as possible insurgent forces may increase their efforts to overthrow the government. The State will also use these forces against regional or extraregional enemies that invade the State.   

The banner artist did not sign his work, understandably because of possible governmental reprisal for displaying the banner in Peking.  Therefore, the copyright owner is unknown. 

NOTE: Show Slide 31 STATE SECURITY DIRECTORATE – NATIONAL SECURITY FORCES (CONTINUED)

Since the National Security Forces must deal with their own people, these forces must be composed of very dedicated, highly indoctrinated, and loyal personnel. In order to infiltrate organizations and gather intelligence, some of these personnel operate as covert agents. 

Except for these agents, most personnel have military ranks and have had military training. Personnel are trained to use electronic surveillance equipment and interrogate prisoners. 

Due to their training, some units or members could be used to augment the Armed Forces in an emergency, particularly in intelligence-related duties.

NOTE: Show Slide 32 STATE SECURITY DIRECTORATE – NATIONAL SECURITY FORCES (CONTINUED)

This slide shows the overall organization of the National Security Forces.

The intelligence unit controls a network of covert agents to monitor and infiltrate anti-government groups.  These agents also work with the various levels of police throughout the State.

The training unit is responsible for training both agents and the paramilitary forces that make up the security brigades.

NOTE: Show Slide 33 NATIONAL SECURITY FORCES – SECURITY BRIGADE

The security brigades are organized along military lines and equipped with light weapons and sometimes heavy weapons and armored vehicles. Thus, they are capable of suppressing or crushing any expected internal threat. 

A security brigade may also be assigned to a military unit during war. An operational command of the armed forces may include one or more security brigades to augment its military capability. This type of brigade not only increases the military combat power, but also offers a very effective and experienced force for controlling the civilian population in an AOR.

NOTE: Show Slide 34 NATIONAL SECURITY FORCES – SECURITY BRIGADE – INTELLIGENCE SECTION

Within the security brigade organization, the intelligence section plays an important role.

The intelligence operations and collection subsection deploys HUMINT agents and employs informants to collect information.

The intelligence production subsection conducts analysis and produces intelligence products. These products may be used in its information campaign (propaganda) or deception activities.

The intelligence section employs a variety of communications means to link it with the rest of the brigade and with intelligence elements both higher and lower in the chain of command.

NOTE: Show Slide 35 NATIONAL SECURITY FORCES – SECURITY BATTALION

As you can see, the security battalion is very similar in structure to the brigade.  It has intelligence and public affairs elements similar to those at brigade level, but normally smaller. The subordinate security companies and platoons are comparable to infantry units in the regular Armed Forces and can be used to augment these forces when necessary.

Although there are subordinate companies within the battalion, units below battalion level usually operate as small teams or detachments when performing their primary internal security role.

Most personnel in a security battalion are equipped with small arms. There is a heavy weapons company in a security battalion, which is similar to those found in the Border Guard Forces or in infantry battalions of the regular Army.

NOTE: Show Slide 36 STATE SECURITY DIRECTORATE – NATIONAL SECURITY FORCES

National Security Forces are stationed throughout the State to guard important government and industrial installations. Their actual numbers in a given area are based on the importance of the installations and the attitude of the populace towards the government. These forces also possess the transport capabilities to quickly redeploy and assemble forces anywhere within the State in a crisis situation.

In wartime, the National Security Forces would continue to be responsible for finding and neutralizing dissidents and spies. However, they probably also would be charged with guarding, transporting, and interrogating prisoners of war (POWs). 

They may also be used to evacuate areas threatened by enemy occupation, provide security for shipments of strategic materials or for military convoys, or provide protection for VIPs.

NOTE: Show Slide 37 STATE SECURITY DIRECTORATE – SPECIAL- PURPOSE FORCES
In addition to the Border Guard Forces and the National Security Forces, the Ministry of the Interior has its own Special-Purpose Forces (SPF). These are highly trained and well equipped commando-type forces that typically operate in small SPF teams.

NOTE: Show Slide 38 STATE SECURITY DIRECTORATE – SPECIAL-PURPOSE FORCES (CONTINUED)

Although organized in Special-Purpose Forces (SPF) Battalions, these elite forces are intended for employment in small teams. These SPF teams have the capability to operate separately, or they may be task organized into detachments if the mission requires a larger force. 

The SPF team includes a team leader, commando elements, and at least one sniper element. 

All members receive training in a variety of skills, such as parachuting, scuba diving, demolitions, weaponry, urban combat, and hand-to-hand and close-quarters combat.

Picture is of a Special-Purpose Spetznaz type soldier of the former Soviet Republic Kazakhstan.

NOTE: Show Slide 39 STATE SECURITY DIRECTORATE – SPECIAL-PURPOSE FORCES (CONTINUED)

These Special-Purpose Forces are multifaceted.  For functions internal to the State, these forces are primarily used for VIP security, hostage rescue, Counter-drug, counterinsurgency, and counterterrorist activities.

With their advanced training and state-of-the-art equipment, they also have the capability to conduct direct action attacks, such as sabotage in the enemy’s rear area. They also have the capability to infiltrate and disrupt enemy organizations, to include political, social, religious, and military type organizations.

NOTE: Show Slide 40 STATE SECURITY DIRECTORATE – SPECIAL-PURPOSE FORCES (CONTINUED)

The State Security Directorate maintains its SPF units as a strategic reserve for emergency use in any part of the State or even outside State borders. 

In preparation for war, the State will use the SPF to degrade the enemy’s capabilities. For a regional opponent, that may include the formation and training of an insurgent force. In wartime, the SHC may use them to secure occupied territory or to operate as combat troops in conjunction with other services of the Armed Forces.

In the event of intervention by an extraregional power, the State might focus its SPF teams to conduct missions in the new enemy’s staging areas or even on his home territory. Initial targets would be aimed at preventing or disrupting the enemy’s ability to deploy, while later targets might include his military support infrastructure and his civilian populace.   
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.

3.
Learning Step/Activity 3.  Understand the security forces included under the General Police Directorate.

Method of Instruction: 

Conference / Discussion


Instructor-to-student Ratio: 

1: class


Time of Instruction: 

5 min 


Media:



Instructor






Actual material






Overhead Projector and Slides; or Computer and CD

 
References:

FM 7-100.3, Chapter 5


Security Classification:

Unclassified

NOTE: Show Slide 41 GENERAL POLICE DIRECTORATE

Now let’s shift from the State Security Directorate and look at the General Police Directorate.  This organization has responsibility for national, district, and local police.

NOTE: Show Slide 42 GENERAL POLICE DIRECTORATE – POLICE FUNCTIONS

In peacetime, police forces primarily serve two functions: maintaining law and order and enforcing regulations.

As in most countries, maintenance of law and order includes protection of life and property, prevention and detection of crimes, apprehension and prosecution of criminal offenders, and traffic and crowd control. 

They also provide regulatory functions, such as issuance of licenses and permits, currency protection, immigration control, trade supervision, prison management, enforcement of ordinances, monitoring of elections, inspection of facilities, and enforcement of religious law and/or custom. 

Many of these duties involve bureaucratic processes that lend themselves to inefficiency, graft, and corruption.

As the statement by Dr. Best shows, though, the fact that you may be dealing with the police does not necessarily mean that these forces are honest and truly support the population of the country.  In a true police state, the police carry out the policies of the government and consider this to be “legal”.  Many times, though, these forces are corrupt and are really violating what would be considered international legal standards.

NOTE: Show Slide 43 GENERAL POLICE DIRECTORATE – POLICE ORGANIZATIONS

The various types of police organizations cover the spectrum from National level down to local level.  These different levels of police establishments are all loosely organized under the General Police Directorate. The directorate has more direct control over the National Police, whereas below the national level, the organizations are influenced more by their local authorities.

The names of the various levels reflect their areas of responsibility.  National Police establishments have nationwide jurisdiction, while district and local police are primarily responsible for the maintenance of law and order in a given geographical area. 

Their responsibilities, rather than their organizational structures or names, distinguish them from each other. The level of organization is commensurate with the level of influence.

NOTE: Show Slide 44 GENERAL POLICE DIRECTORATE – NATIONAL POLICE

 A National Police force is larger and more capable than a district or local police force and includes two types of units that are of special interest.

The National Police include a Tactical Directorate with paramilitary tactical units that may be equipped with armored scout cars, APCs, man-portable antitank and air defense weapons, and light helicopters. These uniformed forces may represent the equivalent of an infantry organization in the regular Armed Forces.

The National Police may also include special police units that are equipped for combat. They may be under the Intelligence Department and/or the Operations and Investigations Department.  The next slide will address these forces in more detail.
NOTE: Show Slide 45 GENERAL POLICE DIRECTORATE – SPECIAL POLICE

As part of their organizational structures, each national and district police force may have “special police” elements, which are elite paramilitary units. 

Although originally intended for countering large-scale civil disturbances and terrorists, these units are actually equipped and trained for SPF-type roles. Thus, they can conduct direct action attacks or collect foreign and internal intelligence. They typically operate in small teams, similar to those of the SPF under the State Security Directorate. 

They are trained in the operation of a variety of light weapons used by the Armed Forces and could be expected to supplement the Armed Forces in a crisis situation. 

In the National Police, the preponderance of these units may be organized into a special police battalion, which because of its elite status, may report directly to the Ministry of the Interior in peacetime or to the Supreme High Command in wartime. Its missions may include protection of high-level government officials.
NOTE: Show Slide 46 GENERAL POLICE DIRECTORATE – SPECIAL POLICE (CONTINUED)

Special police may assume responsibility for crushing organized groups of dissidents and for domestic counterintelligence. They may also act as SWAT teams—to capture escaped convicts, seize weapons in public places, and crack down on public disturbances.

Because some special police units are equipped with heavy weapons and armored vehicles, they can provide combat potential to conduct defensive operations if required. Among national and district police organizations, the special police are the forces that most resemble regular armed forces in their organization, equipment, training, and missions.

NOTE: Show Slide 47 GENERAL POLICE DIRECTORATE – DISTRICT POLICE

Politically, the State is divided into districts. District police typically answer to the district governor or governing body. The size and composition of a district police force depends on the geographical area, population size, and economic conditions within each specific district. Large districts may be subdivided into sub-districts with their own police forces.

Note that, at the district level, the intelligence department may have a small special police unit. This example shows a single team of 9-13 men (the same size as an SPF team under the State Security Directorate).

NOTE: Show Slide 48 GENERAL POLICE DIRECTORATE – LOCAL POLICE

The local governments control their respective local police forces, which provide a full range of police services to cities and towns. The size of a police force varies greatly depending on the geographical area, population size, and economic conditions within the specific locale.

A remote village may employ one police officer, with austere equipment, who performs all law enforcement activities on a part-time, paid, or volunteer basis. Conversely, a major city may have a large, well-equipped police establishment, with substantial transportation, weapons, communications, and investigative capabilities.
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NOTE: Show Slide 49 CIVIL DEFENSE DIRECTORATE

The last directorate under the Ministry of the Interior is the Civil Defense Directorate.  Forces under the control of the Civil Defense Directorate include a variety of units, both paramilitary and nonmilitary. 

The Directorate divides geographic areas of responsibility of Civil Defense units along lines that generally correspond to political boundaries of districts and sub-districts within the State. 

The Civil Defense units are responsible for protecting the population and economic centers against the effects of all types of natural disaster and warfare.

NOTE: Show Slide 50 CIVIL DEFENSE DIRECTORATE – CIVIL DEFENSE UNITS

While civilians make up the majority of Civil Defense cadre, members of paramilitary units actually hold military ranks. These paramilitary units are responsible for the protection and defense of the area or installation where they are located.

There are several types of nonmilitary units, which are grouped according to their functions, including civil engineering, salvaging and repairing damaged installations, and maintaining production of key industries.

Both the paramilitary and nonmilitary units cooperate closely with the National Police and other internal security forces.

This 13 June 1996 photo from Defense Visual Information Center shows a cleanup crew removing debris from what was a restaurant on "The Boulevard" in Mostar, Bosnia Herzegovina. This place was a major battle   line during the recent civil war. 
NOTE: Show Slide 51 CIVIL DEFENSE DIRECTORATE – CIVIL DEFENSE MISSIONS

In peacetime, normal missions include emergency engineering, rescue, and similar disaster relief functions. Civil engineering programs provide for the construction, operation, and maintenance of roads and facilities.

During wartime, civil defense units focus on identifying and repairing battle-damaged facilities and structures (including roads, bridges, airfields, and depots) and on minimizing or reducing the impact of enemy strikes on the overall infrastructure. 

Civil Defense units sometimes protect important military, political, or economic centers against sabotage by internal or external threats and could also perform other support area security missions. Civil engineering units also can supplement the combat engineers of the Armed Forces to help support military operations.
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NOTE: Show Slide 52 OPERATIONS AND TACTICS

Now that we’ve looked at the various organizations under the Ministry of the Interior, let’s examine the various operations and tactics these units will utilize in accomplishing their missions.

As mentioned during this lesson, there is some overlap of responsibilities for the various Internal Security Forces.  All types of internal security forces might conduct the kinds of activities listed here, but to differing levels: border security, counterinsurgency, counterespionage, reconnaissance and surveillance, security operations, population control, and civic action.

NOTE: Show Slide 53 OPERATIONS AND TACTICS (CONTINUED) 

Some internal security forces are trained to conduct counterterrorist activities, hostage-rescue actions, and VIP protection functions. The skills required to conduct these activities can be adapted to conduct direct actions, such as raids, ambushes, and terror tactics. 

Many of these tactics and techniques are applicable to more than one activity. An ambush, for example, may be used in border security or counterinsurgency activities.

NOTE: Show Slide 54 OPERATIONS AND TACTICS (CONTINUED)

Internal security forces may conduct patrols to provide security, collect information, or influence the population in a positive way. They use patrols to conduct reconnaissance and surveillance in areas not observable from observation posts (OPs).

All types of internal security forces commonly use observation posts for surveillance of the enemy or terrain. The element that occupies the OP should be capable of responding with appropriate force.

With equipment designed for dealing with the populace and their expertise in doing so, Police and Border Guard Forces are more likely than other internal security forces to establish checkpoints. Their purpose can be to control movement of unauthorized personnel or contraband, to collect information, or to control the population.

Population control measures limit travel within a controlled area and provide a means to monitor the movement of certain individuals and groups.

NOTE: Show Slide 55 OPERATIONS AND TACTICS (CONTINUED)

Some internal security forces with organization and equipment similar to infantry units can execute small unit tactics typical of such forces. They can also use the general tactics used by other types of paramilitary forces.

The Special-Purpose Forces under the State Security Directorate can perform reconnaissance and direct action missions similar to SPF units of the regular armed forces. Special border units and special police may also undertake such missions, especially in areas where SPF units are not available.

NOTE: Show Slide 56 OPERATIONS AND TACTICS – HISTORICAL EXAMPLE

Himmler, in his role as both SS leader and ‘police chief’, ran a police state of terrifying efficiency.  His police operations and tactics were so effective in coercing the cooperation of the German people despite the relative small numbers within the police organizations, that he succeeded in maintaining German loyalty to the Reich (regime) to the bitter end.  It was the German people, intoxicated by heady Nazi propaganda that, at worst, actively provided the Gestapo with willing informants, and at best, merely ignored the Gestapo’s atrocities. 

Several versions of the above paraphrased quote by Pastor Martin Niemoller exist, some including homosexuals or other minorities undesirable to the Reich, some changing the order in which the Gestapo came for the minorities.  It is interesting to note that at first Niemoller supported the Nazis and upheld Hitler as a patriot.   This illustrates how the Nazis, by insuring cooperation or at least a lack of resistance from the German people, were able to isolate their victims even from the support of fellow (future) victims.   In such an environment, Gestapo operations and tactics to round up any potential resistance and place dissents in concentration camps, was easily effective.

NOTE: Show Slide 57 INTERNAL SECURITY FORCES – COMMAND AND CONTROL

Command and control of internal security forces may be either centralized or decentralized. 

For routine actions, internal security forces follow established or standard operating procedures. Other actions, such as a small-scale ambush, may require additional procedures and guidance. 

If more than one type of internal security force is involved in an operation, the individual organizations may agree to form an interagency headquarters as a temporary control organization. 

In wartime, units of the Internal Security Forces might be allocated to the task organization of an operational- or tactical-level military command that is capable of controlling joint and/or interagency forces.

NOTE: Show Slide 58 OPERATIONAL STRATEGIC COMMAND – EXAMPLE

Let's look at some examples of how internal security forces can be task organized with the regular armed forces. 

The operational-strategic command (OSC) in this example was formed specifically for counterinsurgency operations. Thus, it might have a battalion or an entire brigade from the Internal Security Forces allocated to it. This brigade would most likely come from the National Security Forces, which are specially trained for counterinsurgency.

NOTE: Show Slide 59 DIVISION TACTICAL GROUP – EXAMPLE

The division tactical group (DTG) in this example has been allocated a battalion from the Internal Security Forces. This could be a border battalion or a security battalion from the National Security Forces that is equipped to fight as an additional infantry-type force.

If the infantry division that forms the core of this DTG succeeds in seizing territory in a neighboring country, the internal security battalion could be given the mission of controlling the local population.

NOTE: Show Slide 60 BRIGADE TACTICAL GROUP – EXAMPLE

This particular brigade tactical group (BTG) task organization could also be well suited for consolidating gains in occupied territory. It has a battalion from the Internal Security Forces, along with a psychological warfare platoon to help it control the local population.

NOTE: Show Slide 61 LIAISON TEAMS

In such a command relationship, or when they share a common area of responsibility (AOR) with such an organization, units of the Internal Security Forces send liaison teams to represent them in the military organization’s staff. Within such a staff, the liaison teams primarily coordinate with and advise the chief of force protection and the chief of population management. 

If the Internal Security Forces involved include SPF or special border or special police units with an SPF-type mission, liaison teams would also coordinate with the chief of special-purpose operations.
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.

SECTION IV.
SUMMARY



Method of Instruction: Conference/Discussion



Instructor-to-student Ratio is: 1: class



Time of Instruction:  5 min  



Media:  
Instructor




Overhead Projector and Slides; or Computer and CD

	Check on Learning
	Conduct a check on learning and summarize the lesson.

	Review/ Summarize Lesson
	NOTE: Show Slide 62 INTERNAL SECURITY FORCES – SUMMARY

In this class, we have covered the organization, functions, and tactics of various types of internal security forces that belong to the Ministry of the Interior in peacetime and may become subordinate to the Supreme High Command in wartime.  They include—

The Political Directorate;

The Intelligence Directorate;

The State Security Directorate with its


Border Guard Forces,


National Security Forces, and 


Special-Purpose Forces;

The General Police Directorate with its


National Police,


District and local police, and 


Special police forces; and

The Civil Defense Directorate with its


Paramilitary and 


Nonmilitary forces.

NOTE: Show Slide 63 INTERNAL SECURITY FORCES – SUMMARY (CONTINUED)

These internal security forces can operate within their own spheres or in conjunction with one another, or in concert with regular military forces.

In a given operational environment, it is unlikely that you will encounter all these types of internal security forces, but you might have to deal with any of them or a combination of them.



SECTION V.
STUDENT EVALUATION

	Testing Requirements
	NOTE: Describe how the student must demonstrate accomplishment of the TLO. Refer student to the Student Evaluation Plan.

	 
	N/A.  Testing is not conducted for Awareness Training.

	Feedback Requirements
	NOTE: Feedback is essential to effective learning.  Schedule and provide feedback on the evaluation and any information to help answer students' questions about the test.  Provide remedial training as needed.
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SECTION II.
INTRODUCTION

Method of Instruction:  Conference/Discussion
Instructor-to-student Ratio is:  1: class
Time of Instruction:   5 min
Media:  Instructor

             Overhead Projector and Slides; or Computer and CD

	Motivator


	NOTE: Show Slide 1 TRADOC DCSINT 

As stated in FM 1, The Army, “The primary functions of The Army, as outlined in Department of Defense Directive 5100.1, are to organize, equip, and train forces for the conduct of prompt and sustained combat operations on land. Accordingly, The Army must possess the capability to defeat enemy land forces and to seize, occupy, and defend land areas.” In order to carry out these functions, the U.S. Army conducts the majority of its training in preparation for operations against conventional military forces.  However, history has shown that in addition to conventional military threats, our country often faces a threat from both paramilitary and nonmilitary organizations. 

The FM 7-100 series of manuals provides the Army with an OPFOR framework and doctrine that can be used to conduct training.  FM 7-100.3, Paramilitary and Nonmilitary Organizations and Tactics is the manual in this series that specifically addresses paramilitary and nonmilitary organizations.
The TSP contains copyright material and may not be further reproduced without permission of the copyright holder.


	Terminal Learning Objective
	Note: Inform the students of the following terminal learning objective requirements.

At the completion of this lesson, you [the student] will:

	
	ACTION:
	Demonstrate a knowledge of the organizational structure of criminal and drug organizations.

	
	CONDITION:
	Given a classroom environment.



	
	STANDARD:
	Understood the structure of criminal and drug organizations as documented in FM 7-100.3.

	
	

	Safety Requirements
	None



	Risk Assessment Level
	Low

NOTE:
Obtain commandant approval of any training that receives a high-risk assessment level.

	Environmental Considerations
	It is the responsibility of all soldiers and DA civilians to protect the environment from damage.  There are no environmental considerations with this lesson. 

	Evaluation
	This is awareness training.  There is no student evaluation associated with this lesson.

	Instructional Lead-In
	NOTE:  Show Slide 2 CHAPTER 6 – DRUG AND CRIMINAL ORGANIZATIONS

Drug and criminal organizations permeate the world as we know it today. These organizations exist in both times of war and peace, and operate totally in their own self-interest.  Their principal goal is to flourish and expand in order to make money.
This chapter will focus on the organization and activities of large-scale drug and criminal organizations. These type organizations are normally independent of nation-state control and often extend beyond national boundaries to operate regionally or worldwide.  Whereas individual drug dealers and criminals or small-scale organizations do not have the capability to adversely affect legitimate political, military, and judicial organizations; the large-scale organizations do have this capability.


One of either two movies can serve as a primer (concrete experience) to introduce this chapter.  The 2001 movie Blow (based on a true story) chronicles the rise and fall of George Jung (played by Johnny Depp) who became the largest importer of Colombian cocaine to the U.S..   The opening scene tracks the cocaine trade from its cultivation in a farmer’s field to its refinement in a hidden laboratory to transport via small airplane to shipment arrival and testing by the distribution cell led by George Jung.  This 3:25 long scene is also appropriate before or after the cultivation / laboratory cell, transportation cell, distribution cell PowerPoint slides. A DVD extra is Lost Paradise: Cocaine's Impact on Colombia, a Spanish documentary with English subtitles, with gritty news clips showing narco-terrorism operations in progress.

The other appropriate movie is the 2000 winner of four academy awards, Traffic, starring Michael Douglas, Benicio DelToro,Dennis Quaid, Catherine Zeta-Jones and Don Cheadle.  Traffic presents a gritty depiction of interrelated stories involving the North American Drug Trade.   Applicable scenes on the DVD include 10.  Robert at a Georgetown party where various politicians try to summarize America’s drug problem and 55. Helena makes a deal with Juan Obregon where the wife of an American drug importer explains her plan to smuggle odorless, high impact, pressure molded cocaine disguised as dolls.



SECTION III.
PRESENTATION 

1.
Learning Step/Activity 1.  Understand the organizational structure of criminal and drug organizations.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

25 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD

 
References:

FM 7-100.3, Chapter 6


Security Classification:

Unclassified

NOTE: Show Slide 4 SIMILARITIES (Slide 3 is hidden – instructor notes only)
Drug and criminal organizations have many similarities in terms of capabilities and structures.

First, there is the profit motive. Both organize like businesses, have compartmented cells, and can operate legally (through front companies) as well as illegally. 

Both organizations may employ terror tactics and unconventional military methods to achieve their goals. They may have the best technology, equipment, and weapons available, simply because they have the money to buy them.

Both organizations may also have enormous influence within a country or an area. In some cases, the power exerted may be greater than that of recognized government institutions.

NOTE: Show Slide 5 MOTIVATION

The primary motivation of these drug and criminal organizations is financial profit. For most of them, the money is an end in itself. Some of these criminal organizations have a business mindset and instead of paying out the profits as dividends to its members, they reinvest their profits back into their organizations to stimulate growth.  For example, they could spend their profits to acquire state-of-the-art technology, equipment, and weapons to enhance the efficiency and effectiveness of their security and operations. Likewise, criminal organizations could use the extra funds to improve their relationships with government officials via bribery.   The profits can also allow these organizations to expand their activities into new areas and peddle their illegal vices (drugs, prostitution, gambling, etc.) to the new customers they find there. 

However, there are other groups that conduct drug trafficking or other illegal actions specifically as a means to finance political, terrorist, or other paramilitary activities.
NOTE: Show Slide 6 THREATS

These drug and criminal organizations have many enemies.  Normally, these organizations are political, military, legal, or judicial institutions that impede their actions and interfere with their ability to maximize profits.

To a lesser degree, they may be concerned about other drug and criminal organizations that may become competitors.

NOTE: Show Slide 7 ORGANIZATION – CRIMINAL ORGANIZATIONS

Before getting into drug organizations, let’s take a quick look at what makes a large-scale criminal organization different from individual criminals or small criminal organizations.

While money motivates both entities, criminal organizations develop a strategy and long-term plan.  Their objective is to grow and increase their sphere of influence.  On the other hand, criminals are normally opportunists.

Because of its size, a criminal organization has a distinct hierarchy, while criminals operate outside a formal organizational structure.

A criminal organization can adversely affect legitimate government institutions through its financial transactions or criminal activities. For example, it may bribe politicians or police to take actions favorable to the organization. On the other hand, a criminal does not have the power to influence entire legitimate institutions. He may be a nuisance to local law enforcement personnel, but he is not capable of bribing on a grand scale. Similarly, he cannot cause a financial crisis within a country like a criminal organization can.

NOTE: Show Slide 8 ORGANIZATION – PARALLEL INDUSTRIES

Drug or criminal or terrorist organizations can be parallel “industries” that interact synergistically. All three rely on transnational infrastructures that extend largely underground and can be shared to achieve mutual benefits. 

For the criminal or terrorist, drug trafficking provides the large amount of cash required to purchase weapons and finance other actions. The drug trafficker uses sophisticated methods (including criminal action or terror tactics) to ensure he maintains his sources of supply, and the discipline and integrity of his organization. 

Whether the motivation is profit or ideology, or a combination of both, the end product is social disruption through violence that knows no national borders and that functions outside the norms of international diplomacy and war. In this way, their modes of operation may converge.

NOTE: Show Slide 9 ORGANIZATION – NARCO-TERRORISTS

One possible combination of these elements is narco-terrorism. These type organizations may employ some of the same techniques used by terrorist or criminal groups, but they are conducted to further the aims of drug traffickers.

Actions conducted by narco-terrorists may include assassinations, extortion, hijackings, bombings, and kidnappings. Most of these actions are directed against judges, prosecutors, elected officials, or law enforcement agents that interfere with the drug business. However, some actions are often directed at the general disruption of a legitimate government in order to divert attention from their own drug activities.

Narco-terrorists may also prey upon individuals within the drug culture, to discourage competitors or to keep their own subordinates in line.

NOTE: Show Slide 10 ORGANIZATION STRUCTURE

Drug and criminal organizations have structures that are very similar to that of a vertically-integrated business.  Normally, there is a leader or team of leaders who direct the group’s actions. As in any business, the leaders are managers who attempt to cut costs and maximize profits. 

Many of these organizations have a cellular structure with each level or cell operating independently. Although this is not a mandatory requirement, it does provide a measure of security for the organization as a whole.

The cells are normally organized based on specific functions, such as production, transportation, or money laundering. As stated earlier, this cellular structure inherently offers increased security. Since most cells are not familiar with the organization’s entire operation, one cell can be compromised without compromising the others.

NOTE: Show Slide 11 DRUG ORGANIZATIONS

This slide depicts the general functions of a vertically-integrated drug organization.

Each level or cell is a separate entity, operating independently. However, it is dependent on the other cells to provide the appropriate support. For example, money laundering cannot take place until the distribution cell provides the money it collects from its own activities. 

This organizational structure is typical, and the sizes for the functions shown here are relative to the actual size of the groups within the organization.

NOTE: Show Slide 12 DRUG ORGANIZATIONS (CONTINUED)

While not all drug organizations have a cellular structure or employ all of these cells, the organization will normally execute these same functions. 

The size of a drug organization determines the existence of different types of cells and the number of each. A large organization may employ many cells with more than one of each type. If it is a large drug cartel, for instance, there may be several cultivation cells dedicated to providing the raw material to the labs in order to produce drugs for distribution. 

On the other hand, if the group is small, there will be fewer cells, and some cells may be multifunctional. For example, the functions of cultivation and laboratory processing may be conducted by a combined “production” cell.

Alternatively, a drug organization may outsource some functions, just as businesses contract services with other organizations. For example, the drug organization may contract with a criminal organization or local gang to conduct distribution. 

NOTE: Show Slide 13 DRUG ORGANIZATIONS (CONTINUED)

If a cellular structure is employed, there is not necessarily any formal chain of command or hierarchy, such as the ones in terrorist organizations. There is little, if any, loyalty to the organization as a whole since it does not follow any true ideology. The cells and most of their members act as “subcontractors” with the sole motive of making money. 

Obviously, drug organizations do not want to draw attention to themselves.  Consequently, members of a drug organization dress to blend in with the local population consistent with their specific functions.

For example, headquarters cell members may wear suits and casual attire similar to that worn by managers and supervisors in a corporation. Similarly, members of the transportation cell may wear a uniform similar to that worn in the transportation industry, such as flight suits for pilots and mechanic’s overalls for maintenance personnel. Consistent with their field duties, cultivation cell members dress like any other farmers.

NOTE: Show Slide 14 DRUG ORGANIZATIONS – HEADQUARTERS

Let’s now take a more detailed look at the various cells within the organization.

The headquarters is responsible for overseeing the activities of the entire organization. As in any large company, the leaders use different modes of operation depending on the power of the organization and the individual leader. 

Those organizations that are entrenched in the country with great power over the government institutions may conduct their business openly with minimal fear of reprisal. Alternatively, those leaders with limited power may have to conduct business covertly to avoid arrest or detention. 

Similar to large corporations that enlist the support of retired CEOs for their Boards, criminal organizations often use former leaders who have retired from active participation as counselors to advise the current leaders. 

Since this is often a violent arena, security details include personal bodyguards to protect the leaders and their families.  These security details also include intelligence personnel who conduct reconnaissance and surveillance of leaders’ homes, places they visit, business establishments, and enemy personnel.

Direct action personnel conduct offensive actions on behalf of the organization. These actions may include terror tactics (such as extortion, kidnapping, hijacking, assassination, maiming, or sabotage) as well as plain old criminal actions (like theft and murder). The targets could be military or other government organizations, competitors, or uncooperative individuals.

The headquarters normally uses commercial means to communicate with the functional cells, and may use codes or attach encryption devices to their phones and other communication equipment to ensure information is protected.
NOTE: Show Slide 16 CASE STUDY (Slide 15 is hidden – instructor notes only)

As stated earlier, leaders of drug or other criminal organizations with great power over the political, military, legal, and judicial institutions of a country often conduct their business openly with few concerns about government intervention.  General Noriega, as dictator of Panama represents the classic case study of governmental allegiance with the illegal drug industry.
School of Americas Graduate and CIA Informant / Agent GEN Manuel Noriega was the best friend the Drug Enforcement Agency had in South America – at least according to one senior DEA official.   As the Panamanian Head of State he had his finger on the pulse of the Latin America drug trade. However, as the various agencies conducted further investigation and analysis, they eventually discovered the reason behind Noriega’s uncanny accuracy in the intelligence he provided.  It was because Noriega was the Latin American drug trade.  

As dictator of Panama, Noriega could offer his country as a way stop to America and as a risk-free money laundering location. His unique position as commander in charge of Panama’s armed forces allowed him to charge drug cartels for security protection by his army units. Should a drug cartel refuse his services, he would inform America of its activities.  

NOTE: Show Slide 17 RISE OF LATIN AMERICAN DRUG KINGPIN

Noriega established himself as the lucrative middleman in the South American drug trade through his military experience.  In 1968, as a lieutenant he participated in a coup to depose President Arias.  When strongman Torrijos took control of the country he promoted Noriega to lieutenant colonel and chief of military intelligence. As head of Panama's dreaded G-2 intelligence service, Noriega earned a reputation as the most feared man in the country.

NOTE: Show Slide 18 RISE OF LATIN AMERICAN DRUG KINGPIN (CONTINUED)

Torrijos died in a plane crash in 1981, and General Paredes emerged as the new leader.  However, when General Paredes reluctantly retired from active duty to run for President to legitimize his rule in 1983, Noriega withdrew his support.  Noriega promoted himself to General, succeeded Paredes as strongman and promoted Nicolas Barletta as candidate for president. 

However, once Barletta was elected, Noriega had him removed because of Barletta's advocacy of an investigation into the grisly dismemberment of a Noriega critic, Dr. Hugo Spadafora. The American government protested the removal of Barletta -- the first elected president of Panama since the 1968 coup -- and warned Noriega to stop drug trafficking, but Noriega denounced Washington for meddling in Panamanian affairs.

NOTE: Show Slide 19 AFTER REALIZATION………

America’s eventual response was Operation ‘Just Cause’, essentially an invasion of the country.  When Panamanian Defense forces shot and killed U.S. Marine Corps LT. Robert Paz at a roadblock, President Bush launched the operation involving over 20 thousand U.S. servicemen. 

As there is the potential that some students of this PowerPoint presentation are veterans of ‘Just Cause’, this is an opportunity for the instructor to solicit comments. 
NOTE: Show Slide 20 FALL OF LATIN AMERICAN DRUG KINGPIN

Noriega initially sought safety within the Papal nunciature in Panama City.  U.S. Psychological Operations orchestrated a Rock’n’Roll sonic assault via loudspeakers to annoy him into surrendering. He eventually surrendered to the protection of DEA agents because of fear that the angry crowds of citizens that gathered to demonstrate against him might break in and threaten his life.

NOTE: Show Slide 21 SEVEN MONTH TRIAL

After a seven month Miami trial in which Noriega had first-rate representation of his own choice, he was finally convicted on most of the charges and sentenced to 40 years confinement for drug trafficking.

NOTE: Show Slide 22 DRUG ORGANIZATIONS – SUPPORT CELL

The organizational structure of the support cell may resemble many of the staff or supporters of any legitimate business. It will include a variety of individuals such as lawyers, bankers, politicians, doctors, realtors, and travel agents. They perform the same functions as if they were acting on behalf of a legitimate corporation. 

Not all of these personnel are necessarily criminals.  While some of these support personnel are willing participants, others are not. The organization bribes those people it can; those who refuse bribes are often targets of extortion or death threats. The organization frequently coerces and intimidates personnel to take actions in support of its operation. (This would be the job of direct action elements from the headquarters cell.

NOTE: Show Slide 23 DRUG ORGANIZATIONS – CULTIVATION CELL

In order to sell drugs, there must be a source of raw materials.  The cultivation cell, which consists of farmers, is responsible for growing crops that are ultimately processed into drugs. 

The farmers often affiliate with insurgents because of the government’s involvement in drug eradication. These insurgents can provide a measure of security for the farmer from the government.  However, there are times when farmers are intimidated to supporting the insurgents. The insurgents' interactions with the farmers do not concern the drug organization as long as the farmers keep growing drug-producing crops. 

The farmers typically do not have security programs or personnel like those found in other cells, but they may have personal firearms. If the enemy or local law enforcement personnel attempt to destroy the crops, a security or armed detail from the drug organization will not intervene. Because there are so many farmers providing the raw materials for drug production, the drug organization’s leadership sees the farmers as expendable.

NOTE: Show Slide 24 DRUG ORGANIZATIONS – LABORATORY CELL

As stated earlier, the cultivation cell provides the raw materials in order to produce usable drugs.  It’s the job of the laboratory cell to make these drugs.  In smaller organizations, this cell may be combined with the cultivation cell.  However, it is often separate. The laboratory function consists of chemists, cooks, lab workers, and security personnel. 

Since this cell deals with the end sales product, which directly impacts profits, security elements are established in the vicinity of laboratories to warn of intruders. Sometimes this security element conducts diversionary tactics to mislead the enemy and permit the laboratory members to escape, hopefully with their drugs and equipment. However, this security element does not perform direct action functions. 

Members of this cell may have small arms for personal protection, but they would rather compromise current activities than become involved in a head-on confrontation with law enforcement personnel or the enemy. Remember that these people are not “fighters”, but are mostly technicians in it for the money.

Sometimes, the drug organization leadership may intentionally compromise a smaller lab to protect a larger one.  This sacrificial action can often appease a government by allowing it to show the public progress towards drug eradication.  In exchange for this small sacrifice, the government does not launch large-scale actions in the area that may really hurt the overall drug operation.

NOTE: Show Slide 25 TYPICAL DRUG LABORATORY SETUP

This is a typical drug laboratory setup.  As you can see, the various components are spread out over a fairly large area.

NOTE: Show Slide 26 DRUG ORGANIZATIONS – TRANSPORTATION CELL

Transportation cells are responsible for transporting—

·Supplies to cultivation, laboratory, and transportation cells.

·Crops from farms to laboratories.

·Drugs from laboratories to distribution points.

They transport drugs along various routes using multiple means, such as animals, vehicles, boats, and aircraft.  They also use humans as couriers. The important thing is that the conveyance must blend in with the environment.

NOTE: Show Slide 27 DRUG ORGANIZATIONS – TRANSPORTATION CELL (CONTINUED)

Sometimes, couriers are hired to transport drugs. Some couriers are willing participants in the transportation of drugs, and others are the victims of extortion and intimidation forced to support the drug business. 

Many times couriers are unsuspecting individuals who think they are transporting a legal product. The drug organization uses these expendable couriers during intentional compromises, which may divert the enemy’s attention away from a larger shipment.

NOTE: Show Slide 28 DRUG ORGANIZATIONS – TRANSPORTATION CELL (CONTINUED)

The risk of a motor vehicle being searched is lower than other methods simply due to the shear number of vehicles on the roads.  Additionally, it’s easier to use wheeled vehicles because there are no requirements to file formal transport plans like the ones required for planes and ships.

If the courier becomes aware of checkpoints or other problems, it’s easier to change routes without drawing attention to oneself.

NOTE: Show Slide 29 DRUG ORGANIZATIONS – TRANSPORTATION CELL (CONTINUED)

 Waterborne craft offer excellent opportunities to transporters. They use crafts ranging from large commercial ships and fishing boats to pleasure and private boats to high-speed, low-profile vessels fabricated of wood or fiberglass. The latter vessels offer outstanding protection against radar and visual detection. Concealed compartments in waterborne craft are useful to transport large quantities of drugs.

NOTE: Show Slide 30 MOVING OPIUM IN AFGHANISTAN

Modern conveyances are not the only way to transport drugs.  The photo above shows movement of opium through the mountains of Afghanistan. 

NOTE: Show Slide 31 TRANSPORTATION CELL – MASKING ODORS

With any mode of transportation however, the most significant indicator to the presence of hidden transported narcotics is the use of a masking odor (particularly for marijuana loads). Items such as laundry detergent, dryer sheets, cologne, perfume, etc., are often used to disguise the scent of illicit drugs, and to throw the authorities or a canine off of the scent.

NOTE: Show Slide 32 DRUG BUST

Members of a Coast Guard law enforcement detachment on a Joint Task Force 4 drug interdiction mission take a suspect into custody and seize the drugs Note the large amount of drugs seized in the bottom right corner picture.

NOTE: Show Slide 33 TRANSPORTATION CELL – SECURITY ELEMENTS

The transportation cells employ security elements, but similar to the security element with the laboratory, they are used just to provide early warning. 

On transportation routes, they travel ahead of drivers and warn them of roadblocks or other obstructions so that they can change their route. Security elements also provide early warning around loading and unloading points, to prevent compromise at these sites. 

Typically, security elements are more heavily armed than the other members of the transportation element. They use their weapons to create diversions and assist in escapes, rather than to confront enemy personnel.

NOTE: Show Slide 34 DRUG ORGANIZATIONS – DISTRIBUTION CELL

The distribution cell is responsible for bringing drugs to the marketplace for sale and distribution. As you can see, this cell has a triangular structure with the broker at the top.  Members of this group include many people, such as brokers, wholesalers, and dealers. Although there is no command structure per se, each level responds to the requests for orders of its next higher level. The broker is the individual responsible to coordinate with the Transportation Cell for delivery of the drugs.

NOTE: Show Slide 35 DRUG ORGANIZATIONS – DISTRIBUTION CELL – SECURITY MEASURES

Typically, members of the distribution cell arm themselves for self-protection. The weapons of choice include small arms and light assault weapons. An extra security detail would draw attention to group members, so they provide security for themselves. However, there may be a few security personnel around storage facilities. 

As discussed many times, distribution personnel and storage facilities try to be inconspicuous and blend into the environment. Security measures include lookouts, simple sensors, and rudimentary barriers to warn of intrusion or prevent observation. 

Members of the distribution cell employ communications security measures, such as codes, cellular telephones, and beepers, to avoid detection.

NOTE: Show Slide 36 DRUG ORGANIZATIONS – MONEY LAUNDERING CELL

The money laundering cell includes a variety of personnel(accountants, bankers, and tellers, as well as couriers. As in the support cells, some money laundering cell members are willing participants in the money laundering process and accept bribes for their services. Extortion and intimidation keep unwilling members active in the process. Members of money laundering organizations also establish and operate front companies.  

The estimate of the amount of money laundered globally each year is between $500 Billion and $1 Trillion.  The United States is very active in attacking money laundering schemes.  The Patriot Act, which amends the Bank Secrecy Act (BSA), was adopted in response to the September 11 terrorist attacks. The Patriot Act is intended to strengthen U.S. measures to prevent, detect, and prosecute international money laundering and the financing of terrorism. These efforts include new anti-money laundering (AML) tools that impact the banking, financial, and investment communities. 

NOTE: Show Slide 37 EXAMPLE DRUG ORGANIZATION

This slide shows an example drug organization capable of conducting the previously discussed activities.

NOTE: Show Slide 38 CALI & MEDELLIN CARTELS ORGANIZATION

This slide shows the compartmentalized functions within the Cali and Medellin cartels as they operated during the mid-1980’s. The CEO, Senior VPs, and estimated 7 heads of divisions coordinated the smuggling of cocaine to overseas markets.  The management structure became increasingly decentralized in the lower levels, increasing the difficulty to manage them.

Although the names of the cells may differ somewhat, the basic functions are the same as described in this lesson.  The source for this was the World Drug Report for 1997 out of the United Nations International Drug Control Program. Their source for the chart is listed on the slide.

CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
2.
Learning Step/Activity 2.  Understand the activities conducted by criminal and drug organizations.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

15 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD 


References:

FM 7-100.3, Chapter 6


Security Classification:

Unclassified

NOTE: Show Slide 39 DRUG AND CRIMINAL ORGANIZATIONS ACTIVITIES

Obviously security is a major priority for both drug and criminal organizations. This includes protecting the actual organization itself as well as its members.

These organizations are capable of using the highest degree of sophistication available to conduct intelligence and counterintelligence activities. They place a high priority on these activities and can easily fund them. 

Whether using bribery, extortion, or actually employing key government personnel, intelligence sources often extend to high levels within the government and law enforcement agencies. Additionally, the local citizenry may willingly provide ample intelligence collection, counterintelligence, and security support. 

As shown on the slide, these organizations are also involved in a myriad of activities, to include smuggling, money laundering, extortion, and bribery. All of these are key to aiding the drug and criminal organizations in achieving their goals and have been discussed to some extent already.

Both drug and criminal organizations do have to recruit members.  However, unlike paramilitary groups, these two organizations do not try to increase their membership or build their organizations.  They increase their numbers only if it is profitable.

Two other activities, civic actions and information warfare, will be discussed in more detail on the next few slides.

NOTE: Show Slide 40 ACTIVITIES – CIVIC ACTIONS

Drug and criminal organizations are always looking for ways of expanding their power base.  Consequently, they may conduct civic actions to gain and maintain popular support from the people, to reward their supporters, and to facilitate their continued activities. 

They may build a school, improve a road, or supply food and medicine. These projects benefit the local population because they improve the people's quality of life and may improve their standard of living. A grateful public can provide valuable security and support functions. 

NOTE: Show Slide 41 HISTORICAL EXAMPLE

During the 1980s and early 90s, John Gotti, as the ‘Dapper Don’ of the Gambino Crime Family, contributed to a variety of charities and neighbor civic action projects.  He often organized picnics and gave generous handouts.  Most notably, he celebrated the Fourth of July each year with an elaborate block party outside his Bergin Fish and Hunt Club (Italian Mafia) headquarters in his Queens neighborhood. The event was capped by a huge fireworks display.  His civic actions programs were so successful that with the support of an adoring public, federal charges brought against him would not stick such that the press updated his nickname to ‘Teflon Don’.    He was only finally incarcerated when his second-in-charge, Sammy ‘the Bull’ Gravano, turned state’s evidence in return for a lighter sentence.

NOTE: Show Slide 42 ACTIVITIES – INFORMATION WARFARE

The drug or criminal organization uses a well-orchestrated propaganda effort to make sure that the population knows who is making the improvements and to take credit for other benefits it provides to the local population. 

It also uses counterpropaganda to spin events against the enemy.

NOTE: Show Slide 43 INFORMATION WARFARE – EXAMPLE: DRUG MARKETING

Illegal drug organizations are aggressive marketers, even to the point of handing out free samples (of course with the hope that any forthcoming addiction will produce loyal customers).   Drug dealers will shape an environment (crack houses, rave clubs etc) and culture / counterculture that encourage drug use. Drug smuggling organizations will pretend to support the legalization of drugs in a show of solidarity with their customers but the organizations would actually prefer to keep their product illegal since that increases their profit margins without making them liable for the damage the drugs do to a consumer’s health and to society as a whole.   

The target market demographics for these drug organizations, and other criminal organizations peddling vice, emphasize teenagers and young adults.  These criminal organizations would relish being able to seduce members of the police or the enemy military force with their product (and/or a share of the profit).  This allows extortion possibilities and thereby opportunities for these organizations to infiltrate or control the force that is supposed to oppose them.

NOTE: Show Slide 44 MUTUAL INTERESTS

 Drug and criminal organizations often combine their efforts with insurgent and/or terrorist organizations operating in the same area if they all have the same mutual interests. Drug or criminal organizations can use allies, such as insurgents, to provide security and protection or other support to activities in exchange for financial assistance, arms, and protection from government forces or other common enemies. The amount of mutual protection depends on the size and sophistication of each organization (criminal/drug or insurgent/terrorist), and the respective level of influence the respective organizations have with the government and/or local population.

An example of this type cooperation is shown in the U.S. Department of State International Narcotics Control Strategy Report on Italy, dated March 1996.  Although Italy is not a major drug producer, Italian organized crime groups-- especially the Sicilian Mafia, the Neapolitan Camorra, and the Calabrian 'Ndrangheta--cooperate directly with South American cocaine cartels and others to facilitate the transit of illicit drugs and the laundering of drug money through Italy and the greater European market. 

Mutual interests can also result in drug and criminal organizations having a close relationship with an established government.  In some cases, the government may be the covert sponsor of these organizations. The government’s main motivation for this may be for financial gain, but it could also intend on using these organizations against insurgent or terrorist groups or against a neighboring state in support of a broader strategy.

Example: As explained in the book Blackhawk Down, feuding warlords and the Somalian government hire unemployed youths and dub them as militia.  In order to keep morale high, the militia hierarchy partnered with drug traffickers to ensure that their warriors had a daily supply of khat, an addictive dried scrub that when chewed would make their warriors euphoric, fearless, and very reckless.  The partnership is often more extensive then just a supplier – customer relationship; it extends even to mutual security and joint operations. 

CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
SECTION IV.
SUMMARY

Method of Instruction: Conference/Discussion

Instructor-to-student Ratio is: 1: class

Time of Instruction:    5 min  

Media:    Instructor


Overhead Projector and Slides; or Computer and CD

	Check on Learning
	Conduct a check on learning and summarize the lesson.

	Review/ Summarize Lesson
	NOTE: Show Slide 46 DRUG AND CRIMINAL ORGANIZATIONS – SUMMARY (Slide 45 is hidden – instructor notes only)

As we have seen, drug and criminal organizations come in all shapes and sizes and levels of capability.

One thing they all have in common is that they are motivated by financial profit. They may have the best technology, equipment, and weapons available, simply because they have the money to buy them.

They may use terror tactics and militarily unconventional methods to achieve their goals.

They may have links with other threats, such as insurgent or terrorist organizations or even a country’s government and military.

Last, but not least, they pervade the contemporary operational environment. In other words, they’re everywhere.



SECTION V.
STUDENT EVALUATION

	Testing Requirements
	NOTE: Describe how the student must demonstrate accomplishment of the TLO. Refer student to the Student Evaluation Plan.

	 
	N/A.  Testing is not conducted for Awareness Training.

	Feedback Requirements
	NOTE: Feedback is essential to effective learning.  Schedule and provide feedback on the evaluation and any information to help answer students' questions about the test.  Provide remedial training as needed.
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SECTION II.
INTRODUCTION

Method of Instruction:  Conference/Discussion
Instructor-to-student Ratio is:  1: class
Time of Instruction:   5 min
Media:  Instructor

             Overhead Projector and Slides; or Computer and CD

	Motivator


	NOTE: Show Slide 1 TRADOC DCSINT 

As stated in FM 1, The Army, “The primary functions of The Army, as outlined in Department of Defense Directive 5100.1, are to organize, equip, and train forces for the conduct of prompt and sustained combat operations on land. Accordingly, The Army must possess the capability to defeat enemy land forces and to seize, occupy, and defend land areas.” In order to carry out these functions, the U.S. Army conducts the majority of its training in preparation for operations against conventional military forces.  However, history has shown that in addition to conventional military threats, our country often faces a threat from both paramilitary and nonmilitary organizations. 

The FM 7-100 series of manuals provides the Army with an OPFOR framework and doctrine that can be used to conduct training.  FM 7-100.3, Paramilitary and Nonmilitary Organizations and Tactics is the manual in this series that specifically addresses paramilitary and nonmilitary organizations.
The TSP contains copyright material and may not be further reproduced without permission of the copyright holder.


	Terminal Learning Objective
	Note: Inform the students of the following terminal learning objective requirements.

At the completion of this lesson, you [the student] will:

	
	ACTION:
	Demonstrate a knowledge of the types of noncombatants expected in an operational environment.

	
	CONDITION:
	Given a classroom environment.



	
	STANDARD:
	Understood the various noncombatants as documented in FM 7-100.3.

	
	

	Safety Requirements
	None



	Risk Assessment Level
	Low

NOTE:
Obtain commandant approval of any training that receives a high-risk assessment level.

	Environmental Considerations
	It is the responsibility of all soldiers and DA civilians to protect the environment from damage.  There are no environmental considerations with this lesson. 

	Evaluation
	This is awareness training.  There is no student evaluation associated with this lesson.

	Instructional Lead-In
	NOTE:  Show Slide 2 CHAPTER 7 NONCOMBATANTS

The civilian population has an impact on all other elements that compose the contemporary operational environment and to a large extent determines the nature of political and military action. Aside from military and paramilitary forces, the civilian population of a nation or region is often the single most important aspect of the environment. This situation can be further complicated by the presence of noncombatants who are not indigenous to the country or region. 



SECTION III.
PRESENTATION 
1.  
Learning Step/Activity 1.  Understand the types of noncombatants expected in an operational environment.


Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

25 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Chapter 7


Security Classification:

Unclassified 

NOTE: Show Slide 3 NONCOMBATANTS

With the geometric increase of the world’s population, and urban sprawl encroaching on formerly remote regions of the globe, noncombatants become an integral and unavoidable player on the battlefield.   In the strictest sense, the U.S. Army has officially defined a noncombatant as “an individual, in an area of combat operations, who is not armed and is not participating in any activity in support of any of the factions or forces involved in combat.”  In actuality, however, some of these nonmilitary elements may support or otherwise affect the conflict, either wittingly or unwittingly. Some of them might actually be armed. They are the reality in today’s operational environment. 

The significance of noncombatants in the Contemporary Operational Environment is that despite the noncombatant definition saying that they are impartial they nevertheless have the potential to, either directly or indirectly, become significant players in a conflict.   Dealt with compassionately, noncombatants can be persuaded to support American forces (or at least not aid the enemy).  Improperly engaged (as in targeted) noncombatants can spell an international public relations disaster for America, can detract from the good order, discipline and morale of U.S. soldiers, and also compel the noncombatants to help the enemy.  This chapter provides the background information necessary for dealing with the various types of noncombatants.  
NOTE: Show Slide 4 TYPES OF NONCOMBATANTS

These are the various types of noncombatants we will discuss in this class. They represent a diverse grouping of individuals and organizations.

To varying degrees, these noncombatants have an impact on all other elements that compose the contemporary operational environment. Aside from military and paramilitary forces, the civilian population of a nation or region is often the single most important aspect of the environment.

This situation can be further complicated by the presence of other noncombatants who are not indigenous to the country or region.

NOTE: Show Slide 5 TYPES OF NONCOMBATANTS – MEDIA

The media include local, national, and international journalists, reporters, and associated support personnel. Their primary job is to provide information. Although most media personnel may try to remain objective and report accurately, there are some who have a bias favoring a certain position.  Opposing sides in a conflict might try to exploit biases and control the media in order to support their own positions or emphasize the other side’s mistakes and failures.  The pervasive presence of the media provides a certain information resource (and thereby a situational awareness) that might not otherwise be available. However, the enemy will try to use the media as an outlet for propaganda and psychological warfare campaigns. 

With or without manipulation by other parties, the media can have a great effect on public opinion and national will of the opposing sides. Media coverage of operations can dramatically affect international relations and world opinion.  The high technology equipment the media brings to the conflict is generally geared to improving the depth of coverage (as in improved audio and visual coverage) as well as the speed of delivery of the coverage to the target audience.  Besides occasionally providing the enemy a near real time source of intelligence, the media can also deliver the emotional impact of the far away death of a U.S. soldier directly into the living rooms of stateside Americans within hours or  minutes, or sometimes even live.   

After years of timely reporting, Walter Cronkite’s "WE ARE MIRED IN STALEMATE" broadcast on February 27, 1968 following the TET Offensive was a major factor in swaying American public opinion against the war in Vietnam.  Part of his broadcast said “To say that we are closer to victory today is to believe, in the face of the evidence, the optimists who have been wrong in the past. …To say that we are mired in stalemate seems the only realistic, yet unsatisfactory, conclusion…. it is increasingly clear to this reporter that the only rational way out then will be to negotiate, not as victors, but as an honorable people who lived up to their pledge to defend democracy, and did the best they could.”  His implication that the U.S. was mired in a stalemate that it could not win influenced the national will against this war.   

NOTE: Show Slide 7 TYPES OF NONCOMBATANTS – HUMANITARIAN RELIEF ORGANIZATIONS (Slide 6 is hidden – instructor notes only)

Nongovernmental organizations (NGOs) and private volunteer organizations (PVOs) provide humanitarian assistance and disaster relief. Officially, they are not affiliated with a government, but they may be influenced by policies of their home country. 

These humanitarian relief organizations are generally motivated by charity. They will be trying to help the local population deal with manmade and natural disasters and disease, hunger, and poverty.  In a crisis they can also help U.S. forces in need of their assistance, in that these humanitarian relief organizations sometimes have assets not readily available to U.S. forces in the region.  In some cases, the agenda of the humanitarian organization, while still noble, might conflict with the objectives of the U.S. forces.  For example, brave humanitarian relief workers might place themselves in situations where they require rescue.  In other cases, the humanitarian organization might require the majority of resources that the area can provide, be it supplies or use of the supply routes (road or rail ways), leaving the U.S. force with less than it needs to sustain itself.

Some organizations and individual participants may have motivations that differ from the organization’s public mission statements. These can be economic, political, religious, cultural, or private motivations, such as revenge. There are both stated and hidden interests and objectives.  

An example of the multitude of these type organizations that may be encountered is the situation in Kosovo. Following open conflict in Kosovo in 1999, 45,000 NATO-led KFOR troops entered the province. UN Security Council Resolution 1244 established the UN mission in Kosovo (UNMIK) to administer and help rebuild the shattered region with the UNHCR, the OSCE, and the European Union responsible for, respectively, humanitarian affairs, institution building, and reconstruction.

Thirty-six member organizations of InterAction, a membership association of U.S. private voluntary organizations, currently conduct relief and development operations within Kosovo and with Kosovar refugees in the neighboring provinces of Yugoslavia, such as Montenegro, and the neighboring countries of Albania and Macedonia. Twelve sector areas are addressed in programming including agriculture and food security, business development, cooperatives and credit, capacity building, disaster and emergency relief, education and training, gender issues and women in development, health care, human rights, peace and conflict resolution, psycho-social services, refugee and migration services, rural development, and water and sanitation.

These organizations include:

ACDI/VOCA
Action Against Hunger 
Adventist Development and Relief Agency 
American Friends Service Committee 
American Jewish Joint Distribution Committee 
American Jewish World Service 
American Red Cross 
American Refugee Committee 
Baptist World Aid 
CARE 
Catholic Relief Services 
Christian Children's Fund 
Christian Reformed World Relief Committee 
Church World Service 
Concern Worldwide 
Doctors of the World 
Episcopal Relief and Development 
Heifer Project International 
International Aid
International Catholic Migration 
Commission

International Medical Corps 
International Orthodox Christian 
Charities 
International Rescue Committee 
Islamic American Relief Agency 
USA 
Lutheran World Relief 
Mercy Corps International 
Mercy USA for Aid and 
Development 
Oxfam America 
Physicians for Human Rights 
Relief International 
Save the Children 
United Methodist Committee on 
Relief 
United Way International 
U.S. Fund for UNICEF 
World Relief
World Vision 

http://www.interaction.org/kosovo/
NOTE: Show Slide 9 TYPES OF NONCOMBATANTS – HUMANITARIAN RELIEF ORGANIZATION STRUCTURE (Slide 8 is hidden – instructor notes only)

While there are several thousand humanitarian relief organizations worldwide, this slide shows an example of how one might be organized. 

NOTE: Show Slide 10 CASE STUDY

The purpose of this case study is to illustrate the activities of international organizations in helping a region in crisis.   As this region between Thailand and Burma is poor in all aspects (no wealth of resources, no oils, no minerals, etc.) it does not attract the interest of transnational corporations or, to any great extent, the international media.  However, the severity of suffering of the people involved might transcend its lack of resources and bring it to the world’s attention nevertheless.  As of now, only international humanitarian organizations give the region’s suffering much consideration.  If the situation gets worse and atrocities escalate, the region can become the world’s next hot spot, possibly requiring UN and/or U.S. soldiers.

The beginning of the area’s troubles is found in its history. Shortly after its independence from the British in 1948, the fledgling democracy of Burma was again subjugated by a military junta just as oppressive as the previous Japanese invaders.    After decades of economic ineptitude and governmental corruption, the generals became unable to finance their excessive military.

Unpaid soldiers began to routinely plunder Burma’s already-destitute ethnic minorities, the Karen and Shan peoples.  Presently, about 100,000 Karen refugees have established long-term camps over the border in neighboring Thailand.   Without enough land to agriculturally sustain themselves, the refugees have become dependent upon foreign aid.  

NOTE: Show Slide 11 INTERNATIONAL AID

Besides food, medicine is a commodity in great demand.  Unfortunately, the Karen squandered and misused previous gifts of medical supplies since they lacked the expertise to use them properly.  Numerous faith-based charities headquartered in the U.S. and elsewhere sponsored missions for doctors to teach rudimentary skills.  

The photographs on this, the previous and the next slide come courtesy of U.S. LTC Dr. LTC Randall Espinosa out of Fort Leavenworth, KS who spent his 2002 Christmas leave teaching a medic’s class.  Students walked several days through the mountainous jungle avoiding Burmese patrols to attend.  Upon graduation, LTC Espinosa awarded each student a pre-packaged back pack of medical supplies to trek back to their villages.     

NOTE: Show Slide 12 FREE BURMA RANGERS

The Karen refugees, out of concern for relatives back in their homeland, conduct smuggling missions back into Burma, delivering the treasured medical supplies back to their villages.  To ensure their security, escorts from the Free Burma Rangers often accompany them.  

The Free Burma Rangers is a sometimes – armed volunteer guide organization trained / led by (former) U.S. soldiers with experience in 1st Special Forces Group.  The required expertise of Free Burma Rangers is avoidance of the marauding Burma Army patrols that would love to capture the supplies they carry for subsequent sale on the black market. 

NOTE: Show Slide 13 TYPES OF NONCOMBATANTS – CRIMINALS

Criminals (other than those in large-scale criminal organizations) operate outside a formal organizational structure. Although some criminals may form loose organizations, called gangs or rings, these groups normally have no true formal structure.

Individual criminals or small gangs may be a nuisance to local law enforcement personnel, but they do not have much power to influence legitimate institutions. They are not capable of bribing on a grand scale like a large-scale criminal organization can. 

Criminals, bandits, or thieves are opportunists who commit crimes. Those civilians, media, or humanitarian relief personnel who commit crimes in the course of their duties are also considered criminals.  

NOTE: Show Slide 14 TYPES OF NONCOMBATANTS – TRANSNATIONAL CORPORATIONS

Transnational corporations may enter into partnerships with countries that are trying to increase their world economic position. Emerging states may invite such corporations to establish research and manufacturing facilities in their countries as a means of building infrastructure. 

However, the corporations’ motivations are not always charitable; they may try to influence regional affairs or assist their host country in actions that promote their own economic gain.

An excellent example of this was the 1964 Presidential elections in Chile. From 1945 until 1964, the U.S. government and numerous corporations, including the Anaconda and Kennecott copper companies, and International Telephone & Telegraph had enormous influence over the Chilean government. However, the 1964 presidential race between Salvador Allende (supported by a Socialist-Communist alliance, plus the greater part of the Radical party at the lowest levels) and Eduardo Frei (head of the Christian Democratic party, plus the Conservative-Liberal alliance and a small segment of the Radical party) was conducted in an atmosphere of violent anti-imperialism.  The question was which regime would be the best to support U.S. interests in the country?  The decision was made to support Frei.  

Supposedly, between the government and various corporations, the U.S. provided $20 million to support Frei, who ultimately won the election.
NOTE: Show Slide 15 TYPES OF NONCOMBATANTS – TRANSNATIONAL CORPORATIONS (CONTINUED)

When external forces become involved in a particular country or region, they must take into account transnational corporations conducting business there. The presence of these outside business interests can put additional pressure on the intervening forces to avoid collateral damage to civilian life and property.

Some transnational corporations also have their own armed security forces to protect their own interests or perhaps also those of their host country.  In these ways, the presence of the transnational corporation may enhance the security of the host country. 

However, the host country must also avoid actions that adversely affect these foreign enterprises, since this could invite outside intervention.

Going back to the Chile example, in 1971, the government totally nationalized the foreign copper firms, which were mainly owned by two U.S. companies, Kennecott and Anaconda.  As a result of this action, the Nixon administration launched an economic blockade in conjunction with U.S. transnational companies (ITT, Kennecott, Anaconda) and banks (Inter-American Development Bank, World Bank). The U.S. squeezed the Chilean economy by terminating financial assistance and blocking loans from multilateral organizations. 
NOTE: Show Slide 16 TYPES OF NONCOMBATANTS – PRIVATE SECURITY ORGANIZATIONS

Private security organizations (PSOs) are business enterprises or local ad hoc groups that provide security and/or intelligence services, on a contractual or self-interest basis.  These PSOs are used to protect people, facilities, or operations. 

A PSO sometimes acts as an adjunct to other security measures, and provides advisors, instruction, and personnel for host-nation military, paramilitary, and police forces, as well as for private individuals and businesses (including transnational corporations).

NOTE: Show Slide 17 TYPES OF NONCOMBATANTS – PRIVATE SECURITY ORGANIZATIONS (CONTINUED)

PSOs can be legitimate transnational corporations providing contract advisors and employees as part of a military nation-building program funded by a foreign government. 

They may also be domestic firms that supply contract guard forces, or local citizen organizations that perform these actions on a volunteer basis. 

The level of sophistication and competence of a PSO is often directly related to a client's ability to fund the contract. The allegiance of PSOs can vary from fanatical devotion to just doing a job for purely financial reasons.  

At this point watching some scenes of the 1981 movie “The Dogs of War” could be helpful to understanding the inter play between corporations and the security companies they hire and the influence that these can have in a conflict.  Christopher Walken and Tom Berenger star in this war movie about a mercenary firm hired to overthrow a brutal African dictator and replace him with the choice of a British mining corporation.  Frederick Forsynth wrote the book upon which the movie is based and Bantam Books published it in 1974.  This story’s realism comes from the extensive research Forsyth put into his nonfiction work, “The Biafra Story”, first published in paperback by Penguin Books in 1969.  Subtitled “The Making of an African Legend" this book chronicled the Biafran War, which Nigeria fought to prevent the secession of its eastern province.  Using his journalist experience Forsyth reported on the duplicity of the Western governments and corporations who tacitly accepted or actively aided the violence.  
Movie/books information summarized and paraphrased from http://www.whirlnet.co.uk/forsyth/biafra.htm Map and Flag image is from http://www.biafraland.com/ 

As an alternative consider showing a scene from the 1978 movie “Wild Geese” starring Richard Burton, and Roger Moore.  In this movie a noted professional mercenary leader, Col. Faulkner, is called upon by an unscrupulous banker, Sir Matheson, to assemble a professional mercenary force, in hopes of aiding him in the closure of a huge copper concession near the Congo. (Source: http://www.allwatchers.com/Topics/Info_3590.asp)   The 1985 sequel “Wild Geese II” starring Laurence Olivier, shows British mercenaries hired by an American television network executive to carry out a daring mission.
NOTE: Show Slide 19 PSO STRUCTURE (Slide 18 is hidden – instructor notes only)

The organizational structure and capabilities of private security organizations run the spectrum from highly sophisticated to very low tech. These are often directly related to the client’s ability to pay. For example, a drug cartel can afford to pay more than many small countries. 

The example above shows the organization of a fairly small PSO.  However, the same basic elements would be present in a larger organization.

The board of directors functions similar to a headquarters staff of a military organization. Guard services provide bodyguards and perform surveillance. Patrol services conduct patrols and tactical actions, such as an ambush. Information and investigative services collect, analyze, and disseminate all types of information and intelligence, including economic intelligence. They also perform personnel security investigations and counterintelligence functions.  
NOTE: Show Slide 20 TYPES OF NONCOMBATANTS – PRIVATE SECURITY ORGANIZATIONS (CONTINUED)

PSOs are employed to prevent, detect, and counter intrusions or theft; protect property and people; enforce rules and regulations; and conduct investigations. They may also be used to neutralize any real or perceived threat in their area of responsibility.

Executive Outcomes is a real-world PSO.  It provides support in a number of areas, to include military services.  Below is an extract of their web page, which shows the following capabilities:

(http://www.executiveoutcome.com/privatemilitaryservices.htm)

Operational Capability 
Executive Outcomes is comprised of highly trained ex-military personnel.  We offer a professional and confidential military advisory service to legitimate governments and transnational corporations.  We are able to adapt the capabilities of the company to address the legitimate requirements of our clients. The core skills of the company include: 

•Private Military Consultancy 

•Military Advisory Council 

•Operational Support 

•Training 

•Military & Police force design and management 

•Organizational, Operational, and Logistics assistance 

•Private Support 
•Training 

•Equipment Distribution 

•Landmine Removal 

•Humanitarian Operations 

•Intelligence Support 
NOTE: Show Slide 21 TYPES OF NONCOMBATANTS – PRIVATE SECURITY ORGANIZATIONS (CONTINUED)

A key characteristic of PSOs is that each organization is tailored to serve its customer’s needs. For example, the leader of an insurgent or criminal organization may employ a PSO to provide bodyguards, conduct surveillance, or provide advanced reconnaissance at a site prior to his arrival. 

Another group, such as a drug organization or a transnational corporation, may contract a PSO to guard its facilities. As you can see, these type organizations can be used for both legal and illegal purposes.

PSOs use both active and passive measures that may be either rudimentary or employ advanced technology, such as surveillance, identification devices, and alarms. During the conduct of their duties, members of a PSO may take offensive actions. For example, a patrol may conduct a small-scale ambush to counter an intrusion.

NOTE: Show Slide 22 TYPES OF NONCOMBATANTS – OTHER CIVILIANS ON THE BATTLEFIELD

Other civilians, also known as civilians on the battlefield (COBs), include government officials, businesspeople, the local population, transients, and displaced civilians or refugees.   All these people will have varied concerns and their own agendas.
NOTE: Show Slide 23 TYPES OF NONCOMBATANTS – OTHER CIVILIANS

Support from the civilian population is extremely important to various groups. It is from the population that an insurgent organization recruits its manpower, gains intelligence, and receives safe haven and material support. 

It is also from this population that terrorist groups are spawned and grow. Although the requirement for popular and material support is not as great as that for insurgents, some element of support is required to operate successfully. 

The same can be said for drug and criminal organizations. On the other side of the spectrum are the government and its military and internal security forces that seek support in order to maintain legitimacy.

During peace and war, a tension exists between various interests as they compete to gain the support of the civil population to achieve their objectives.
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.

2.
Learning Step/Activity 2.  Understand the Information Warfare capability of noncombatants.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

5 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Chapter 7


Security Classification:

Unclassified 

NOTE: Show Slide 24 INFORMATION WARFARE

Since most everyone wants to portray their organization and goals in the most favorable light while painting an unfavorable picture of the opposition, perception management and manipulation of information are important tools.  The success or failure of Information Warfare will be a major factor in gaining and maintaining support for their specific group or goals. 

Perception management and manipulation are not only used by military and paramilitary organizations, but are also used by the various types of noncombatants. 

Although the media is in the business of providing information, their output is subject to manipulation. Elements of the media may be controlled by the local government or come under the influence of a nongovernmental or antigovernment organization. 

Humanitarian relief organizations typically have an information branch that participates in the realm of Information Warfare. In transnational corporations, this may be called public relations. Private security organizations have information services. 

During war, there is no doubt that information warriors representing various interests will use civilian suffering and casualties to shape local, national, and international perception and opinion. 

CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.

3.
Learning Step/Activity 3.  Understand how noncombatants are exploited in an area of operations.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

10 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Chapter 7


Security Classification:

Unclassified 

NOTE: Show Slide 25 EXPLOITING NONCOMBATANTS

A local government, insurgent, terrorist, drug, or criminal organization may exploit various noncombatant elements for its own purposes. For example, it might persuade an international humanitarian relief organization to provide assistance to only a certain group of people. In order to adequately exploit such elements, an organization must know – 

·How they are organized.

·What motivates them.

·What activities they conduct or what services they provide.

·Any constraints that may limit their actions or services.
NOTE: Show Slide 26 EXPLOITING NONCOMBATANTS – MOTIVATION OF NONCOMBATANTS

Individual noncombatants have a specific motivation, which may include altruism, personal dissatisfaction, job satisfaction, or greed. 

An organization's motivation is often implied or stated in published documents under mission statements, mandates, or objectives. However, some organizations or individual members may have hidden agendas that differ from their public statements. 

NOTE: Show Slide 27 EXPLOITING NONCOMBATANTS – ACTIONS AND SERVICES

Noncombatants can perform various actions and services. This list is illustrative, but not exhaustive.

·They can participate in civil disturbances: crowds, riots, strikes, marches, protests, and demonstrations.

·The media conduct interviews.

·Some organizations provide humanitarian assistance: disaster relief, refugee protection, development and education, negotiation support, and logistics support, such as medical, material, or food support.

·Civilians can bombard humanitarian, government, or military organizations with requests for support: food, supplies, medical attention, protection, or religious services.

·They can file complaints or grievances.

·They can interfere with operations, through civil disturbances and requests for support.

·Some of them can use insurgent or terror-type tactics: extortion, harassment, information gathering and dissemination, hijacking, or bombing.

·Some perform criminal acts: theft and black marketing.

·All types of noncombatants can be sources of information and intelligence for various military or paramilitary forces. 

NOTE: Show Slide 28 EXPLOITING NONCOMBATANTS

Military and paramilitary organizations can use civilian populations as human shields, obstacles, or sanctuary to protect military assets from enemy attack. 

This was the case during Operation Just Cause in Panama in December 1989. When Company C from the 3rd Ranger Battalion sought to secure the terminal at Torrijos International Airport; a late-arriving Brazilian aircraft had disgorged a few hundred civilian passengers into the terminal just before the Ranger assault began.  As Company C approached the building, it confronted the risk of harming these civilians or of the PDF taking hostages.  The latter, in fact, did occur on the first floor of the building, where, as Rangers were evacuating most of the civilians, nine PDF goaded by a Cuban diplomat seized two American girls—one account says a woman and a baby—and used them to hold a Ranger platoon at bay.  After a standoff of over two hours, the Ranger company commander arrived and simply threatened to kill the hostage-takers if they did not surrender.  Within minutes, they did. (1)

One side might create refugee situations, riots, or demonstrations that can impede the progress of its enemy.   Paramilitary atrocities that compel the enemy to conduct an operational pause to care for victims distract the enemy from achieving his objective. 

Paramilitary forces can treat the presence of noncombatants as a variable suitable to manipulate demand on supplies.  For example, a paramilitary force can shoot noncombatants under its care to free up supplies for its own use, or shoot at the noncombatants under the enemy’s care to increase the demand on the enemy’s medical system. The military rational behind the dishonorable act of strafing civilians has been to spread panic that clogs enemy roads with refugees thereby preventing the enemy from transporting critical supplies to the front lines. 

Vietnamese children served as sources for human intelligence for regular North Vietnamese fighting forces, and for the guerrilla elements of the Viet Cong. Additionally, reports of children luring soldiers into ambushes, and even wiring themselves for detonation (booby-trapped explosives set off upon contact with U.S. troops) are well known. (2)

Frequently, bands of refugees serve as cover for intelligence or direct action elements.  Often a paramilitary member will approach / infiltrate his target acting as an innocent noncombatant. 

(1)http://cgsc.leavenworth.army.mil/CSI/research/MOUT/MOUTYates.asp

(2)http://call.army.mil/Products/NFTF/septoct02/nichols.htm

NOTE: Show Slide 30 EXPLOITING NONCOMBATANTS (CONTINUED) (Slide 29 is hidden – instructor notes only)

A terrorist, drug, or criminal organization may coerce a businessperson into running a front company on its behalf. It may also use bribery or extortion to induce civilians to act as couriers or otherwise support its activities. A paramilitary organization could likewise coerce a noncombatant to supply it with goods and services. It can also gain leverage over a noncombatant by exploiting a noncombatant’s vices such as drugs, alcohol, women, gambling, etc.

A military or paramilitary force can manipulate an individual or group by exploiting their weaknesses or supplying their needs. For example, they may provide information to a reporter. In doing so, however, they may seek to highlight information favorable to their own cause or "spin" information to the detriment of others. 

A paramilitary organization may orchestrate a civil disturbance by encouraging civilians to meet at a public area at a certain time. Members of the paramilitary group then infiltrate the crowd and incite it to riot or protest. On the other hand, they may pay civilians to conduct a demonstration or a march. 

This picture (from a previous TRADOC OPFOR briefing) implies the question of what inspired the crowd to protest against the soldiers standing guard. 
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
SECTION IV.
SUMMARY

Method of Instruction: Conference/Discussion

Instructor-to-student Ratio is: 1: class

Time of Instruction:    5 min  

Media:    Instructor


Overhead Projector and Slides; or Computer and CD

	Check on Learning
	Conduct a check on learning and summarize the lesson.

	Review/ Summarize Lesson
	NOTE: Show Slide 31 NONCOMBATANTS – SUMMARY

In this class, we have discussed all these types of noncombatants and what they bring to the operational environment.
We have also seen how a military or paramilitary force can use and exploit various noncombatant elements for their own purposes. These are all factors we need to consider in the contemporary operational environment.



SECTION V.
STUDENT EVALUATION

	Testing Requirements
	NOTE: Describe how the student must demonstrate accomplishment of the TLO. Refer student to the Student Evaluation Plan.

	 
	N/A.  Testing is not conducted for Awareness Training.

	Feedback Requirements
	NOTE: Feedback is essential to effective learning.  Schedule and provide feedback on the evaluation and any information to help answer students' questions about the test.  Provide remedial training as needed.
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SECTION II.
INTRODUCTION

Method of Instruction:  Conference/Discussion
Instructor-to-student Ratio is:  1: class
Time of Instruction:   5 min
Media:  Instructor

             Overhead Projector and Slides; or Computer and CD

	Motivator


	NOTE: Show Slide 1 TRADOC DCSINT 

As stated in FM 1, The Army, “The primary functions of The Army, as outlined in Department of Defense Directive 5100.1, are to organize, equip, and train forces for the conduct of prompt and sustained combat operations on land. Accordingly, The Army must possess the capability to defeat enemy land forces and to seize, occupy, and defend land areas.” In order to carry out these functions, the U.S. Army conducts the majority of its training in preparation for operations against conventional military forces.  However, history has shown that in addition to conventional military threats, our country often faces a threat from both paramilitary and nonmilitary organizations. 

The FM 7-100 series of manuals provides the Army with an OPFOR framework and doctrine that can be used to conduct training.  FM 7-100.3, Paramilitary and Nonmilitary Organizations and Tactics is the manual in this series that specifically addresses paramilitary and nonmilitary organizations.
The TSP contains copyright material and may not be further reproduced without permission of the copyright holder.


	Terminal Learning Objective
	Note: Inform the students of the following terminal learning objective requirements.

At the completion of this lesson, you [the student] will:

	
	ACTION:
	Demonstrate a knowledge of the organization and doctrine of the various paramilitary and nonmilitary organizations as documented in FM 7-100.3.

	
	CONDITION:
	Given a classroom environment.



	
	STANDARD:
	Understood the organization and doctrine of the paramilitary and nonmilitary organizations documented in FM 7-100.3.

	
	

	Safety Requirements
	None



	Risk Assessment Level
	Low

NOTE:
Obtain commandant approval of any training that receives a high-risk assessment level.

	Environmental Considerations
	It is the responsibility of all soldiers and DA civilians to protect the environment from damage.  There are no environmental considerations with this lesson. 

	Evaluation
	This is awareness training.  There is no student evaluation associated with this lesson.

	Instructional Lead-In
	NOTE: Show Slide 2 CHAPTERS 1 THROUGH 7 OVERVIEW

This Overview presentation summarizes the major points within each chapter of FM 7-100.3.  It is intended for those personnel, classes, or units that do not have the time to cover each individual chapter lesson included in the TSP.

As shown in the Course Map of the TSP (Appendix E), the Introduction presentation and this Overview presentation together will provide a working summary of paramilitary and nonmilitary organizations and tactics as they pertain to the Contemporary Operational Environment.

It must be stressed though, that the Overview provides only the most cursory introduction to the topics presented in more depth in the individual chapter presentations and within the FM.  

You can view the most recent posted edition of this manual via the World Wide Web (WWW) by accessing Army Knowledge Online (AKO).   The following describes the steps to do so:
                1.  Via your internet access service, go to www.us.army.mil.
                2.  Sign in with your AKO user name and password.
                3.  Once in the main portal, click open the “Collaborate” tab at the top 

         left.    
                4.  In the left hand column, click open “Army Communities”.  If you are 
                     subscribed to the TRADOC Army Community, the TRADOC folder    
                     will appear underneath “Army communities”. *
                5.  Next click open the “DCSINT” knowledge center (filing cabinet icon). 
                6.  Click open the “ADSCINT-Threats” file.  Two folders  “FM 7-100 
                     Series” and “World Wide Equipment Guide” are then listed to the 
  
         lower   
                     right. 
               7.  Click open the “FM 7-100 Series” folder.  A list of FM’s should appear 
                    to the lower right. 
                8. Click a check mark into the box next to the “Paramilitary” FM or 
                    simply  click on the word “Paramilitary”.  A list of the documents that 
                    constitutes the FM opens. 
                9. Click a check mark into the boxes of the desired documents or click 
 
       on the document’s name.  A dialog box opens that will give the reader 
       a choice to open or download the desired document.  
                10. Click “OK” to your choice.  If the choice was to download, you must 
                     indicate a location where you want the document stored.  Note:  you 
                     must have Adobe Acrobat Reader (which is a free download) to view  
                     the pdf document. 

* (If the reader is not subscribed to the folder, he/she will have to subscribe by clicking a checkmark into the box to the left of the desired folder under Unsubscribed Army Communities in the center of the screen and then by clicking on the subscribe button (icon) in the AKO toolbox at the top right of the screen.)



SECTION III.
PRESENTATION 

1.
Learning Step/Activity 1.  Understand the regional and global framework of the contemporary operational environment.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

5 min


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Chapter 1


Security Classification:

Unclassified 

NOTE: Show Slide 4 CHAPTER 1: REGIONAL AND GLOBAL FRAMEWORK (Slide 3 is hidden – instructor notes only)

Chapter 1 describes the role of paramilitary and nonmilitary organizations within the regional and global framework. While some of these organizations may have global reach, their activities are more commonly confined to the particular region of the world in which they are located.  In either case, these organizations may come into conflict with an extraregional power, which can project power outside the region in which it is located (such as the United States). They may participate in such a conflict with or without links to a regional power (called the State) that is also at war with the extraregional power.
NOTE: Show Slide 5 PARAMILITARY AND NONMILITARY ORGANIZATIONS – PARAMILITARY CATEGORIES

Paramilitary organizations are those organizations that are distinct from the regular armed forces but resemble them in organization, equipment, training, or purpose. Basically, any organization outside of the formal military that accomplishes its purpose, even partially, through the force of arms can be considered a paramilitary organization. These organizations can be part of the government infrastructure or operate outside of the government or any institutionalized controlling authority.

As shown in this slide, the primary paramilitary organizations are: internal security forces, insurgents, terrorists, and large-scale drug and criminal organizations. Each of these type organizations could have the capability to influence the conduct of U.S. operations. 

Although private security organizations are discussed under the noncombatant chapter, they really are a paramilitary force that could possibly confront the U.S. either on their own or in collusion with other paramilitary or even government forces. 

NOTE: Show Slide 6 PARAMILITARY AND NONMILITARY ORGANIZATIONS – NONMILITARY CATEGORIES
Nonmilitary organizations are those organizations that ostensibly do not rely on the force of arms for accomplishing their purposes. Therefore, they do not resemble military forces in their organization, equipment, training, or purpose.

  
It should be noted that, while considered noncombatants, some of the nonmilitary elements may be armed. Also, some large transnational corporations might even have their own private security forces. It is also important to note that, although the media is listed in the nongovernment category, many governments control the media in their country.

Note: the coloring within the center column of this chart and the previous chart   is indicative of how the categories would be represented as symbols on map graphics.  Red represents enemy, and green represents neutral. 
NOTE: Show Slide 7 NATURE OF THE CONFLICT

Combatants, including military and/or paramilitary forces, will attempt to use the presence of these noncombatants to their advantage. If possible, they will use these conditions to help change the nature of the conflict to something for which the extraregional enemy is not prepared.

An example of the impact of noncombatants on operations is the imprisonment of 2 U.S. aid workers, Dayna Curry and Heather Mercer, in Afghanistan during the U.S. war on terrorism in 2001.  Taliban propaganda blasted the two missionaries to the international press claiming they were trying to entice faithful Moslems away from Islam.  The Taliban attempted to play the presence of the missionaries in order to rally support from the Moslem world. The U.S. was forced to divert military resources in its attempt to rescue these noncombatants. While tracking the location of the 2 workers, U. S. Special Ops forces observed the Taliban's movements and asked their Afghan allies to attack the guards at the shipping container jail to free the prisoners. After the Northern Alliance troops surprised and overpowered the guards, the aid workers were evacuated by an American helicopter.
NOTE: Show Slide 8 BASIC PRINCIPLES

Even though paramilitary organizations are not formal military forces, they do subscribe to certain basic principles that guide their organizations and actions.

Since paramilitary forces in many ways resemble military forces, some of these principles are very similar to basic military principles. In some cases, however, they are tailored to specifically address the considerations of paramilitary forces and their goals. Depending on the type of organization, and its individual goals and motivations, some or all of the following principles may be adhered to in varying degrees.

NOTE: Show Slide 9 PRINCIPLES AGAINST ADVERSARY OF GREATER POWER – ADAPTIVE PRINCIPLES

Aside from government-based internal security forces, other paramilitary forces generally must attempt to accomplish their goals against an adversary that overmatches them in conventional military power. When facing an enemy of greater power and capabilities, paramilitary forces will continue to apply the 11 basic principles described previously to the extent still possible. 

However, they have devised some additional principles for applying their various instruments of power against an adversary with superior power. These are similar to the “adaptive” principles that regular military forces might use when facing superior forces.
NOTE: Show Slide 10 PRINCIPLES AGAINST ADVERSARY OF GREATER POWER – PERCEIVED U.S. VULNERABILITIES

In evaluating extraregional threats, paramilitary forces carefully study the strengths and weaknesses of an extraregional power (such as the United States). They generally view the United States as the sole superpower, with an overall advantage in technology and war fighting capability. 

Despite these strengths, paramilitary forces see some weaknesses that adversaries of the United States may be able to exploit, such as these listed on the 2 slides.  The slides show some of the perceptions of U.S. vulnerabilities.  Listed below are some selected historical examples of these type vulnerabilities:

•Vulnerability of coalitions (Talking Point: Al Qaeda current attempt, as well as Saddam Hussein’s previous attempts to divide U.S.-led coalitions by stressing the incompatibility of the Western forces allying with Arab forces, or Christian forces allying with Moslem forces). 

•Lack of commitment over time. (Talking Point: Vietnam, Somalia, Beirut)

•Preference for standoff combat.  (Talking Point: Smart bombs; how the Serbs fooled the NATO air forces (occasionally) by setting up logs to represent artillery pieces since there was no on-the-ground target surveillance)

NOTE: Show Slide 11 PRINCIPLES AGAINST ADVERSARY OF GREATER POWER – PERCEIVED U.S. VULNERABILITIES (CONTINUED)

•Lack of cultural awareness (Talking Point: “The Ugly American” arrogantly believing that if he speaks English loud enough and slow enough everyone should understand him.  This attitude on a grand scale could lead to alienating the local populace against America. A common problem is body language miscommunication. For example, in Saudi Arabia showing the soles of feet = insult, thumbs up = insult.)

•Vulnerability of force projection. (Talking Point: Airport, Seaport Protection)

•Dependence on robust logistics. (Talking Point: “Pampered” Americans)
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
2.
Learning Step/Activity 2.  Understand the general tactics used by paramilitary organizations.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

10 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Chapter 2


Security Classification:

Unclassified 

NOTE: Show Slide 12 CHAPTER 2: GENERAL PARAMILITARY TACTICS

Chapter 2 addresses the general tactics employed by paramilitary forces. Generally, these organizations use tactics that resemble those used by regular military forces, but may differ in terms of scale or sophistication. 

Later chapters more specifically describe how certain types of paramilitary forces would execute a particular tactic or action. Such specific tactical applications depend on the specific goal, motivation, and capabilities of each different type of organization. Thus, paramilitary forces are not restricted to the tactics described here as general guidelines.

To determine how best to employ forces, paramilitary tacticians study the weaknesses or vulnerabilities of their enemy. Tactics are chosen based upon goals and objectives, and modified based on analysis of the current situation, the physical environment, and the capabilities of available weapon systems. Paramilitary forces attempt to fully understand the environment in which they and their enemies operate, and they modify their tactics to capitalize upon their enemies’ weaknesses.  They then conduct offensive or defensive actions, as well as information warfare (IW) and intelligence activities, to exploit these weaknesses.

Vladimir Lenin was a paramilitary leader jailed and exiled from Russia for trying to bring communism to the Czarist Empire before Germany returned him to Russia in a sealed train in 1917, and he eventually seized power.  His philosophy has inspired the use of violence by insurgents, terrorists, and internal security forces alike for all of the 20th century and his influence on paramilitary forces continues today.
NOTE: Show Slide 13 OFFENSE

Similar to conventional military doctrine, paramilitary organizations emphasize offense as the necessary course of action to accomplish their objectives.  However, a paramilitary force can define victory as outlasting the enemy or inflicting excessive casualties upon the enemy forces. The various paramilitary  objectives are best achieved through offensive actions. 

The offense gains the initiative, inflicts the most casualties on targeted segments of the enemy or population, and forces the enemy to react. An offensive action, thoroughly planned and meticulously executed, often results in success, or at least the appearance of success. Offensive tactics common to many paramilitary organizations include assaults, raids, seizing objectives, ambushes, shelling attacks, harassment, and terror tactics.

When conducting offensive actions, paramilitary forces will establish mission withdrawal or mission abort criteria to decide when to break contact. However, the constraints of these criteria will vary depending on the mission, the superior commander’s intent, available resources, and the motivation of the force to achieve its desired goal. In all cases, the senior commander must authorize the withdrawal. 

After attainment of the goal, the OPFOR will disengage from the enemy in a timely and organized manner. The paramilitary force seeks to disengage without unnecessarily losing combat capability or exposing its support network. 
NOTE: Show Slide 14 DEFENSE

Paramilitary forces believe defense is a necessary condition to hold key terrain, preserve resources, or gain an economy of force. Defense also allows for the implied advantages of rest and recuperation, refit and maintenance of equipment, and training. 

Defensive actions also allow forces to withdraw, hold occupied positions, or create conditions favorable for resuming offensive actions.

Iranian insurgents were adamant about holding the U.S. embassy, as it represented a symbolic victory and a unifying factor for the revolutionaries against the Shah’s regime. Through months of demonstrations, the militants shouted their pledge to hold the embassy  “to the death.”   Thus, the embassy was key terrain to the insurgents.  After 444 days of captivity, the clergy-controlled militants released the embassy staff  (some of whom are pictured on their knees in this photo.)   Iran’s Revolutionary Guard still holds the embassy and as of the 22nd anniversary of the takeover (4 November 2001) is offering public tours of America’s embassy including the second-floor offices of Islamic Jihad and Hezbollah, groups on the State Department list of terrorist organizations.

NOTE: Show Slide 15 INFORMATION WARFARE

Paramilitary forces define information warfare as specifically planned and integrated actions taken to achieve an information advantage at critical points and times. The fundamental goal of IW is to influence an enemy’s decision-making through his collected and available information, information systems, and information-based processes, while retaining the ability to employ friendly information, information-based processes, and systems. 

IW includes offensive elements, as well as defensive, protective measures. One side attempts to gain an advantage by affecting enemy information and information systems while defending its own information systems.

IW is continuously conducted by all paramilitary forces, without regard to strict organizational boundaries. The leadership integrates all elements of power - diplomatic-political, economic, military, and informational - to implement an information strategy. One element of power may have primacy over the others at a given time, but all work together.

The seven elements depicted in the slide are integrated when developing and 
implementing IW:  electronic warfare (EW), computer warfare, deception, physical destruction, protection and security measures, perception management, information attack (IA).

The resources and capability of a particular paramilitary force, and the
appropriateness of the IW medium to the target, determine the choices and the 
extent to which the various IW elements are employed and integrated.
NOTE: Show Slide 16 INTELLIGENCE ACTIVITIES

Paramilitary organizations can conduct intelligence activities using the same key techniques and procedures as those of conventional military forces, but often on a smaller scale. Paramilitary organizations often will not have the state-of-the-art technology that conventional forces will posses.  Therefore, they may conduct intelligence activities with less sophisticated methods. However, they will have a greater appreciation for the cultural setting of the area of responsibility (AOR).

Since the automated intelligence capability of paramilitary organizations is often limited, every member of a paramilitary organization is considered an intelligence-gathering mechanism.  His knowledge of the AOR is likely to be greater than that of an intelligence officer in a conventional military force, which will often offset the disadvantage of not having automated systems. 

The principal intelligence tasks of a paramilitary force are reconnaissance, general political and military intelligence, and counterintelligence. The classical factors of the intelligence cycle (collection, evaluation, production, and dissemination) are just as valid for a paramilitary force as for a conventional force.
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
3.
Learning Step/Activity 3.  Understand insurgent organization and tactics.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

5 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Chapter 3


Security Classification:

Unclassified 

NOTE: Show Slide 17 CHAPTER 3: INSURGENT ORGANIZATION AND TACTICS

Chapter 3 addresses insurgent forces.  Insurgent forces are groups that conduct irregular or unconventional warfare within the borders of their country in order to undermine or overthrow a constituted government or civil authority. The distinction between terrorists and insurgents is often blurred because of the tactics employed by each. 

Some terrorist groups have become insurgent organizations, while insurgent organizations have used terror tactics. An insurgent organization may use more than one form of tactics and, based on its strategy, its actions could cut across the entire spectrum of warfare(employing terror, guerrilla, and conventional military tactics to achieve its goals. Typically, most insurgent groups use the first two.

While insurgent forces, by definition, operate within their own country, another country in the region (identified in OPFOR manuals as “the State”) may identify and support insurgencies that it believes can help further its political goals. The degree and type of support rendered are strongly influenced by the political ramifications. Support can consist of open political and even material support, or it can be purely material and clandestine. In either case, the goal is to achieve as much influence over these organizations as possible and cause them to take actions that are beneficial to the State.
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There are generally two types of insurgencies: rejectionist and wealth-seeker. Rejectionists are looking to separate themselves from the current government. They achieve this by either seceding from the government or overthrowing it. 
The wealth-seeker type of insurgency is looking to gain wealth.  Its leaders will gain popular support by highlighting the vast economic differences between the government leaders and the populace. Consequently, their objective is to attract the support of the populace by offering them a share in the wealth. 
The goals of insurgencies tend to be achieving legitimacy or redistribution of wealth.  In the short-term, the rejectionist force wants the indigenous population to recognize its legitimacy. The long-term goals may be autonomy for its ethnic or religious groups or winning the right of self-determination.

The short-term goal of wealth-seekers is to accumulate money as quickly as possible.  Once obtained, they must then protect that wealth. Similar to rejectionists, the long-term goals are acquisition of political legitimacy to preserve and enhance wealth and exercise power, and the acquisition of social legitimacy, power, and prestige for its members and families.  

In simple terms, rejectionists seek power through legitimacy, while the wealth-seekers seek legitimacy through power. Rejectionists and wealth-seekers may work together as parts of a single insurgent movement—at least for a while until their interests conflict. Often there is a falling out between these two groups following the overthrow of the government.

The insurgent’s environment is generally one with which he is quite familiar. Insurgents usually spend their entire lives in the culture and terrain in which they operate. Consequently, they have extensive support networks, many based upon family ties or friendships.  The opening line of our own revolutionary constitution illustrates that the insurgent, be he a leader or a follower, is … of the people. 
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These three strategies and others are often formalized and can be found in official documents, such as a manifesto or constitution. Alternatively, a developing insurgent organization may have a loosely established concept, which is only announced in speeches and short writings. 

Popular Protracted War:  The most popular strategy is the classic Communist protracted war insurgency model. It is based on the premise that there is some form of political, social, or economic irritant that causes the masses to advocate dramatic change that cannot be quickly achieved within the current system.  The discontented group establishes an organization, articulating goals and recruiting supporters and resources.  The photos show Marx, Engels, Lenin, and Mao. The philosophies of these communist leaders (particularly Mao’s) contributed to the development of the classic Communist insurgency model.

Military-Focus Strategy:  When examining the military-focus strategy, the major difference between it and protracted popular war is the importance of popular support. In the military-focus strategy, no attempt is made to mobilize the population because it assumes that popular support either already exists or will exist.  Proponents of this strategy believe that the power base to achieve victory and then maintain control of the government is military power. The pictured heads of state either participated in an insurgency with a military focus strategy and/or resisted one. 

Urban-Focus Strategy: The final strategy is the urban-focus strategy, which attempts to exploit a vulnerable environment of a political crisis by performing violent acts that will force those in power to transform the political situation of the country into a military situation. The concept is that, when the government displays a lack of ability to restore security or shows an overreaction as its forces attempt to control the violence, the masses will eventually turn away from the government and support the insurgent movement. 
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Initially, an insurgent organization is cellular as a security precaution.  As an insurgent group develops from low-capability to high-capability organizations, its organizational structure can expand beyond that of a cellular structure to eventually approach that of conventional military forces. 

Direct Action Cells:  The primary element that engages the enemy is the direct action cell.  It conducts raids, ambushes, terror tactics, and harassment. Direct action cells develop into the combat arms of the military-type insurgent organizations. 

Intelligence Cells:  Intelligence cells collect, process, and disseminate intelligence and information on the enemy, terrain, and weather.  They also conduct counterintelligence and espionage activities as well as plan for and conduct reconnaissance and surveillance missions. Intelligence cells form the foundation of intelligence sections in insurgent battalions and larger insurgent organizations, and are usually found within the structures of the organization’s support staff.

Logistics Cells:  These cells obtain, maintain, store, and issue supplies. They also arrange transportation for both supplies and personnel.  They also operate safe houses and front companies and include the finance personnel who arrange for the transmittal of funds.  The logistics cell provides medical and pharmaceutical support to the insurgent forces.  As the organization develops and insurgent battalions or higher headquarters are formed, the logistics cell expands into a logistics section.
Communications Cells:  These cells provide courier service, service dead-drop locations, develop codes, and operate a multiplicity of communications equipment.  As the insurgency grows, communications cells may also conduct electronic warfare activities, such as communications intercept, jamming, and deception. 

Information Cells: Information cells develop, produce, and disseminate propaganda to help the organization gain support from the local populace and/or external sources.  They also recruit and indoctrinate members, and coordinate information campaigns. 
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As the insurgent organization grows and matures, the cellular organizational structure typically evolves into more of a hierarchical structure resembling a conventional military force.  This is an example of an insurgent company.  Similar organizational structures exist for a battalion, the support staff, and the higher political headquarters.
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Insurgent forces use a variety of both offensive and defensive tactics.  Offensive tactics of the insurgency will be primarily raids and ambushes.  Insurgents consider the defense a temporary and necessary state while awaiting or making the opportunity to go back on the offense.  The defense will include such active security measures as obstacles, booby traps, observation or listening posts, guards, early warning systems, and checkpoints.  Likewise, insurgents will use such passive security measures as fortifications, tunnels, camouflage and cover, countermeasures, and noise, light and trash discipline. Intelligence and logistics will be thoroughly integrated into both offensive and defensive operations. 

Tactics will vary depending on a number of factors, to include the size of the unit, its level of training, its firepower capability, the resources available, and terrain upon which it will fight.  Insurgent forces will tailor the tactics used based on the specific target.  Additionally, insurgent activities become increasingly sophisticated in areas where the insurgency is at a more advanced stage, where its presence is heaviest, and where it is more difficult for the enemy to respond. When an insurgency is particularly well resourced, the sophistication of its tactics can approach that of conventional forces.

Insurgents tend to fight as small units with a strength that numbers in the tens or hundreds at most. Their actions are characterized as being force-oriented and do not recognize a front or a rear. They strike where the enemy is weak, and avoid confrontation where he is strong to reduce the possibility of losing too many of their limited resources. They also emphasize tactical mobility.

The above “Principles of Guerrilla Warfare” summarize the tactics used by insurgencies.   Also called the “Sixteen-Character” Formula, these principles correspond with the Ying & Yang / Zen philosophy that serves as the foundation to Asian martial arts.                    
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In addition to the activities already mentioned under this chapter, insurgents also conduct the activities noted on the slide.  Information warfare is important to an insurgent organization since it is one of the few ways that a smaller force can change the balance of power that normally favors the enemy.  A major component of IW is electronic warfare, which includes signals reconnaissance, deception, electronic jamming and physical destruction.  A second component, cyber-insurgency, is any activity performed by insurgents or insurgent sympathizers with or to computers.
Intelligence is fundamental for success of any insurgency.  This area includes the normal functions of information collection, counterintelligence, and reconnaissance and surveillance.

Logistics support is key to any organization.  As an insurgency develops, its requirements for a more robust logistics system grow with it.  As in a conventional military organization, logistics support includes materiel, maintenance, and medical support.

Support for an insurgent group is divided into two sources—internal and external.  Internal support comes from the local populace and is critical to the success of the insurgent movement.  External support is not always necessary for an insurgency to be successful, but in most cases, it is very important.
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Per DOD and Army Doctrine (JP 1-02) — Terrorism is the calculated use of violence or threat of violence to inculcate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political, religious, or ideological. Terrorism’s principal target is civilians, and that is what distinguishes it from other forms of calculated violence used to achieve these goals. 

Although many nations devote significant resources to identifying, apprehending, or destroying terrorist organizations, the terrorist problem has been in existence for centuries and will more than likely continue in the foreseeable future. One reason for this continued survival is an underlying empathy among certain groups and even nations for some of the terrorists’ causes, if not necessarily their means. Their increasingly sophisticated methods of operation and the inherent security found in the way they are organized also contribute to their survivability.

Terrorist groups vary widely in size, organizational structure, motivation, sophistication, and level of activity. This chapter describes the motivations, organizations, tactics, methods, and means characteristic of such groups.
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AUTONOMOUS: Formal terrorist groups are autonomous. They have their own infrastructure, financial support, and training facilities. In addition to conducting terrorist activities within their own country, they are often able to plan and conduct terrorist activities in other countries as well. Some groups are organized and operate as transnational or international terrorist organizations. The Red Army Faction (R.A.F.) was a good example during the Cold War, although the U.S. focus today is on Al Qaeda. 

Single-issue terrorist groups are involved in violence or other criminal activity in order to bring about specific narrowly focused social or political changes. For example, the Justice Commandos for the Armenian Genocide is focused on the Turkish atrocities committed against the Armenian people around 1900. 

LOOSELY AFFILIATED: These groups will find mutual interests with other terrorist organizations and will often combine resources to accomplish an action. With the lack of formal structure in these groups, governments are often unable to monitor their activities or to infiltrate their organizations. Example: The Anarchist Symbol represents groups that have an anarchist agenda.  A loose affiliation of these groups occasionally cooperates, thereby multiplying its collective destructive power.

STATE SPONSORED:  Terrorists who are directly supported by the ruling government of a formally    recognized state are referred to as state-sponsored terrorist groups. The CIA maps here show the “usual suspects” as defined by the U.S. State Department for sponsoring terrorism.
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Terrorist Motivation
When dealing with terrorists, it helps to understand their motivation.  This motivation is what  compels individuals to organize as a terrorist group and to undertake the actions to achieve group goals. 

All terrorist organizations have specific motivations, or separatist ideologies that inspire them to clandestinely “break” from society and rebel against the established order in pursuit of the goals of their specific group. Any government, institution, group, or individual that does not share the terrorist group’s motivation and goals is considered its “enemy.” 

• Ethnocentrism. Race as the defining characteristic of a group, with the attitude that a particular group is superior because of those characteristics, and therefore a basis of cohesion.

• Religion. The commitment or devotion to a certain religious faith or sectarian belief. 

• Nationalism. The loyalty and devotion to a nation, and the national consciousness derived from placing one nation’s culture and interests above those of other nations or groups. 

• Populism. The belief in the rights, and virtues of the common people.

• Politics. The competition between groups or factions for governmental power and leadership.

• Economics. The belief that commercial structure and/or economic well being are the foundation for social structure.  Control and access to resources can be a source of motivation when there is a large disparity between conflicting parties.
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Members of a terrorist organization normally blend in with their social and cultural environment because they usually operate within their own country. They live as and among ordinary citizens and do not appear out of place. They hold normal jobs in the community, to include government offices, and live a relatively routine existence. 

If the terrorists are operating outside their country of origin, they may or may not blend in with the environment depending on the ethnicity of the location.  If there is a large difference, such as a terrorist from Middle East descent living in Germany, they seek anonymity by living among émigré populations of the same ethnicity, religion, or culture. 

If they can blend in with a portion of the general population, they can move freely within that segment of society with minimal support from outside their own organization. If they cannot blend with any portion of the society, they will require increased security measures and substantial local support from an organization indigenous to the foreign country in which they are operating.  For example, they may pay an affiliated terrorist group with the same ideology to conduct actions on their behalf. 
NOTE: Show Slide 33 STRATEGIC ORGANIZATION

Larger terrorist groups may have a “strategic” level of organization. A fully developed terrorist group typically has three wings: the social wing, the political wing, and the armed wing. All terrorist groups have an armed wing but not necessarily a political and/or social wing. The leaders of the wings form the collective, intellectual leadership to direct the terrorist group. While the political wing leader may speak on behalf of the entire group, the collective leadership makes decisions together. 

The social wing concerns itself primarily with humanitarian or social issues, and may never reveal its true ties to the other wings.  This wing could also be described as the “civil affairs” or “altruistic” wing. Outside groups or individuals may contribute funding and other support to the social wing with or without the knowledge of the connection to illicit activities in other wings or the possibility of diversion of their financial support.

The political wing conducts much of its business overtly, whereas the armed wing operates covertly. The political wing conducts business on the diplomatic level. Other governments or organizations may acknowledge the terrorist group’s political wing as its legitimate voice.  Representatives of the group’s political wing negotiate with the opposition. The political wing coordinates support received from outside sources.

The armed wing, sometimes referred to as the “military wing,” forms the nucleus of the entire terrorist group. For security reasons, the armed wing usually organizes around small cells that have limited contact with each other. By minimizing contact between cells, the armed wing seeks to avoid detection and infiltration. Typically, the leader of this wing is one of very few members with detailed knowledge of the entire organization.

Possible additional organizational support could include an economic wing responsible for the generation, management, and the security of financial assets; a media wing composed of “print” media production agencies, such as poster and graffiti artists, newspaper printers, and Internet website developers; and a liaison element composed of advisors, facilitators, observers, and/or exchange personnel from other organizations, companies, or governments.
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At the tactical level, the terrorist group consists primarily of a cellular structure within the armed wing.  As discussed earlier, this wing is the organization most people associate with a terrorist group. With the cellular structure usually adopted by the armed wing, a terrorist group typically has a circular rather than a vertical chain of command. The leader is the center of the terrorist group; its compartmented cells encircle the leader. 

Cells organize based on specific functions, such as communications, intelligence, information, logistics, or direct action. Some cells may be multifunctional because of the group’s size or resource constraints; however, this is the exception. Based on direction by the armed wing leader, various cells come together to execute missions. 

A cell can have its functions broken down into teams.  A direct action cell of a large terrorist group, for example, may have specialized teams for assassination and kidnapping activities, whereas a smaller terrorist group may have one cell to conduct both actions. 
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Terrorist groups can use a wide variety of tactics, methods, and means to achieve their goals and cause widespread fear among the enemy and/or the populace in the target area. Typical terrorist actions include extortion, kidnapping, hijacking, hostage taking, assassination, maiming, sabotage, and cyberterrorism. Groups also can use overt, indiscriminate techniques such as bombings or shelling attacks, the use of mines, or use of nuclear, biological, or chemical (NBC) weapons, to accomplish their goals. More advanced terrorist organizations have the ability to use traditional weapons in conjunction with modern technological systems, such as computers, to increase their effectiveness.

The targets of these actions are primarily civilian targets, although military and other government entities may also become targets, intentionally or unintentionally. When the likelihood of civilian casualties is high, a terrorist group must consider the possible unfavorable ramifications of actions against civilian targets.

Terrorist attacks designed to maximize casualties are particularly worrisome after 9-11-01.  The intent of mass casualty activities is to create a relatively large number of civilian casualties.   A secondary effect is the destruction of historic, cultural, or religious structures that are symbolic to the enemy.  The purposes of mass casualty activities are to demonstrate the enemy’s ineffectiveness, to gain concessions from the enemy, or to cause an inappropriate response by the enemy, thus creating or gaining sympathy and support for the terrorist group. 
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In addition to the activities already mentioned under this chapter, terrorist organizations also conduct the activities noted on the slide.  These are very similar to those described for insurgent organizations, especially the area of   information warfare, since it is one of the few ways that a smaller force can change the balance of power that normally favors the enemy. 
Intelligence is fundamental for success of any terrorist activities.  This area includes the functions of information collection, reconnaissance and surveillance and counterintelligence.

Support for a terrorist group is divided into two sources—internal and external.  The internal support comes from caches used to hide supplies and equipment, and safe houses used for refuge.  External support includes sponsoring countries, other groups with the same ideology, or other groups hostile to the terrorists’ enemy.
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The controlling government of the nation-state OPFOR, referred to simply as “the State,” maintains large internal security forces to deal with various internal threats to the regime. The five directorates of the State’s internal security forces are the Political Directorate, Intelligence Directorate, State Security Directorate General Police Directorate, and the Civil Defense Directorate.  In peacetime, the Chief of Internal Security heads the internal security forces within the Ministry of the Interior.  During wartime, some or all of these forces may come under the control of the Supreme High Command (SHC) as a sixth service of the Armed Forces. 

These forces are well organized, trained, and equipped to perform a host of diverse missions. These organizations have specified missions throughout the spectrum from peacetime to total war. This chapter discusses the organizations and methods of operation, tactics, and techniques employed by all of these forces. 

Internal security forces conduct activities against a variety of enemies, such as criminals, political dissidents, and insurgents, as well as against an enemy’s military during war. Accordingly, the operations and tactics employed will vary depending on the particular mission, target, and enemy origin (internal, regional, or extraregional).
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The Political Directorate monitors the political activities of the populace. This directorate has a predominant role in defining, in general, who the State’s enemies are.  Often the enemy would be defined as segments of the population, habitually defined by race, religion, or some other easily delineated category. 

The Political Directorate sends agents to infiltrate possible subversive groups to undermine groups’ cohesiveness or redirect their efforts in directions the regime can control.  The Political Directorate is quite knowledgeable not only about who opposes the policies of the State but also who has potential to oppose the State’s policies. Thus, the Political Directorate can be preemptive in establishing policies that suppress potential opponents before they have an opportunity to revolt or take other subversive action. 

Many times, suppressive policies will extend beyond just the State’s opponents, to include their families and even race.  This is because the Political Directorate hopes the elimination of its internal opponents does not leave behind a generation of avengers.   This was, in part, Nazi Germany’s justification for sending whole families and races (Jews, Gypsies, etc.) to concentration camps.  Quelling even the potential of an uprising also seems to be a reason for Iraq’s continuing oppression of the Kurds and Shiite Muslims.  In fact, Saddam Hussein brags that (through his internal security forces) he knows what his opponents are thinking before they think it. 

As the histories of both Iraq and Germany have proven, internal security forces can be quite effective in their brutality.  In fact, the history of the 20th century shows that internal security forces killed more people than wars. Statistics show that the death toll from wars in the 20th century is only 40% of the reported deaths due to government oppression in only 8 countries.  
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The Intelligence Directorate is responsible for neutralizing subversive and potentially subversive elements within the State.  It investigates and monitors these groups and infiltrates their ranks.   To some degree the functions of the Intelligence Directorate do overlap the functions of the Political Directorate, but the Intelligence Directorate does not make policy.  The Intelligence Directorate conducts its operations with a focus that is more short-term, more narrowly targeted, and more concentrated on gathering information.
Specifically, its targets of interest are subversive groups, foreign spies, foreign-based corporations, nongovernmental organizations (NGOs) and private volunteer organizations (PVOs), regional opponents, and extraregional opponents.  The Intelligence Directorate routinely collects information by eavesdropping on the communications of these groups and their known leaders. The Directorate also employs an extensive human intelligence (HUMINT) network.  The State is constantly collecting information on such external organizations to determine how to deal with negative influences they may have on the populace, or how it can manipulate these organizations to support its own national security objectives. 

In wartime, the Intel Directorate continues to operate its HUMINT network within the State. During regional conflict, this HUMINT network is normally expanded into enemy territory. This network serves as the cornerstone of a reconnaissance, intelligence, surveillance, and target acquisition (RISTA) capability that the State hopes may also offset the technological advantages of an extraregional force.
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The State Security Directorate is responsible for preventing anti-government activities, investigating these activities, and prosecuting those guilty.   This includes finding and neutralizing dissidents and spies. Consequently, it does somewhat overlap with some functions of the Political or Intelligence Directorate.  Elements of the State Security Directorate are deployed throughout the State in support of their specific functions. They include Border Guard Forces, National Security Forces, and Special-Purpose Forces.   Many of these elements are paramilitary units and are equipped for combat with equipment similar to the military.  Together with the regular Armed Forces, these paramilitary forces help the State maintain control over its population, during both peace and wartime situations.

The primary mission of the Border Guard Forces is to patrol the State’s borders.  This includes both land and sea. In this capacity, they maintain security against unauthorized crossings into or out of the State.  During war, they may be assigned to a military unit to guard a newly gained territory or to conduct actions against the enemy.  

The mission of the National Security Forces is to maintain the security of the State from subversive elements within its borders and from crimes against the government.  This organization is responsible for preventing and investigating anti-government activities, locating and neutralizing dissidents and spies, and collecting information on foreign organizations operating within the State’s sphere of influence.  A major task is to accomplish all of this while maintaining public order. 

The Special-Purpose Forces are highly trained, well-equipped commando-type forces used for VIP security, hostage rescue, counterdrug, counterinsurgency, and counterterrorist activities.  In wartime, the State can use the SPF’s direct action capability to conduct sabotage and other disruptive activities in the enemy’s rear. 
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The General Police Directorate has responsibility for national, district, and local police, fire protection, and the penal system.  National Police establishments have nationwide jurisdiction, while district and local police are primarily responsible for the maintenance of law and order in a given geographical area. Their responsibilities, rather than their organizational structures or names, distinguish them from each other. The level of organization is commensurate with the level of influence. Thus, a National Police force is larger and more capable than a district or local police force. Its forces include paramilitary tactical units and special police units that are equipped for combat. 

Police forces primarily serve two functions: maintenance of law and order and enforcement of regulations. Maintenance of law and order includes protection of life and property, prevention and detection of crimes, apprehension and prosecution of criminal offenders, and traffic and crowd control.  Regulatory functions are administrative duties, such as issuance of licenses and permits, currency protection, immigration control, trade supervision, prison management, enforcement of ordinances, monitoring of elections, inspection of facilities, and enforcement of religious law and/or custom. Many of these duties involve bureaucratic processes that lend themselves to inefficiency, graft, and corruption. 

As necessary, forces of the General Police Directorate can adopt a paramilitary role. They would use military-type tactics, weapons, and equipment to further the goals of local, district, and national political organizations. 
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The last directorate under the Ministry of the Interior is the Civil Defense Directorate.  Forces under the control of the Civil Defense Directorate include a variety of units, both paramilitary and nonmilitary. 

In peacetime, normal missions include emergency engineering, rescue, and similar disaster relief functions. Civil defense and engineering programs provide for the construction, operation, and maintenance of roads and facilities. For example, construction programs may include the building of shelters, warehouses, aboveground and underground structures, road networks, terminals, and hospitals. Engineers and support personnel may operate electric power, sewage treatment, and water and fuel storage and distribution facilities. These personnel may also conduct environmental support operations, provide fire protection, and provide water purification and disposal.

During wartime, civil defense units focus on identifying and repairing battle-damaged facilities and structures (including roads, bridges, airfields, and depots) and on minimizing or reducing the impact of enemy strikes on the overall infrastructure. They sometimes protect important military, political, or economic centers against sabotage by internal or external threats and could also perform other support area security missions. 

As a supplement to the combat engineers of the Armed Forces, civil engineering units also can conduct engineer reconnaissance, conduct explosive ordnance disposal, and provide force-protection construction support and logistics enhancements required to sustain military operations. 
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Drug and criminal organizations pervade the contemporary operational environment. These organizations exist in time of war and peace. They operate totally in their own self-interest, and their principal goal is to flourish and expand. They are normally independent of nation-state control and often extend beyond national boundaries to operate regionally or worldwide. Individual drug dealers and criminals or small-scale organizations do not have the capability to adversely affect legitimate political, military, and judicial organizations—but the large-scale organizations do. 

The large amount of funds these organizations generate allows them to have the best technology, equipment, and weapons available, simply because they have the money to buy them.  Additionally, they are not required to go through long acquisition cycles similar to the military to obtain new equipment.

Drug and criminal organizations may use terror tactics and militarily unconventional methods to achieve their goals. They might have links with other threats, such as terrorist or insurgent organizations or even a country’s government and military.  The important point to realize is that drug and criminal organizations pervade the contemporary operational environment. In other words, they’re everywhere.
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The primary motivation of these drug and criminal organizations is financial profit. For most of them, the money is an end in itself.

But there are other groups that are not necessarily classified as criminal organizations that conduct drug trafficking or other illegal actions as a means to finance political, terrorist, or other paramilitary activities.
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Drug or criminal or terrorist organizations can be parallel “industries” that interact synergistically. All three rely on transnational infrastructures that extend largely underground and can be shared to achieve mutual benefits. 

For the criminal or terrorist, drug trafficking provides the large amount of cash required to purchase weapons and finance other actions. The drug trafficker uses sophisticated methods (including criminal action or terror tactics) to ensure he maintains his sources of supply, and the discipline and integrity of his organization. 

Most disturbing is that these industries might ally with the State itself to pursue mutual interests.  As a covert sponsor of these industries, the State can provide steady funding, formalized training, quality equipment, and hi-tech weapons that dramatically increase their criminal capability and lethality.  In return the State would expect its partnership with these industries to contribute to reaching the national goals as defined by the State’s leadership.

Whether the motivation is profit or ideology, or a combination of both, the end product is  the potential of social disruption and extreme violence that knows no national borders and that function outside the norms of international diplomacy and war. In this way, the modes of operation of these “industries” and the State may converge. 
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A good example of parallel industries is narco-terrorism.  They may employ some of the same techniques used by terrorist groups, but they are conducted to further their own self interests (as in to pursue their profit motive) rather than due to any strict ethnocentric, religious, nationalistic, populist, or political motivation.

Narco-terrorists are notable in their adoption of extreme measures in pursuit of the enormous profits they acquire.   Actions conducted by narco-terrorists may include assassinations, extortion, hijackings, bombings, and kidnappings. Most of these actions are directed against judges, prosecutors, elected officials, or law enforcement agents that interfere with their illicit businesses. However, some actions are often directed at the general disruption of a legitimate government in order to divert attention from their own illegal activities.

Narco-terrorists or criminals may also prey upon individuals within the drug culture or within their own illegal industry, to discourage competitors or to keep their own subordinates in line.
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Drug organizations and other criminal organizations have structures that are very similar to that of a vertically integrated business.  Normally, there is a leader or team of leaders who direct the group’s actions. As in any business, the leaders are managers who attempt to cut costs and maximize profits.

Many of these organizations have a cellular structure as a security precaution with each level or cell operating independently.  The cells are normally organized based on specific functions, such as production, transportation, or money laundering. Since most cells are not familiar with the organization’s entire operation, one cell can be compromised without compromising the others.  Although cells operate independently, they are dependent on the other cells to provide the appropriate support. For example, money laundering cannot take place until the distribution cell provides the money it collects from its own activities. 
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Those criminal organizations that specialize in illegal drugs will normally execute the functions as listed in the pyramid.  The size of a drug organization determines the types and numbers of cells. If it is a large drug cartel, for instance, there may be several cultivation cells dedicated to providing the raw material to the labs in order to produce drugs for distribution. However, if the group is small, there will be fewer cells, and some cells may be multifunctional. Alternatively, a drug organization may outsource some functions, just as businesses contract services with other organizations. For example, the drug organization may contract with a criminal organization or local gang to conduct distribution.
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
7.
Learning Step/Activity 7.  Understand the types of noncombatants expected in an operational environment.

Method of Instruction:

Conference / Discussion


Instructor-to-student Ratio:

1: class


Time of Instruction:

5 min 


Media:

Instructor





Actual material





Overhead Projector and Slides; or Computer and CD


References:

FM 7-100.3, Chapter 7


Security Classification:

Unclassified 
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The civilian population has an impact on all other elements that compose the contemporary operational environment and to a large extent determines the nature of political and military action. Aside from military and paramilitary forces, the civilian population of a nation or region is often the single most important aspect of the environment. This situation can be further complicated by the presence of noncombatants who are not indigenous to the country or region. 
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The media include local, national, and international journalists, reporters, and associated support personnel. Their primary job is to provide information. Although most media personnel may try to remain objective and report accurately, there are those who have a bias favoring a certain position. It is also important to note that although the media is listed in the nongovernment category, many governments control the media in their country.

Opposing sides in a conflict will seek to control and exploit the media in order to support their own positions or emphasize the other side’s mistakes and failures. The pervasive presence of the media provides a certain situational awareness that might not otherwise be available. However, they will most likely be used as an outlet for propaganda and psychological warfare campaigns.  With or without manipulation by other parties, the media can have a great effect on public opinion and national will of the opposing sides. Media coverage of operations can dramatically affect international relations and world opinion.    

Nongovernmental organizations (NGOs) and private volunteer organizations (PVOs) provide   humanitarian assistance and disaster relief. Officially, they are not affiliated with a government, but they may be influenced by policies of their home country.  These humanitarian relief organizations are generally motivated by charity. They will be trying to help the local population deal with manmade and natural disasters and disease, hunger, and poverty.  However, some organizations and individual participants may have motivations that differ from the organization’s public mission statements. These can be economic, political, religious, cultural, or private motivations, such as revenge. There are both stated and hidden interests and objectives. 
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Transnational corporations may enter into partnerships with countries that are trying to increase their world economic position. Emerging states may invite such corporations to establish research and manufacturing facilities in their countries as a means of building infrastructure. However, the corporations’ motivations are not always charitable; they may try to influence regional affairs or assist their host country in actions that promote their own economic gain. 

Private security organizations (PSOs) are business enterprises or local ad hoc groups that provide security and/or intelligence services, on a contractual or self-interest basis.  These PSOs are used to protect people, facilities, or operations.  A PSO sometimes acts as an adjunct to other security measures, and provides advisors, instruction, and personnel for host-nation military, paramilitary, and police forces, as well as for private individuals and businesses (including transnational corporations).
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Criminals (other than those in large-scale criminal organizations) operate outside a formal organizational structure. Although some criminals may form loose organizations, called gangs or rings, these groups normally have no true formal structure.

Individual criminals or small gangs may be a nuisance to local law enforcement personnel, but they do not have the power to influence legitimate institutions. They are not capable of bribing on a grand scale like a large-scale criminal organization can. 

Criminals, bandits, or thieves are opportunists who commit crimes. Those civilians, media, or humanitarian relief personnel who commit crimes in the course of their duties are also considered criminals.   

Other civilians, also known as civilians on the battlefield (COBs), include government officials, businesspeople, the local population, transients, and displaced civilians or refugees.   All these people will have varied concerns and their own agendas.
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History has shown that noncombatants are often exploited during a conflict.  One side might create refugee situations, riots, or demonstrations that can impede the progress of its enemy.   Paramilitary atrocities that compel the enemy to conduct an operational pause to care for victims distract the enemy from achieving his objective.

Military and paramilitary organizations can use the presence of noncombatants to shape the battlefield and lure enemy units into kill zones or ambushes. 

Paramilitary forces can treat the presence of noncombatants as a variable suitable to manipulate demand on supplies.  For example, a paramilitary force can shoot noncombatants under its care to free up supplies for its own use, or shoot at the noncombatants under the enemy’s care to increase the demand on the enemy’s medical system. The military rational behind the dishonorable act of strafing civilians has been to spread panic that clogs enemy roads with refugees thereby preventing the enemy from transporting critical supplies to the front lines. 

A terrorist, drug, or criminal organization may coerce a businessperson into running a front company on its behalf. It may also use bribery or extortion to induce civilians to act as couriers or otherwise support its activities. A paramilitary organization could likewise coerce a noncombatant to supply it with goods and services. It can also gain leverage over a noncombatant by exploiting a noncombatant’s vices such as drugs, alcohol, women, gambling, etc.
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A military or paramilitary force can manipulate an individual or group by exploiting their weaknesses or supplying their needs. For example, they may provide information to a reporter. In doing so, however, they may seek to highlight information favorable to their own cause or "spin" information to the detriment of others.  

A paramilitary organization may orchestrate a civil disturbance by encouraging civilians to meet at a public area at a certain time. Members of the paramilitary group then infiltrate the crowd and incite it to riot or protest. On the other hand, they may pay civilians to conduct a demonstration or a march. The top picture (from a previous TRADOC OPFOR briefing) implies the question of what inspired the crowd to protest against the soldiers standing guard.

Frequently, bands of refugees serve as cover for intelligence or direct action elements.  Often a paramilitary member will approach / infiltrate his target acting as an innocent noncombatant. 

Military and paramilitary organizations can use civilian populations as human shields, obstacles, or sanctuary to protect military assets from enemy attack. 

Likewise, a noncombatant can be coerced to lure the enemy into kill zones or ambushes. There are many verifiable reports of children soldiers (defined as under the age of 18 years old, and sometimes as young as 5 or 6 years old) leading U.S. troops into ambushes during the Vietnam conflict. The bottom photo (also from a previous TRADOC OPFOR briefing) showing a more recent deployment of U.S. troops, suggests this might be happening again.
CHECK ON LEARNING:  Conduct a check on learning and summarize the activity.
SECTION IV.
SUMMARY

Method of Instruction: Conference/Discussion

Instructor-to-student Ratio is: 1: class

Time of Instruction:    5 min  

Media:    Instructor


Overhead Projector and Slides; or Computer and CD

	Check on Learning
	Conduct a check on learning and summarize the lesson.

	Review/ Summarize Lesson
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The Contemporary Operational Environment (COE) dictates that America’s enemies will deploy their paramilitary organizations and exploit nonmilitary organizations anywhere and in any way necessary to achieve their goals.  They believe the ends justify the means regardless how brutal.  This is what the OPFOR and other variables of the COE must replicate so we may train to protect our interests and achieve peace through victory.



SECTION V.
STUDENT EVALUATION

	Testing Requirements
	NOTE: Describe how the student must demonstrate accomplishment of the TLO. Refer student to the Student Evaluation Plan.

	 
	N/A.  Testing is not conducted for Awareness Training.

	Feedback Requirements
	NOTE: Feedback is essential to effective learning.  Schedule and provide feedback on the evaluation and any information to help answer students' questions about the test.  Provide remedial training as needed.


Appendix A-1: Lesson 1 - Introduction Classroom Instructional Media 

Appendix A-2: Lesson 2 – Chapter 1: Regional and Global Framework Classroom Instructional Media 

Appendix A-3: Lesson 3 – Chapter 2: General Paramilitary Tactics Classroom Instructional Media

Appendix A-4: Lesson 4 – Chapter 3:  Insurgent Organization and Tactics Classroom Instructional Media

Appendix A-5: Lesson 5 – Chapter 4:  Terrorist Organization and Tactics Classroom Instructional Media

 Appendix A-6: Lesson 6 – Chapter 5: Internal Security Forces Classroom Instructional Media

 Appendix A-7: Lesson 7 – Chapter 6: Drug and Criminal Organizations Classroom Instructional Media

Appendix A-8: Lesson 8 – Chapter 7: Noncombatants Classroom Instructional Media

Appendix A-9: Lesson 9 – Overview Chapters 1 – 7 Classroom Instructional Media 

Appendix A-10: Lesson 1 – Introduction Individual Instructional Media

Appendix A-11: Lesson 2 – Chapter 1: Regional and Global Framework Individual Instructional Media

Appendix A-12: Lesson 3 – Chapter 2:  General Paramilitary Tactics Individual Instructional Media

Appendix A-13: Lesson 4 – Chapter 3:  Insurgent Organization and Tactics Individual Instructional Media

Appendix A-14: Lesson 5 – Chapter 4:  Terrorist Organization and Tactics Individual Instructional Media

Appendix A-15: Lesson 6 – Chapter 5: Internal Security Forces Individual Instructional Media

Appendix A-16: Lesson 7 – Chapter 6: Drug and Criminal Organizations Individual Instructional Media

Appendix A-17: Lesson 8 – Chapter 7: Noncombatants Individual Instructional Media

Appendix A-18: Lesson 9 – Overview Chapters 1 – 7 Individual Instructional Media

Appendix B: Test and Test Solutions

Not Applicable

Appendix C: Practical Exercises and Solutions

Not Applicable
Appendix D: Student Handouts

Not Applicable

Appendix E: Course Map

Appendix F: Training Support Package User Software Guidance
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