ART 2.4.2.2 Provide Intelligence Support to Command and Control

Warfare

Military intelligence organizations provide information to identify threat
decisionmaking and command and control nodes, processes, and
means in order of criticality. Intelligence also helps identify threat
systems, activities, and procedures that may be vulnerable to
command and control warfare. Additionally, intelligence plays a key
role in evaluating and assessing the effectiveness of command and
control warfare. (FM 2-0 (USAICoE)

Note: This task supports electronic attack which employs jamming,
electromagnetic energy, or directed energy against personnel,
facilities, or equipment. This task identifies critical threat information
systems and command and control nodes.

NO. Scale Measure

01 Yes/No | Unit identified threat command and control nodes.

02 Yes/No Unit identified threat communications systems.

03 Yes/No | Unit identified threat computer systems.

04 Yes/No Intelligence support required for electronic attack
identified through intelligence preparation of the
battlefield and support to targeting.

05 Yes/No | Unit identified the threat’s assets, processes, patterns,
and means vulnerable to electronic attack.

06 Yes/No | Unit provided intelligence support to locate targets for
electronic attack.

07 Yes/No Unit provided intelligence support to determine if
desired effects were achieved.

08 Yes/No Unit provided information regarding target capabilities
and vulnerabilities.

09 Yes/No Unit provided information regarding which enemy
systems are available against which to perform
electronic attack.

10 Yes/No Unit completed combat assessment for electronic
attack.

11 Time To determine support required for electronic attack.

12 Time To determine specific information requirements for
electronic attack.

13 Time To provide combat assessments in support of electronic




attack.

14 Percent | Of threat command and control nodes vulnerable to
electronic attack.

15 Percent | Of threat command and control nodes vulnerable to
electronic exploitation.

16 Percent | Of threat computer systems vulnerable to computer
network attack.

17 Percent | Of threat command and control nodes disrupted and
degraded.

18 Percent | Of threat computer systems compromised.

19 Percent | Of personnel, facilities, or equipment degraded, denied,
disrupted, or destroyed by electronic attack.

Supporting Collective Tasks:

Task | Title Proponent Echelon
No.
34-3- | Conduct an Intelligence Survey 34 - Combat | Platoon
0050 Electronic
Warfare and
Intelligence
(Collective)
34-3- | Analyze an Intelligence Survey 34 - Combat | Platoon
0051 Electronic
Warfare and
Intelligence
(Collective)
34-3- | Manage Analysis & Control Element 34 - Combat | Platoon
0102 | (ACE) Operations Electronic
Warfare and
Intelligence
(Collective)
34-3- | Coordinate Analysis and Control Element | 34 - Combat | Platoon
0103 | (ACE) Operations Electronic
Warfare and
Intelligence
(Collective)
34-4- | Manage Fusion Analysis and Production 34 - Combat | Section
0630 Electronic




Warfare and
Intelligence
(Collective)

34-4-
0631

Conduct Fusion Analysis

34 - Combat
Electronic
Warfare and
Intelligence
(Collective)

Section

34-4-
1102

Provide Intelligence Overwatch

34 - Combat
Electronic
Warfare and
Intelligence
(Collective)

Section

34-4-
1104

Manage the Intelligence Support Element
(ISE)

34 - Combat
Electronic
Warfare and
Intelligence
(Collective)

Section

34-4-
1722

Provide Tactical Exploitation System
(TES) Support To the Intelligence Process

34 - Combat
Electronic
Warfare and
Intelligence
(Collective)

Section

34-5-
0472

Provide Intelligence Support Team Input
to Targeting

34 - Combat
Electronic
Warfare and
Intelligence
(Collective)

Team
(TOE)

34-5-
0500

Process Guardrail Common Sensor
(GRCS) Data

34 - Combat
Electronic
Warfare and
Intelligence
(Collective)

Team
(TOE)

34-5-
0701

Conduct Voice Communications Intercept
Using the AN/MLQ-40 Prophet System On
the Move

34 - Combat
Electronic
Warfare and
Intelligence
(Collective)

Team
(TOE)

34-5-
0800

Establish an Electronic Support (ES) or
Electronic Attack (EA) Site

34 - Combat
Electronic

Team
(TOE)




Warfare and

Intelligence
(Collective)
34-6- | Prepare the Intelligence Running 34 - Combat | Brigade
2037 | Estimate Electronic
Warfare and
Intelligence
(Collective)
34-6- | Integrate JOA Intelligence, Surveillance, 34 - Combat | Brigade
4000 | and Reconnaissance (ISR) with CBRNE Electronic
Situation Warfare and
Intelligence
(Collective)
34-6- | Conduct Information Collection, 34 - Combat | Brigade
4001 | Surveillance, and Reconnaissance of Electronic
CBRN Threats Warfare and
Intelligence

(Collective)




