
ART 5.9.1.2 Conduct Cyber Network Operations

Units that perform this task establish, operate, manage, protect, 
defend, and provide command and control of the LandWarNet, critical 
infrastructure and key resources, and other specified cyberspace. (JP 3-
13.1) (USJFCOM JWFC)

NO. Scale Measure
01 Yes/No Unit established liaisons and integrated partners to 

promote operational efficiency and effectiveness.
02 Yes/No Unit established common ingress or egress points for 

integration between disparate Army cyberspaces to 
enable coordinated Army and joint, interagency, 
intergovernmental,
and multinational actions in and through friendly 
applications of cyberspace.

03 Yes/No Unit established secure computing and communications 
network infrastructures (Army cyberspace) to support 
the movement and maneuver as well as sharing of data 
at multiple levels of security ranging from unclassified 
thru top secret or sensitive compartmented information.

04 Yes/No Unit moved and maneuvered data with varying security 
classifications within and across Army cyberspace 
utilizing secure transfer mechanisms.

05 Yes/No Unit prioritized the allocation of capabilities in and 
through friendly applications of cyberspace to establish 
precedence.

06 Yes/No Unit developed, maintained, and enforced cyber 
electromagnetic policies governing common 
architectures, network operations command and 
control, access control,
interoperability, cyber defense, information sharing, and 
data or service standards.

07 Yes/No Unit enabled discovery and use of cyber assets 
(information, services, and applications) throughout 
Army cyberspace.

08 Yes/No Unit authenticated entities through validation and 
verification and monitored authentication to audit and 
identify threats.



09 Yes/No Unit established a virtual, collaborative, and operational 
workspace that supports the exchange of information 
for planning, coordinating, and synchronizing actions in 
and
through Army cyberspace.
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