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PREFACE

Purpose
This training support package provides the instructor with training material to manage awareness training for:

TASK NUMBER:
191-000-0006

TASK TITLE:
Implement Measures to Reduce Your Unit's Personnel and Equipment Vulnerabilities to Terrorists Acts/Attacks

CONDITIONS:
Your unit is deploying to or is deployed in an area where there is a risk for terrorist activities.  You have access to AR 190-13, Joint Publication 3-07.2, and FM 19-30.

STANDARDS:
Implement all identified measures to reduce your unit's personnel and equipment vulnerabilities to terrorist acts/attacks.
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SECTION II
INTRODUCTION

Method of Instruction: 

Instructor to student ratio is 

Time of Instruction:   hours

Media used:  Student handout.

Motivator
As leaders in your unit it will be your responsibility to assist the commander in the training, planning, and implementing physical security measures to reduce your unit's personnel from terrorist acts/attacks.

Terminal Learning Objective


ACTION:
Implement measures to reduce your unit's personnel and equipment vulnerabilities to terrorist acts/attacks.

CONDITIONS:
Given student handout, GTA 19‑4‑3.

STANDARDS
Correctly answer at least 70% of test questions.

Safety Requirements
None.



Risk Assessment Level
Low.



Environmental Considerations
None.

Evaluation
This TSP will be evaluated using a 10-question test with a minimum passing score of 7 out of 10 questions correct to receive a GO.

Instructional Lead-in
As the unit leaders it is your responsibility to reduce your unit's personnel and equipment vulnerabilities from terrorist acts/attacks.  To reduce your vulnerabilities you need to train unit personnel and plan for the terrorist threat.  You will also harden the target by implementing physical security measures.

SECTION III
PRESENTATION



Note:  Figure #1 (Implement measures to reduce your unit's personnel and equipment vulnerabilities to terrorist acts/attacks)

A.
ENABLING LEARNING OBJECTIVE A.

PRIVATE 
ACTION:
Determine measures to reduce vulnerabilities to unit personnel.

CONDITIONS:
Given student handout and GTA 19-4-3. 

STANDARDS:
Student will identify measures to reduce vulnerabilities to unit personnel.


Learning Step/Activity.

Method of instruction:

Instructor to student ratio is

Time of instruction:    hours

Media:  Student handout.

NOTE:  Figure #2 (Implement Measures to Reduce Vulnerabilities).

NOTE:  Figure #3 (Training).



1.
Force protection Level I awareness training prior to deployment is mandatory.  This training must be given by certified level II trainer, normally the Force Protection Unit Advisor.  This training must include the following:

a.  Introduction to Terrorism - It is important that your personnel understand the history, ideologies, goals, and training the terrorist receives.

b.  Terrorist Operations - Your personnel need to be familiar with how the terrorist organizations plan and execute acts of terrorism.

c.  Individual Protective Measures - Your personnel must know how to reduce the threat to themselves by practicing individual protective measures.  Basically by making themselves an undesirable target.  If the terrorist sees that you are a hard target, they possibly would not target you but pick a softer target.

d.  Surveillance Detection - Knowing how to detect terrorist surveillance gives an intended victim a chance to influence whether or not they will become a victim of a terrorist attack.  Every terrorist operation is preceded by a period of surveillance.


e.  Hostage Survival - If taken hostage your personnel need to know survival techniques that can be used to lessen the impact of captivity and make readjustment after the captivity easier.

f.  THREATCON Measures - By understanding the terrorist threat condition system your soldiers will be able to implement security measures directed by the command in a fast and organized manner.

NOTE:  Joint Publication 3-07.2, Appendix J describes the THREATCON system and recommended measures for each threat condition level.

NOTE:  Figure #4 (Planning).



2.
Planning is another step in protecting your unit personnel.  This is accomplished by reviewing unit physical security plans, and bomb threat plans.

NOTE:  Figure #5 (Physical Security Plan).



3.
Conduct periodic reviews of the unit's physical security plan to refresh all personnel on their individual responsibilities in the unit physical security program.

NOTE:  The physical security plan format is outlined in FM 19-30, Appendix F, and regulatory guidance in AR 190-13, paragraph 2-9.

NOTE:  Figure #6 (Bomb Threat Plan).



4.
Reviewing and practicing the unit bomb threat plan is vital in planning against the terrorist threat.  The unit bomb threat plan includes special instructions on control and command, evacuation procedures, search procedures, actions to take if a suspected or actual bomb is found.  The plan also has information on disposal of suspected or actual bombs, detonation and damage control procedures.  Don't forget to follow the planned procedures for control of publicity and after action reporting.

NOTE:  The bomb threat plan format is in AR 190-13, paragraph 2-9.

B.
ENABLING LEARNING OBJECTIVE B.

ACTION:
Determine physical security measures to reduce vulnerabilities to unit equipment by hardening the target through the layering of security.

CONDITIONS:
Given student handout.

STANDARDS:
Identify measures to reduce vulnerabilities to unit equipment.


Learning Step/Activity.

Method of instruction:

Instructor to student ratio is

Time of instruction:    hours

Media:  Student handout.

NOTE:  Figure #7 (Physical Security/Hardening The Target).



1. 
Through implementing physical security measures you can "harden the target" from terrorist acts/attacks.  To start our layering of security (hardening the target) you may consider the use of protective barriers.  FM 19-30, Chapter 5, can be used in determining what protective barriers may best suit the asset you are protecting.

NOTE:  Figure #8 (Type of Fences).


a.  There are several types of fences that are utilized as barriers, they include the following:


(1)  Chain Link (normally at permanent installations).


(2)  Barbed Wire (normally used at vastly isolated post).


(3)  Concertina (normally used at less permanent installations).


(4)  General Purpose Barbed Tape Obstacle (GPBTO) (normally used to enhance an existing perimeter).

NOTE:  Figures #9 and 10 (Photo of Chain Link, Photo of Top-Guard Enhanced with Concertina and GPBTO).


b.  The effectiveness of the chain link fence can be increased through the use of the top guard.  The top guard can also be hardened by the addition of concertina or GPBTO.

NOTE:  Figures #11, 12, and 13 (Clear Zones, Photo of Perimeter Clear Zone, Photo of Limited/Exclusion Area Clear Zone).


c.  Clear zones are areas inside and outside perimeter fences that should be kept free of all obstacles, topographic features, and vegetation exceeding 4 inches in height which reduce the effectiveness of the physical barrier, impede observation or provide cover and concealment for an intruder.  When possible clear zones should extend 20 feet outside and 50 feet inside of the perimeter fence or barrier.

NOTE:  Figure #14 (Vehicle Barriers).


d.  Part of your physical security plan may require the use of vehicle barriers.   Vehicle barriers include the following:

NOTE:  Figure #15 (Concrete).



(1)  Concrete blocks come in a variety of sizes.  Jersey bounce barriers are concrete barriers.  Most of you have seen them  deployed for safety along roadways or construction areas.  Concrete flower boxes of hollow construction, filled with dirt and plants or trees create a concealed barrier.  Concrete masonry units (concrete blocks of all sizes) can also be used as a barrier.

NOTE:  Figure #16 (Photo of King Tut Block).




(a)  King Tut blocks are an example of concrete barriers.  Normally they are placed in front of a secured door to further delay the terrorist.

NOTE:  Figure #17 (Vehicle Tires).



(2)  Heavy equipment tires may be used to stop or channel oncoming vehicles.  Normally a trench is dug in the ground, the tires placed in position and cement poured to secure the tire barrier.

NOTE:  Figure #18 (Earthen Excavations).



(3)  Earthen excavations are more of a hasty barrier.  There are many ways to design this excavation such as the "V" cut, the triangular cut, and the trapezoidal cut.  However, they are simply ditches or holes cut in the earth approximately 13 to 20 feet wide and 5 feet deep.

NOTE:  Figure #19 (Sketch of Metal Barriers).



(4)  Some field expedient barriers can be constructed locally from metal beams, post or angled iron.  They include the hedgehog, the tetrahedron, or simply angled post.

NOTE:  Figures #20 and 21 (Sketch of Log Cribs and Sketch of Belt of Log Post).



(5)  Another field expedient barrier can be the use of logs built into log cribs and filled with earth, or a belt of logs looped together with barbed wire.

NOTE:  Figure #22 (55-Gallon Drums in a Serpentine).



(6)  Fifty-five-gallon drums are ideal temporary vehicle barriers.  Drums deployed in an S or serpentine force vehicles to negotiate the barriers preventing a vehicle from ramming the gate at a high rate of speed.  They can be stored empty adjacent to vehicle gates and rolled into place when needed.  Once placed it can be filled with water, gravel, sand or concrete.

NOTE:  Another step in hardening your unit is by identifying barriers for creating stand-off distance.

NOTE:  Figure #23 (Stand-off Weapons Attack).



2.
Establish stand-off distances.

a.  Stand-off weapons and ballistic attacks cannot be detected reliably before they occur.  Protective designs to resist these tactics therefore relies on blocking sight-lines to your facility or to the particular assets and on hardening the facility to resist weapons effects.  These sightlines can be blocked by trees, and predetonation screens made of chain link or obscuration fences, or by the building layout.



NOTE:  Figure #24 (Stand-off Distance Photo of Barriers at The State Department).


b.  Stand-off Distance.  A stand-off distance is a distance maintained between a facility and a potential location for an explosive detonation to reduce the explosives' blast effects on the facility.  Stand-off distances required vary with building component construction.  This photo Figures a poor example of how Jersey Bounce barriers were placed in front of a State Department building.  If the barriers were employed further away from the building at the roadway or curb a better stand-off distance from explosion would be created.

NOTE:  Figure #25 (Photo of Newspaper Article on Window Film).


c.  Stand-off to glass fragments.  Fragment retention film applied to glass will minimize the spread of glass fragments when the glass is shattered from an explosion.

NOTE:  Figure #26 (Lighting).



3.
An additional concept in hardening the target or adding to your security program is the use of protective lighting.  FM 19-30, Chapter 6, can be used as a guide in determining the type of lighting for the asset you are protecting.  The purpose of security lighting is to enable the guard force to detect unauthorized entry or access to the asset protected.  Protective lighting may provide a psychological deterrent, however it should not be used alone.  Security force personnel are needed to use the lighting to detect the unauthorized access or removal.

NOTE:  Figure #27 (Continuous Lighting).


a.  Glare projection.  Glare projection lighting uses lamps positioned slightly inside a secured area and directed outward.  Glare lighting is considered a deterrent to a potential intruder because it makes it difficult to see inside the protected area.  Glare projection should be kept 100 feet from working areas and highways to prevent interference with adjacent operations.  Glare projection lamps are normally mounted on 8 foot poles, and shine out and away from the protected area.

b.  Controlled lighting.  Controlled lighting is best used when it is necessary to limit the width of a lighted strip outside a protected area because of adjoining property such as nearby highways, railroads, navigable waters, and airports.  The width of the lighted strip can be controlled and adjusted to fit a particular need, illuminating a wide strip inside a fence, or for floodlighting a wall or roof.  Unfortunately, this method often illuminates or silhouettes the guard force as they perform their duties.  Controlled lighting is normally mounted on 30 foot poles, and shine down and have overlapping cones of light.

c.  Surface lighting.  This method of continuous lighting is used to light the surface of a building or structure surface to the height of 8 feet.  Surface lighting is normally mounted on the ground level and shined up onto the surface of a building or wall.  When properly deployed, surface lighting will display the shadow of anyone or anything passing between the light source and the building or will Figure the silhouette of a person moving past a window inside the building.



NOTE:  Figure #28 (Security Forces).



4.
The security force is the backbone of your physical security effort.  You can harden the target with layer after layer of security measures, but without the security force to detect, evaluate, and respond to the intruder the other measures are useless.

NOTE:  Figure #29 (Guard Force Equipment).


a.  The guard force requires specialized equipment to accomplish their mission.

NOTE:  Figures #30 and 31 (Guard Force Weapons, Photo of Weapons).



(1)  Guard force weapons are authorized by the installation commander.  Procedures must be established for control and accountability of weapons and ammunition at all times.  The use of privately owned weapons or ammunition is prohibited.

NOTE:  Figure #32 (Vehicles).


b.  Guard force personnel shall have vehicles to accomplish their assigned missions.  Vehicles should be equipped with specialized emergency equipment.  Consider flashlights, first-aid kits, traffic control equipment, and fire extinguisher.

NOTE:  Figure #33 (Communications).


c.  Communications is important to the successful accomplishment of security duties.  Consider the use of secure communications.  Consider the use of mobile and hand held communications.

NOTE:  Figures #34 and 35 (Training, Photo of Training).


d.  Guard force training is a continuous program.  It is important that the guard force is trained and maintains proficiency.  Guard force training should include the following:


(1)  Movement procedures in patrolling and response.


(2)  Responsibility and authority of each guard and the chain of command.


(3)  Operations Security (OPSEC).


(4)  Vehicle maintenance.


(5)  Intrusion Detection System Operations.


(6)  First aid and fire control.


(7)  Weapons maintenance.


(8)  Use of force.

C.
ENABLING LEARNING OBJECTIVE C.

ACTION:
Direct the emplacement of all identified barriers.

CONDITIONS:
Given student handout and GTA 19-4-3. 

STANDARDS:
Identify coordination requirements for barrier emplacement.


Learning Step/Activity.

Method of instruction:

Instructor to student ratio is

Time of instruction:    hours

Media:  Student handout.

NOTE:  Figure #36 (Coordination Requirements)




Identify coordination requirements for barrier emplacement.

a.  Direct unit personnel to implement field expedient measures using material available on site.

b.  Direct unit personnel in maintaining and improving existing measures in place.

c.  Request engineer support to emplace additional measures beyond the capabilities of unit personnel and materials.



SECTION IV.
SUMMARY

Method of instruction: 

Instructor to student ratio is 

Time of instruction:   hours

Media:  Student handout.

NOTE:  Figure #37.




Review/ Summarize Lesson 
This lesson has addressed ways in which unit vulnerabilities to terrorist acts/attacks can be minimized.  These consisted of personnel training, bomb/security plans, target hardening by layering and barrier implementation.

Check on Learning
Determine if students have learned the material presented by--


a.  Soliciting student questions and explanations.


b.  Asking questions and getting answers from the students.


c.  Correcting student misunderstandings.

Transition to Next Lesson


SECTION V
STUDENT EVALUATION

Testing Requirements
Administer the 10-question test (Appendix B) to the student to check his knowledge of the lesson.  The student must get 7 out of 10 questions correct to get a GO.  Check the answers using the answer key at Appendix B.



Feedback Requirements
Not Applicable.



APPENDIX A

VIEWGRAPH MASTERS

N/A

APPENDIX B

TESTS AND TEST SOLUTIONS

APPENDIX C

PRACTICAL EXERCISES AND SOLUTIONS

N/A

APPENDIX D

STUDENT HANDOUT
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