IMPLEMENT MEASURES TO REDUCE YOUR UNIT'S PERSONNEL AND EQUIPMENTVULNERABILITIES TO TERRORIST ACTS/ATTACKS

191-000-0006

CONDITIONS


Your unit is deploying to or is deployed in an area where there is a risk for terrorist activities.  You have access to AR 190-13, Joint Publication 3‑07.2, and FM 19-30.

STANDARDS


Implement all identified measures to reduce your unit's personnel and equipment vulnerabilities to terrorist acts/attacks.

TRAINING AND EVALUATION GUIDE

Performance Steps

1.  Determine measures to reduce vulnerabilities to unit personnel.


a.  Ensure force protection Level I awareness training is presented to all personnel by a Level II trainer prior to deployment.  This training must include the following:



(1)  Introduction to Terrorism - It is important that your personnel understand the history, ideologies, and goals of the terrorist, and the training he receives.



(2)  Terrorist Operations - Your personnel must know how terrorist organizations plan and execute acts of terrorism.



(3)  Individual Protective Measures - Your personnel must know how to reduce the threat to themselves by practicing individual protective measures.



(4)  Surveillance Detection - Every terrorist operation is preceded by a period of surveillance.  Knowing how to detect terrorist surveillance allows an intended victim to take precautions that will reduce the risk.



(5)  Hostage Survival - Your personnel's knowledge of survival techniques, and their ability to apply those techniques will lessen the impact of captivity and make readjustment easier.



(6)  THREATCON Measures - By understanding the terrorist threat condition system your soldiers will be able to implement measures directed by the command in a fast and organized manner.  The THREATCON system and recommended measures for each threat condition level are described in Joint Publication 3-07.2.


b.seq level2 \h \r0   Periodically review and update the unit's physical security plan and brief all personnel on their individual responsibilities.


c.  Review and practice the unit bomb threat plan.  The unit bomb threat plan includes special instructions on control and command, evacuation procedures, search procedures, actions to take if a suspected or actual bomb is found.  The plan also has information on disposal of suspected or actual bombs, detonation and damage control procedures.  Don't forget to follow the plan's procedures for control of publicity and after action reporting.

2.seq level1 \h \r0   Determine physical security measures to reduce vulnerabilities to unit equipment by hardening the target through the layering of security.


a.  Determine physical security barriers required for the unit's protection.  Consider--



(1)  Fences.




(a)  Chain Link (normally at permanent installations).




(b)  Barbed Wire (normally used at vastly isolated post).




(c)  Concertina (normally used at less permanent installations).




(d)  General Purpose Barbed Tape Obstacle (GPBTO) (normally used to enhance an existing perimeter).



(2)seq level3 \h \r0   Ensure clear zone areas inside and outside perimeter fences are kept free of all obstacles, topographic features, and vegetation exceeding 4 inches in height.  These reduce the effectiveness of the physical barrier, impede observation and provide cover and concealment for an intruder.



(3)  Vehicle barriers.  Consider the use of--




(a)  Cement blocks.  Concrete blocks come in a variety of sizes.





1.  Jersey bounce barriers.  Jersey bounce barriers are concrete barriers such as those used for safety along roadways and construction areas.






2.  Flower boxes.  Concrete flower boxes of hollow construction, filled with dirt and plants or trees.






3.  Concrete masonry units.  Concrete blocks of all sizes.




(b)  Vehicle tires.  Heavy equipment tires may be used to stop or channel oncoming vehicles.




(c)  Earthen excavations.  Ditches or holes cut in the earth approximately 13 to 20 feet wide and 5 feet deep.




(d)  Hedgehogs.  Field expedient barriers can be constructed locally from metal beams, post or angled iron.




(e)  Log Cribs.  Field expedient barriers can be the use of logs built into log cribs and filled with earth.




(f)  Fifty-five-gallon oil drums.  Fifty-five-gallon drums are ideal temporary vehicle barriers.


b.  Establish stand-off distances.



(1)  Stand-off to weapons or ballistic attacks.  This tactic relies on blocking sight-lines to your facility or to the particular assets.



(2)  Stand-off from potential explosive devices.  A distance maintained between a facility and a potential location for an explosive detonation to reduce the explosives' blast effects on the facility.



(3)  Stand-off to glass fragments.  Fragment retention film applied to glass will minimize the spread of glass fragments when the glass is shattered from an explosion.


c.  Determine continuous lighting requirements for the unit's protection.  Consider--



(1)  Glare protection.  Glare protection makes it difficult to see inside the protected area.



(2)  Controlled lighting.  Controlled lighting can be adjusted to fit a particular need.



(3)  Surface lighting.  This method will display the shadow of anyone or anything passing between the light source and the building.


d.  Determine guard force requirements.



(1)  Equipment.




(a)  Weapons.




(b)  Vehicles.




(c)  Communications.



(2)  Guard force training.




(a)  Movement procedures in patrolling and response.




(b)  Responsibility and authority of each guard and the chain of command.




(c)  Operations Security (OPSEC).




(d)  Vehicle maintenance.




(e)  Intrusion Detection System Operations.




(f)  First aid and fire control.




(g)  Weapons maintenance.




(h)  Use of force.


3.  Direct the emplacement of all identified barriers.



a.  Unit responsibilities.



b.  Engineer support.



c.  Guard force.


Performance Evaluation Guide


Evaluation Preparation


Setup:  Set up a situation or develop a scenario for each of the performance measures that will require the soldier to demonstrate or identify the basic measures to avoid threats from terrorist acts/attacks.


Brief Soldier:  Tell the soldier that he will be evaluated on his ability to demonstrate or identify basic measures to reduce his threat from terrorist acts/attacks.  He/she will be evaluated on each measure and must receive a pass on all three of them.


Performance Measures

1.seq level1 \h \r0 

seq level2 \h \r0 

seq level3 \h \r0   Determine measures to reduce vulnerabilities to unit personnel.
P
F

2.  Determine physical security measures to reduce vulnerabilities to unit equipment by hardening the target through the layering of security.
P
F




3.  Direct the emplacement of all identified barriers.
P
F

Score the soldier pass, if all performance measures are passed.  Score the soldier failed if any performance measure is failed.  If the soldier scores a failure show/tell the soldier what was missed.
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