ART 6.11.2 Implement Physical Security Procedures

Protect personnel, information, and critical resources in all locations
and situations against a wide spectrum of threats through the
development and implementation of effective security policies and
procedures. This total system approach is based on the continuing
analysis and employment of protective measures, to include physical
barriers, clear zones, lighting, access and key control, intrusion
detection devices, defensive positions, and nonlethal capabilities.
(ATTP 3-39.32) (USAMPS)

NO. Scale Measure

01 Yes/No | Unit, base, and installation physical security program
protected personnel, information, and critical resources
from unauthorized access.

02 Time To review and refine unit physical security SOPs in
accordance with the factors of METT-TC.

03 Time To refine physical security regulations for installations
and major combat formation in an AO.

04 Time To complete a threat analysis.

05 Time To design, procure, emplace and activate protective
measures, such as physical barriers, clear zones,
exterior lighting, access and key control, intrusion
detection devices, defensive positions, and nonlethal
capabilities.

06 Percent | Of units, bases, and installations in the AO that have
active integrated physical security programs.

07 Percent | Of guidance in unit and base physical security programs
actually followed.

08 Percent | Decrease in crime rate.

09 Percent |Increase in reported crimes cleared.

10 Percent | Of perpetrators arrested or killed.

11 Percent | Decrease in serious crimes reported.

12 Percent | Decrease in the fear of crime by unit personnel.

13 Percent | Of planned physical barriers, clear zones, exterior
lighting, access and key control, intrusion detection
devices, defensive positions and nonlethal capabilities
operational.

14 Number | Of successful attempts to gain unauthorized access to




and supplies.

friendly forces, installations, information, equipment,

Supporting Collective Tasks:

Task | Title Proponent Echelon
No.

19-1- | Coordinate Convoy Security 19 - Military Battalion
2007 | Operations Police

(Collective)
19-3- | Conduct Security Command Center 19 - Military Platoon
2015 | Procedures BMD Police

(Collective)
19-3- | Conduct Entry Control Facility 19 - Military Platoon
2016 | Procedures BMD Police

(Collective)
34-2- | Maintain Operations Security 34 - Combat Company
0011 Electronic

Warfare and

Intelligence

(Collective)
34-4- | Maintain Operations Security in 34 - Combat Section
1300 | Garrison Electronic

Warfare and

Intelligence

(Collective)
34-5- | Establish Access Control Point for a 34 - Combat Team
3091 | Sensitive Compartmented Information | Electronic (TOE)

Facility (SCIF) Warfare and

Intelligence

(Collective)
34-6- | Employ Security Measures 34 - Combat Brigade
0405 Electronic

Warfare and

Intelligence

(Collective)
34-6- | Implement Information Security 34 - Combat Brigade
0501 | Procedures Electronic

Warfare and




Intelligence

(Collective)
63-2- | Employ Physical Security Measures 63 - Company
4306 Multifunctional

Logistics

(Collective)
63-6- | Coordinate Physical Security Measures | 63 - Brigade
4057 Multifunctional

Logistics

(Collective)
63-7- | Manage Physical Security Measures 63 - Division
2952 Multifunctional | (TOE)

Logistics

(Collective)
71-9- | Protect Operationally Critical 71 - Combined | Echelons
6530 | Installations, Facilities and Systems Arms Above

(Division Echelon and Above (Collective) Corps

[Operational])




