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Supervise the Implementation of Platoon Electronic Protection Measures



Introduction
This activity consists of several practical exercises focusing on recognizing the procedures for implementing platoon electronic protection measures.  You will be introduced to Electronic Warfare (EW), the Threat, Preventive Electronic Protection (EP) Procedures, and Remedial EP procedures (see exercises on pages 11 and 17); Meaconing, Intrusion, Jamming, and Interference (MIJI) Reporting (see exercises on pages 22 through 30); Message Format and Receiving Messages (see exercises on pages 35 through 42); Electronic Deception; and Electromagnetic Environmental Effects.  These procedures are essential to establish and maintain communications.  You will use this information to manage and supervise transmission security, communications security and electronic protection in a tactical environment for your platoon, or any other organization in this type situation.



Terminal Learning Objective
At the completion of this lesson you (the student) will:


Action:
Identify the supervisory actions necessary to implement Platoon Electronic Protection Measures.


Conditions:
Given the enclosed workbook, and a final exam.


Standards:
Correctly answer all questions within the practical exercise, and correctly answer NLT 70% of the questions on the Exam.  Standard is reached when all supervisory actions for implementing platoon EP procedures have been identified, according to the PE answer sheet and exam.




Special Instructions
Complete all requirements and verify your responses.
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SECTION I.  ELECTRONIC WARFARE (EW), THE THREAT

1.  Introduction.

Throughout history, people have found unending reasons to do battle with their enemies.  For every weapon devised, there have been defenses and counter weapons created.  Since the beginning of this century we have been developing electronic devices for military purposes.  These purposes include:

a.  Communicating.

b.  Detecting.

c.  Navigating.

d.  Identifying targets.

e.  Countering and monitoring hostile use of electromagnetic spectrum (radio frequencies).

f.  Keeping friendly use of the spectrum.

2.  Division of Electronic Warfare.  Electronic Warfare (EW) is any military action involving the use of electromagnetic and directed energy to control the electromagnetic spectrum or to attack the enemy.  The three major subdivisions of Electronic Warfare are Electronic Attack (EA), which replaces “electronic countermeasures (EM)”;  Electronic Protection (EP), which replaces “electronic counter-countermeasures (ECCM)”;  and Electronic Warfare Support (ES), which replaces “electronic warfare support measures (ESM)”.  Electronic Attack uses electromagnetic or directed energy to attack an enemy’s combat capability.  Electronic Protection constitutes protection of friendly combat capability against undesirable effects of friendly or enemy employment of EW.

a.  EW involves using radio waves to determine, exploit, reduce or prevent enemy use of the electromagnetic spectrum.  It also involves actions taken to retain friendly use of the electromagnetic spectrum.  As shown in Figure 1, EW is divided into three categories:

(1)  Electronic warfare support (ES).

(2)  Electronic attack (EA).

(3)  Electronic protection procedures (EP).

b.  This workbook is about EP procedures as they apply to actions taken to retain friendly use of radio frequencies for communications.

c.  The communications EP procedures outlined in the workbook will assist the radio operators.  They are tried and proven techniques, but, it should be remembered they are not the only ones.  Keeping effective, friendly communications on the modern battlefield may depend upon our ability to improve upon the solid base of tried and proven EP procedures.  The sole purpose for the EP procedures in this workbook is to ensure the continued friendly use of our frequencies for communications.

     d.  Answers for practical exercises contained in the workbook are located in Section VII.
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Figure 1. (U) Electronic Warfare and Subdivisions


3.  Electronic Warfare Support includes surveillance of the electromagnetic spectrum for immediate threat recognition in support of EW operations and other tactical actions such as threat avoidance, homing, and targeting.  Figure 1 graphically illustrates EW as an overarching term that includes these three major subdivisions.  The interconnected boxes indicate that some EW actions are arguably both offensive and protective in nature and may inherently use ES in their execution.  Actions listed under the subdivisions of EW are intended to be illustrative, not all-inclusive.  Other EW-related actions, such as the use of wartime reserve modes (WARM), can fall under either EA or EP and are not shown.

a.  EA focuses  on offensive use of electromagnetic or directed energy to attack enemy combat capability.  It combines non-destructive actions to degrade or neutralize, such as electromagnetic interference, electromagnetic intrusion, electromagnetic jamming, electromagnetic deception, and nondestructive directed energy, with the destructive capabilities of antiradiation missiles (ARM) and directed energy weapon systems.

b.  EP focuses on protection of friendly forces against enemy employment of EW and against any undesirable effects of friendly employment of EW.  This includes the protection of personnel, facilities, and equipment from destructive and nondestructive effects of electromagnetic and directed energy warfare systems.

c.  ES focuses on surveillance of the electromagnetic spectrum that directly supports an operational commander’s electromagnetic information needs that, in turn, support immediate decision-making for employment of EW or other tactical actions such as threat avoidance, targeting, or homing.  The operational commander could be the joint force commander using ES data provided by tactical or national collection resources or an aircraft commander responding to radar warning receiver indications.  ES actions include the configuration and operational tasking of ES resources, establishing the process by which associated electromagnetic data is transmitted to the using commander and using the received data for tactical decision-making.  Although not an ES action, there should be a process for timely dissemination of ES data up the echelon through the Joint Force Commander’s (JFC’s) intelligence organization.
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Figure 2. (U) ELECTRONIC WARFARE RELATIONSHIPS

4.  Due to increased mobility and technical advances, commanders and staff personnel must be able to view the modern battlefield faster and clearer than ever before.  Our units depend on effective communications to ensure that critical command, control, intelligence, fire support, and service support orders and information are provided when needed.  Therefore, it is important that all radio operators become thoroughly familiar with and practice sound communications Electronic Protection (EP) procedures.

SECTION II.  PREVENTIVE ELECTRONIC PROTECTION (EP) PROCEDURES

1.  Preventive techniques for Electronic Protection.

a.  Preventive EP procedures are methods we must employ to safeguard our communications from disruption and destruction  attempted by the enemy.  These techniques include all measures taken  to avoid enemy detection and to deny the enemy intelligence experts useful information.  There are two categories of EP procedures:

(1)  EP designed circuits (equipment features).

(2)  Radio system installation and operating procedures.

b.  Since radio operators have little control over the effectiveness of EP designed circuits, the primary focus of this workbook is radio system installation and operating procedures.

c.  Reducing the efforts by the enemy to disrupt or destroy our communications is largely a matter of hiding from him.  If the enemy cannot detect our communications, he will have problems disrupting or destroying them.  Effective jamming depends on knowledge of frequencies and the approximate locations of units to be jammed.  We must do all that we can to prevent the enemy from getting this information.  Using the techniques outlined in this section will help accomplish this objective.  (See Table 1)

Table 1.  List of Preventive EP Techniques.

1.  Minimize Transmissions
o  Ensure that all transmissions are necessary.

o  Preplan messages prior to transmitting them.

o  Transmit as quickly and precisely as possible.

o  Use equipment capable of data burst transmission.

o  Use an alternate means of communications when possible.

2.  Protect Transmissions from Enemy Interception

o  Use low power.

o  Select the proper antenna.  Select the antenna with the shortest range possible.  Use directional antennas.

o  Select a site which masks transmitted signals from the enemy interception.

o  Use mobile antennas.

o  Use decoy antennas.

o  Use steerable null antenna processors.

3.  Practice Good Radiotelephone Operator (RTO) Procedures

o  Reduce operator distinguishing characteristics.

o  Operate on a random schedule.

o  Authenticate.

o  Encrypt all Essential Elements of Friendly Information (EEFI) category data.

o  Use COMSEC equipment when available.

o  Use PROWORDS.

2.  Minimize transmissions.

a.  The most effective preventive EP technique is to minimize the number of radio transmissions and keep transmission time as short as possible.  Even though normal day-to-day operations require radio communications, these communications should be kept to the minimum required to accomplish the mission.  Practice the following preventive EP techniques to keep transmissions and transmission times as short as possible.  

(1) Ensure that all transmissions are necessary.  Studies of US tactical communications indicate that most communications used in training exercises are explanatory and not directive.  Radio communications must never be used as a substitute for complete planning.  Tactical radio communications should be used to give orders and critical information rapidly.  Execution of the battle must be part of training, planning, ingenuity, teamwork, and already established and practiced SOPs.  Remember the high volume of radio communications which usually precedes a tactical operation, even when communications are secure, makes the friendly force subject to:

(a) Interception.

(b) Direction finding.

(c) Jamming.

(d) Deception.

(2) Preplan messages prior to transmitting them.  Prior to beginning a transmission, the radio operator should know what he or she is going to say.  If the situation and time permit, the message should be written out prior to beginning the transmission.  This will shorten the number of pauses in the transmission and the transmission time.  It will also help ensure conciseness of the message.

(3) Transmit as quickly and accurately as possible.  When it is necessary to make a radio transmission, the radio operator should speak in a clear voice and use proper radiotelephone procedures.  This is especially critical when the quality of communications is poor.  This will lower the chances that a radio transmission will have to be repeated.  Unnecessary repetition increases the enemy's chances to intercept our transmissions and gain valuable information.

(4) Use equipment capable of data burst transmission.  This is one of the most significant advantages of tactical satellite communications systems.  When messages are encoded on a digital entry device for transmission over satellite systems, the transmission time is greatly reduced.  

(5) Use an alternate means of communications whenever possible.  In most cases, an alternate means of communications, such as wire or messenger, can be used to give necessary directives and information.  Radio is a convenient communications mode; but must never be used as the reason for transmission.  Use another means of communications whenever you can.

b.  The point is clear.  We must not operate our radios unnecessarily.  Minimizing transmissions will ensure that we will be able to use our radios when it is critical.  The enemy cannot effectively disrupt or destroy our communications without first gathering information from our radio transmissions.  This does not mean that you must use radio silence all the time.  It does mean that we must keep our radio transmissions and transmission times to a minimum.  We must never forget that operating our radios unnecessarily increases the enemy's chances to gather information.

3.  Protect transmissions.

a.  All radio communications systems consist of antennas, receivers, and transmitters.  A transmitted signal can be received by any radio station with which it is compatible.  However, the receiving and transmitting radio stations must be set to the same frequency, and the receiving antenna must receive a strong enough signal to activate the receiver.  It does not matter whether the receiving radio station is a friend or an enemy.  Any receiver can intercept a transmitted signal.

b.  Our main objective is protecting our transmissions.  This is best done by selecting and installing our radio systems in such a way that we reduce the possibility of being intercepted.  This applies to both secure and nonsecure communications.  As stated before, the enemy gets valuable information from the pattern as well as the content of our radio transmissions.  To reduce the possibility of our transmissions being intercepted, we must practice techniques which reduce the strength of the signals transmitted toward the enemy.  This can be done by practicing the following preventive EP techniques:

(1) Use low power.  Power controls and antennas are closely related.  The strength of the signal transmitted by an antenna is dependent upon the strength of the signal delivered to it by the transmitter.  The stronger the signal, the farther it travels.  A radio communications system must be planned and installed to allow those stations which have a need to communicate with each other to do so.  In carefully planned and installed communications systems, we can usually operate on low power.  The use of low power will decrease the range at which the enemy can detect our transmissions.  This makes enemy interception more difficult, and it leaves our high power for use when it is needed to burn through enemy jamming.

(2) Select the proper antenna.  The range of a transmission depends upon two equipment-related factors:

(a) The power output of the transmitter.

(b) The antenna selected for use with a given radio.

c.  The characteristics and orientation of an antenna affect the strength of the signal transmitted in all directions.  An antenna should be selected and installed for its ability to enhance communications between radio stations.  It should also be selected to keep the strength of the signal transmitted in the direction of the enemy to a minimum.  This can be accomplished by observing the following general rules in the selection and the installation of our antennas.

(1) Select the antenna with the shortest range capability that is possible.  For almost every radio in the US Army inventory, there are two or more different antennas which may be used.

(2) Use directional antennas.  The three basic types of directional antennas are:

(a) Omnidirectional.

(b) Bi-directional.

(c) Unidirectional.

d.  Omnidirectional antennas transmit radio waves in all directions; but, they are more vulnerable to enemy information gathering, jamming, and deception than bi-directional and unidirectional antennas.  Bi-directional antennas transmit radio waves in two directions.  This enables us to communicate with two or more radio stations in opposite directions.  The unidirectional antenna can transmit and receive best in only one direction.  When it is positioned properly, this antenna is the least vulnerable to enemy information gathering, jamming, and deception efforts.

e.  Select a site which masks transmitted signals from enemy interception.

(1) Proper siting is the positioning of an antenna so that, if possible, some hills or buildings are between the antenna and the enemy.  This means positioning an antenna as low as possible on the side of hills or buildings away from the enemy.  It decreases the range and scatters the transmitted signal in the direction of the enemy.  Thus, the vulnerability of our transmissions to enemy direction finding and detection is lessened.  Also, by masking our transmissions from enemy interception, we safeguard our antennas from enemy information gathering, jamming, and deception efforts.

(2) Proper positioning of an antenna can be accomplished even if a station must communicate with a friendly station which is located between it and the enemy.  Hills or buildings merely reduce the range of the transmitted signal, they do not stop it.  The best siting for an antenna must be determined on a case-by-case basis.

f.  Use mobile antennas.  Frequent moving of our antennas makes accurate enemy direction finding harder and jamming less likely.  Antennas in the vehicular or manpack configurations can be quickly and easily moved.  Even if communications requirements necessitate the installation of a ground plane antenna, this antenna can be made mobile by mounting it on a vehicle and fastening it by guy wires.  This procedure provides a highly mobile antenna which can be moved rapidly.  If you cannot do this then make sure the antenna is remoted from the communications equipment.

g.  Use decoy antennas.  When possible, additional antennas can be used as decoys and set up in believable antenna locations.  Enemy intelligence experts place special emphasis on photographs or reconnaissance reports of visible antenna positions.  Decoy antennas may cause the enemy to expend his limited resources against a decoy target.  Thus, real targets are able to maintain communications. 

h.  Use steerable null antenna processors.  The steerable null antenna processor (SNAP-1) group OL-257()/VRC is designed for use with the AN/VRC-12 family of radios and in the nonhopping mode of the Single Channel Ground and Airborne Radio System (SINCGARS).  It provides EP for the single-channel combat net radios in the VHF range (30 to 88 MHz).

4.  Practice good radiotelephone operator (RTO) procedures.

a.  The RTO is the key to the success of preventive EP techniques.  The RTO makes sure that radio transmissions are kept to a minimum and protected.  Minimizing and protecting transmissions keep the enemy from intercepting and being able to disrupt or destroy our communications.  Besides practicing the preventive EP techniques previously described in this book, the RTO must practice procedures which minimize the usable information transmitted.  This prevents the enemy's disrupting or destroying our communications based on information contained in the pattern or content of our transmissions.  This is accomplished through the use of the following RTO procedures:

(1) Reduce operator distinguishing characteristics.   Many of our RTOs can be identified by certain voice characteristics or overused phrases.  The enemy can use these distinguishing characteristics to identify a unit even though frequencies and call signs are changed on a periodic basis.  Strict adherence to the proper use of prowords as outlined in FM 24-18, helps us to ensure that we keep operator distinguishing characteristics to a minimum.  However, this is not enough.  Accents and overused phrases must also be kept to a minimum to keep the enemy from being able to associate a particular RTO with a particular unit.

(2) Operate on a random schedule.  As stated before, the enemy can gather information based on the pattern as well as the content of our radio communications.  Therefore, we must not allow patterns such as hourly radio checks, daily reports at specific times, or any other periodic transmission to develop.  Periodic reports should be made by alternate means of communications.  We must take all reasonable measures to deny information to enemy intelligence analysts.  Operating on a random schedule is one example.

(3) Authenticate.

(a) Proper use of authentication aids in making sure the enemy cannot deceptively enter our nets.  It is a procedure which is only used in radio systems which do not employ speech secure devices.  The enemy has skilled experts whose sole mission is to enter our nets by imitating friendly radio stations.  This threat to our radio communications can be minimized by the proper use of authentication.  Procedures for authentication are found in the supplemental instructions of the SOI.  Authentication is required in the following situations:

1. You suspect the enemy is on your net.

2. You are challenged by someone to authenticate. (Do not break radio silence to do this.)

3. You transmit directions or orders which affect the tactical situation, such as change locations, shift fire or change frequencies.  

4. You talk about enemy contact, give an early warning report, or issue a follow-up report.  (This rule applies even though you used a brevity list or operations code.)

5. You tell a station to go to radio or listening silence or ask it to break that silence.  (Use the transmission authentication procedure for this.)

6. You transmit to a station that is under radio listening silence.  (Use the transmission authentication procedure for this.)

7. You cancel a message by radio or visual means, and the other station cannot recognize you.

8. You resume transmitting after a long period of time, or it is the first transmission.

9. You are authorized to transmit a classified message in the clear.  (Use the authentication procedure for this.)

10. You are forced, because of no response by a station, to send a message in the blind.  (Use the transmission authentication procedure for this.)

(b) All instances in which the enemy attempts to deceptively enter our nets to insert false information must be reported.  The procedures for reporting these incidents are contained in the chapter on meaconing, intrusion, jamming, and interference reporting in this workbook.  The procedures are also in the supplemental instructions to the SOI.

b.  Encrypt all Essential Elements of Friendly Information (EEFI).  EEFI are those items of information which we must not allow the enemy to obtain.  A broad, general list of these items of information is contained in the supplemental instructions to the SOI.  These items of EEFI are applicable to most Army units engaged in training exercises or tactical operations.  The list is designed to support the Army self-monitoring program and is not all inclusive.  Individual units should develop a more specific EEFI list to be included in unit operation orders, operation plans, and field SOPs.  These items of information must be encrypted manually or electronically prior to transmission.  Electronic encryption is accomplished by using COMSEC devices.  Manual encryption is accomplished by using approved operations codes.  Manual and electronic encryption need not be used together.  The use of one or the other is sufficient to protect EEFI from enemy exploitation.

5.  The questions listed below are a self-evaluation of Section I and Section II.

a.  What type of antenna is least vulnerable to jamming?

(1) Bi-directional

(2) Omnidirectional

(3) Unidirectional

b.  How can an operator prevent electronic attack?

(1) Don't key the radio unnecessarily.

(2) Use low power.

(3) Keep it short.

(4) Use directional antennas.

(5) All of the above.

c.  What can an operator use against deception?

(1) Use high power.

(2) Use authentication.

(3) Speak faster.

ANSWERS CAN BE FOUND ON PAGE A - 42

SECTION III.  REMEDIAL EP TECHNIQUES

1.  Definition of remedial EP.  Remedial EP techniques (Table 2) are used to reduce the effectiveness of enemy efforts to jam our radio nets.  Remedial EP techniques apply only to enemy jamming efforts or any unidentified or unintentional interference which disrupts our ability to communicate.  There are no remedial EP techniques which apply to any other actions taken by the enemy to disrupt or destroy our communications.  When the enemy has gathered information about us, there is no getting it back.  In these areas, prevention is the only solution.  We must attempt to prevent enemy jamming and interference; but if we don't succeed, there are actions which we can take to overcome it.

Table 2.  Summary of Remedial EP Techniques

1.  Recognize Jamming/Interference.

a.  Determine whether the interference is internal or external to the radio.

b.  Determine whether the interference is jamming or unintentional.

c.  Report jamming/interference incidents.

2.  Overcome Jamming/Interference.

a.  Continue to operate.

b.  Improve the signal-to-jamming ratio.

c.  Adjust the receiver.

d.  Increase the transmitter power output.
e.  Adjust or change the antenna.
f.  Establish a retransmission station.

g.  Relocate the antenna.

h.  Use an alternate route for communications.

I.  Change frequencies.


2.  Recognize types of jamming signals.

a.  Jamming is an effective way for the enemy to disrupt our command, control and communications on the battlefield.  All it takes to enable the enemy to jam us is a transmitter tuned to our frequency with enough power to override friendly signals at our receivers.  Jammers operate against receivers--not transmitters.  There are two basic modes of jamming:  spot and barrage.

(1) Spot jamming is concentrated power directed towards one channel or frequency.

(2) Barrage jamming is power spread over several frequencies or channels simultaneously.  Some are very difficult to detect and, in some cases, almost impossible.  For this reason, we must constantly be aware of the possibility of jamming and be able to recognize it when it occurs.

b.  Types of jamming signals.

(1)  Obvious jamming is normally very simple to detect.  The more commonly used jamming signals of this type are described below.  Don't try to memorize them.  Just be aware that these and others exist.  When experiencing a jamming incident, it is much more important to recognize it and take action to overcome it than it is to identify it formally.

(a)  Random Noise.  This is synthetic radio noise.  It is random in amplitude and frequency.  It is similar to normal background noise and can be used to degrade all types of signals.  Operators often mistake it for receiver or atmospheric noise and fail to take appropriate EP actions.

(b)  Stepped Tones.  These are tones transmitted in increasing and decreasing pitch.  They resemble the sound of bagpipes.  Stepped tones are normally used against single-channel AM and FM voice circuits.

(c)  Spark.  The spark signal is easily produced and is one of the most effective for jamming.  Bursts are of short duration and high intensity.  They are repeated at a rapid rate.  This signal is effective in disrupting all types of radio communications.

(d)  Gulls.  The gull signal is generated by a quick rise and slow fall of a variable radio frequency and is similar to the cry of a sea gull.  It produces a nuisance effect and is very effective against voice radio communications.

(e)  Random Pulse.  In this type of interference pulses of varying amplitude, duration, and rate are generated and transmitted.  They are used to disrupt teletypewriter, radar and all types of data transmission systems.

(f)  Wobbler.  The wobbler signal is a single frequency which is modulated by a low and slowly varying tone.  The result is a howling sound which causes a nuisance effect on voice radio communications.

(g)  Recorded Sounds.  Any audible sound, especially of a variable nature, can be used to distract radio operators and disrupt communications.  Music, screams, applause, whistles, machinery noise, and laughter are examples.

(h)  Preamble Jamming.  This type of jamming occurs when the synchronization tone of speech security equipment is broadcast over the operating frequency of secure radio sets.  Preamble jamming results in all radios being locked in the RECEIVE mode.  It is especially effective when employed against radio nets using speech security devices.

(2)  Subtle jamming is not obvious at all.  With subtle jamming, no sound is heard from our receivers.  They cannot receive an incoming friendly signal but everything appears normal to the radio operator.  Subtle jamming takes advantage of design features of radio sets.  The receivers of these radios will not be activated by any signal as long as the jamming signal is stronger than any other signal being received.  In effect, the threat jammers block out these radios' ability to receive a friendly transmission without the operator being aware that this is happening.  This is called squelch capture and is a subtle jamming technique.  It should be noted that the radio operator should readily be able to detect the fact that his or her radio is being jammed in all other FUNCTION CONTROL modes.  These other modes must be checked.  Far too often, we make the mistake of assuming that our radios are malfunctioning instead of recognizing the subtle jamming for what it is.

3.  Recognize jamming.

a.  Radio operators must be able to recognize jamming.  As has been mentioned, this is not always an easy task.  Threat jammers may employ obvious or subtle jamming techniques.  Additionally, interference may be caused by sources having nothing to do with enemy jamming.  Interference may be caused by:

(1) Other radios (both friendly and enemy).

(2) Other electronic or electric/electromechanical equipment.

(3) Atmospheric conditions.

(4) Malfunction of the radio itself.

(5) A combination of any of the above.

b.  Causes of interference.

(1) Internal and/or external interference.  The two sources of interference are internal and external.  If the interference or suspected jamming can be eliminated or substantially reduced by grounding the radio equipment or disconnecting the receiver antenna, the source of the disturbance can be assumed to be external to the radio.  If the interference or suspected jamming remains after grounding or disconnecting the antenna, the disturbance can be assumed to be internal and caused by a malfunction of the radio.  Maintenance personnel should be contacted to repair it.  External interference must be further checked to determine if it is enemy jamming or unintentional interference.

(2) Jamming or unintentional interference.  Unintentional interference may be caused by other radios, some other type of electronic or electric/electromechanical equipment, or atmospheric conditions.  The battlefield is so crowded with radios and other electronic equipment that some unintentional interference is virtually unavoidable.  By the same token, the static electricity produced by atmospheric conditions can negatively affect radio communications.  Unintentional interference normally travels only a short distance, and a search of the immediate area may reveal the source of this type of interference.  Moving the receiving antenna for short distances may cause noticeable variations in the strength of the interfering signal.  These variations normally indicate unintentional interference.  Conversely, little or no variation normally indicates enemy jamming.  Regardless of the source of interference, actions must be taken to reduce its effect on our communications.

(3) Report the jamming or interference.  In all cases, suspected enemy jamming and any unidentified or unintentional interference which disrupts our ability to communicate must be reported.  This applies even if the radio operator is able to overcome the effects of the jamming or interference.  The format for reporting this type of information is the MIJI report.  The specifics for submitting a MIJI report are contained in the next section and are usually listed in the SOI.  As it applies to remedial EP techniques, we should be aware that the information provided to higher headquarters in the MIJI report can be used to destroy enemy jamming efforts or take other action to our benefit.

c.  In recognizing enemy jamming, it is important to note that the enemy can use two types of jamming signals.  Threat jammers may transmit powerful unmodulated or noise-modulated signals.  Unmodulated jamming signals are characterized by a lack of noise.  Noise-modulated jamming signals are characterized by obvious interference noises.  If radio operators suspect that their radios are the targets of threat jamming, the following procedures will help them to make this determination.

(1) The operator should temporarily disconnect the antenna.  If normal static noise returns when the antenna is disconnected, there is a high probability that the radio is being jammed by an unmodulated signal.

(2) If a greater than normal level of noise or an obviously modulated signal is present, this may indicate that the radio is being jammed by a noise-modulated jamming signal.  The operator should temporarily disconnect the antenna.  If normal static noise returns when the antenna is disconnected, there is a high probability that the radio is being jammed by a noise-modulated signal.

(3) If the above test indicates that there is a high probability that the radio is being jammed, the operator should follow the local SOP to reestablish communications and initiate a MIJI report informing higher headquarters of the incident.

4. Overcome jamming.

a.  The enemy constantly strives to perfect and use new and more confusing forms of jamming.  Our radio operators must be increasingly alert to the possibility of jamming.  The most important tools which operators have to determine whether or not a particular signal is a jamming signal are their training and experience.  Prior exposure to the effects of jamming is important, because jamming is a problem which requires action.  Once it has been determined that jamming is being used against our radios, the following actions must be taken.  If any of the actions taken alleviate the jamming problem, we simply continue to operate as we normally would and make a MIJI report to higher headquarters.

b.  Continue to Operate.  We should stop for a moment and consider what the enemy is doing during this typical jamming operation.  Usually, a jamming effort by the enemy involves a period of jamming followed by a brief listening period.  He is attempting to determine how effective his jamming has been.  What we are doing during this short period of time when he is listening will indicate to him how effective his jamming has been.  If the operation is continuing in a normal manner, as it was before the jamming began, the enemy will assume that his jamming has not been particularly effective.  On the other hand, if he finds us excitedly discussing our problem on the air or if we have shutdown our operation entirely, the enemy may very well assume that his jamming has been very effective.  It is because the enemy jammer is monitoring our operation in this way that we have a very simple yet very important rule which applies whenever we are experiencing jamming.  The rule is:  WHENEVER YOU ARE EXPERIENCING ENEMY JAMMING, UNLESS OTHERWISE ORDERED, NEVER SHUTDOWN OPERATIONS OR IN ANY OTHER WAY DISCLOSE TO THE ENEMY THAT HIS VICTIMS--US--ARE BEING ADVERSELY AFFECTED.  This means that normal operations should be continued in a calm manner even when degraded by jamming.

c.  Improve the signal-to-jamming ratio.  The signal-to-jamming ratio is the relative strength of the desired signal to the jamming signal at the receiver.  The word signal refers to the signal which we are trying to receive.  The word jamming refers to the hostile or unidentified interference being received.  It is always desirable to have a signal-to-jamming ratio in which the desired signal is stronger than the jamming signal.  In this situation, the desired signal cannot be significantly degraded by the jamming signal.  The following are specific ways in which the signal-to-jamming ratio can be improved to our benefit.

(1) Adjust the receiver.  When jamming is experienced we should always check to ensure that the receiver is tuned as precisely as possible to the desired incoming signal.  A slight readjustment of the receiver may provide an improved signal.  Specific methods applicable to a particular radio set are explained in the appropriate operator's manual.  Depending upon the type of radio being used, some of these methods include:

(a) Adjusting the beat frequency oscillator (BFO).

(b) Adjusting the bandwidth.

(c) Adjusting the GAIN or VOLUME control.

(d) Fine tuning the frequency.

(2) Increase the transmitter power output.  The most obvious way to improve the signal-to-jamming ratio is to increase the power output of the transmitter which is emitting the desired signal.  In order to increase the power output at the time of jamming, the transmitter must be set on something less than full power at the start of jamming.  We must remember that using low power as a preventive EP technique is based on the hope that the enemy will not be able to detect our radio transmissions.  Once the enemy begins jamming our radios, the threat of being detected becomes academic.  We should use our reserve power to override the enemy's jamming signal.

(3) Adjust or change the antenna.  Antenna adjustments can appreciably improve the signal-to-jamming ratio.  When jamming is experienced, the radio operator should ensure that the antenna is optimally adjusted to receive the desired incoming signal.  Specific methods applicable to a particular radio set are explained in the appropriate operator's manual.  Dependent upon the antenna being used, some of these methods include:

(a) Reorienting the antenna.

(b) Changing the antenna polarization. (Must be done by all stations.)

(c) Install an antenna with a longer range.

(4) Establish a retransmission station.  A retransmission station can increase the range and power of  signal between two or more radio stations which must communicate.  Dependent upon the resources available and the situation, this may be a viable method to improve the signal-to-jamming ratio.

(5) Relocate the antenna.  Frequently, the signal-to-jamming ratio may be improved by relocating the antenna and associated radio set affected by the jamming or unidentified interference.  This relocation may involve a movement of a few meters or several hundred.  It is best to relocate the antenna and associated radio set so that there is a terrain feature between them and any suspected enemy jamming location.

(6) Use an alternate route for communications.  In some instances, enemy jamming will be effective enough to prevent us from communicating with a radio station with which we must communicate.  If radio communications have been degraded between two radio stations which must communicate, there may be another radio station or route of communications which still has communications with both of the radio stations which must communicate.  If this is the case, that radio station or route can and should be used as a relay between the two other radio stations.

(7) Change frequencies.  If all of the above measures do not enable a communications net to overcome the effects of enemy jamming, the commander (or designated representative) may direct that the net be switched to an alternate or spare frequency.  If practical,  dummy stations can continue to operate on the frequency being jammed in order to mask the change to an alternate frequency.  This action must be preplanned and well coordinated.  During enemy jamming, it is very difficult to coordinate a change of frequency.  All radio operators should know when and under what circumstances they are to switch to an alternate or spare frequency.  If this action is not accomplished smoothly, the enemy may discover what is happening and attempt to degrade our communications on the new frequency.

5.  The Questions listed below are a self-evaluation of Section III.  Answers are on Page 44.

a.  Name the two basic modes of jamming __________ and _________. 

b.  Which of the following defines the term “Squelch capture”.

(1)  Enemy capture of your frequency.

(2)  A subtle jamming technique.

(3)  Malfunction of the radio set.

SECTION IV.  MEACONING, INTRUSION, JAMMING, AND 

INTERFERENCE (MIJI) REPORTING 

1.  Definition of MIJI.

a.  Meaconing, intrusion, and jamming are deliberate actions intended to deny an enemy the effective use of radio frequencies (electromagnetic spectrum).  Interference is the unintentional disruption of the effective use of radio frequencies by friendly, enemy or atmospheric sources.  Collectively, meaconing, intrusion, jamming, and interference incidents are referred to as MIJI incidents.

b.  We use the MIJI reports to document all disruptions of our use of:

(1) Radios.

(2) Radars.

(3) Navigational aids (NAVAIDs).

(4) Satellites.

(5) Electro-optics.

c.  Disruptions caused by equipment malfunction or destruction are exceptions.  The MIJI report serves two distinct purposes.  First, it provides information to the tactical commander allowing timely decisions to be made to overcome the MIJI problem.  Second, it provides a historical record of MIJI incidents from which appropriate EP techniques and measures can be developed.  This helps us to counter future attempts by the enemy to deny us the effective use of the radio frequencies.

d.  This section provides specific instructions for the completion of MIJI reports for both communications and noncommunications emitters.  In order to fulfill the two purposes stated in the previous paragraph, these MIJI reports are of two types.  The MIJIFEEDER voice template message is a brief report of a MIJI incident which serves as a decision making tool for the command.  The MIJIFEEDER record message is a complete report of a MIJI incident which provides a historical record from which appropriate EP techniques and measures can be developed.

2.  MIJI terms.

a.  Meaconing.  Meaconing is a system of receiving radio beacon signals from NAVAIDs and rebroadcasting them on the same frequency to confuse navigation.  The enemy conducts meaconing operations against us to prevent our aircraft and ships from arriving at their intended targets or destinations.  When enemy meaconing operations are successful:

(1) Aircraft are lured into hot landing zones or enemy air space.

(2) Ships are diverted from their intended routes.

(3) Bombers expend ordnance over false target areas.

(4) Ground stations receive inaccurate bearings or position locations.

b.  Intrusion.  Intrusion is the intentional insertion of radio waves into transmission paths with the objective of deceiving equipment operators or causing confusion.  The enemy conducts intrusion operations against us by inserting false information into our receiver paths.  This false information may consist of voice instructions, ghost targets, coordinates for fire missions, or even rebroadcasting of prerecorded data transmissions.

c.  Jamming.  Jamming is the deliberate radiation, reradiation or reflection of radio waves with the object of impairing the use of electronic devices, equipment or systems.  The enemy conducts jamming operations against us to prevent us from effectively employing our radios, radars, NAVAIDs, satellites, and electro-optics.

d.  Interference.  Interference is any electrical disturbance which causes undesirable responses in electronic equipment.  As a MIJI term, interference refers to the unintentional disruption of the use of radios, radars, NAVAIDs, satellites, and electro-optics.  This interference may be of friendly, enemy or atmospheric origin.  For example, a civilian radio broadcast may interfere with military communications.

3.  MIJIFEEDER voice template.

a.  Purpose and use. 

The MIJIFEEDER voice template has only the information necessary to adequately inform the tactical commander of the incident in a timely manner.  It is used to make evaluations of the enemy's actions or intentions easier and to provide data for the implementation of appropriate EP procedures.

b.  Reporting procedures.

(1)  The MIJIFEEDER voice template is forwarded through the chain of command to the unit operations center by the equipment operator experiencing the MIJI incident.  The report should be forwarded using the most expeditious secure communications means available.

(2)  Upon receiving the MIJIFEEDER voice template, the signal officer:

(a) Coordinates the unit response to the MIJI incident with the unit operations officer, intelligence officer, fire support officer, and the unit commander(s), as applicable and appropriate.

(b) Consolidates the MIJIFEEDER voice templates which refer to the same incident.

(c) Forwards one MIJIFEEDER voice template report per MIJI incident through operations channels to the corps operations center or as appropriate.  This report should be accompanied by any requests for support deemed necessary by the command to overcome the MIJI problem.

(d) Initiates staff action to complete the MIJIFEEDER record message as quickly as possible.  (Coordination will not delay reporting the incident with a 24-hour period.)

4.  Report format and contents.

a. The MIJIFEEDER voice template has been developed for use under the Joint Interoperability of Tactical Command and Control Systems (JINTACCS) program.  It is designed to ensure interoperability on the battlefield during combined, joint, and intra-Army operations.  Its simple format permits the expeditious notification of appropriate action elements in time critical situations.  Only the completed and underlined areas (as appropriate) of the format are transmitted.  As shown in Figure 3, the MIJIFEEDER voice templates are self-explanatory and contain 10 items of information.


THIS IS

MIJIFEEDER
OVER

addressee



originator



addressee answers then

THIS IS



originator responds


addressee

originator


FLASH
IMMEDIATE
PRIORITY
ROUTINE
(Underline and transmit the precedence of this message.)



TOP SECRET
SECRET
CONFIDENTIAL
(Underline and transmit the security classification of his message.)

UNCLASSIFIED







MIJIFEEDER







LINE 1
(or)
UNIT

(Unit Identification)

LINE 2
(or)
TYPE

(Type of Interference)

LINE 3
(or)
LOCATION

(Location - LAT/LONG or UTM)

LINE 4
(or)
ONTIME

(Start Day-Time-Zone)

LINE 5
(or)
OFFTIME

(End Day-Time-Zone)

LINE 6
(or)
EFFECTS

(Operations/Equipment Affected)

LINE 7
(or)
FREQUENCY

(Frequency/Frequency Range)

LINE 8
(or)
NARRATIVE





















LINE 9
(or)
TIME

(Message Hour-Minute-Zone when required)

LINE 10
(or)
AUTHENTICATION IS

(Message Authentication IAW JTF Procedures)



OVER



Figure 3

b.  When the message is transmitted over nonsecure means, each line number is stated and the completed information must be encrypted.  When a secure means is used, the title of each line is transmitted along with the completed information.  The operator of the affected system fills out the MIJIFEEDER voice template.

(1) Line 1 - Enter the unit designation.

(2)  Line 2 - Enter the type of interference encountered.

(a) Meaconing.

(b) Jamming.

(c) Intrusion.

(d) Interference.

(e) Chaff.

(3) Line 3 - Enter the unit location in either of two ways:  Longitude and latitude in minutes and seconds, or in complete grid coordinates down to 10 or 100 meter increments.

(4) Line 4 - Enter two digits each for day, hour, minute, and one letter for the time zone for the start of the MIJI incident.

(5) Line 5 - Enter two digits each for day, hour, minute, and one letter for the time zone for the end of the MIJI incident.

(6) Line 6 - Enter the nomenclature for the equipment affected.

(7) Line 7 - Enter the channel, frequency, or frequency range affected and the unit of measure.  For example, 3456.2 kHz; 42.35 MHz, or 2.5 to 2.7 GHz.

(8) Line 8 - Enter, in your own words, a brief description or other information regarding the MIJI incident.

(9) Line 9 - When required, enter the hour, minute, and time zone for the time the message was written.

(10) Line 10- Enter the message authentication in accordance with the joint task force (JTF) requirements.

5.  The RTO should first attempt to work through the jamming.  Regardless of the intensity of the jamming or interference.  The operator will not reveal, in the clear, the existence or success of enemy jamming or interference.

6.  Answer the following questions.

a.  Identify the word associated with each letter of MIJI:

M - ____________________________

 I - ____________________________

J - ____________________________

 I - ____________________________

b.  What information is needed for Line 2 of the MIJIFEEDER voice template?

______________________________________________________________

(See page 44 for answers to the above questions.)

7.  Before sending a MIJIFEEDER voice template, we must encrypt all necessary items when working on a nonsecure means of communications.  Here you will review the encryption and decryption process learned in the radio telephone procedure section.

8.  Suppose you have a message to transmit that includes the grid zone coordinates of your unit location.  (Example:  DH263491.)  These numbers and letters must be encrypted because the enemy may be listening and you do not want to give him your location.  Also suppose that you suspect that your frequency is being interfered with by enemy jamming.  Here again, you must encrypt most of the information of your interference in order to deny the enemy information that may help him identify you and/or your unit.

9.  Refer to Set  eq \O(0,/)1, Period  eq \O(0,/)1, Figure 4, the same table you used for challenge and reply authentication.  This time you will be using rows ABC DEF etc., along with all the other information on the page.

SET  eq \O(0,/)1 PERIOD  eq \O(0,/)1

LINE INDICATOR COLUMN (A-Y)
KTC 1300 D



ABC
DEF
GHJ
KL
MN
PQR
ST
UV
WX
YZ



0
1
2
3
4
5
6
7
8
9


A
IMKY
QOC
PAU
WH
LX
FSD
RS
VN
EG
JT


B
MYNJ
RDH
OBA
WP
CI
ETG
SQ
UF
KV
XL


C
SWLN
VJM
HXB
KO
UA
RYD
TE
FI
PQ
CG


D
SJYM
GFP
LIT
KC
SR
DOV
XE
UA
QH
NW


E
WAHY
CUR
KMQ
XO
TS
EIG
JP
FN
BL
DV


F
VKLY
BQA
FEX
HR
JN
CUS
DM
GT
PI
WO



ABC
DEF
GHJ
KL
MN
PQR
ST
UV
WX
YZ



0
1
2
3
4
5
6
7
8
9


G
MYRL
NEP
WSC
HX
IF
BDJ
KQ
OG
TA
VU


H
UWXG
CQR
OMT
YB
HP
VES
FJ
LN
AD
KI


I
RILN
HVB
WGD
PE
MS
ATQ
CK
XU
YO
JF


J
LEGX
SWY
MNR
DC
KF
VUH
JO
TB
QI
AP


K
WTOD
SRF
VEQ
LU
GK
HNA
YJ
PX
BC
MI


L
OHXL
SJI
QNK
GC
YF
TUD
WE
RA
BV
PM



ABC
DEF
GHJ
KL
MN
PQR
ST
UV
WX
YZ



0
1
2
3
4
5
6
7
8
9


M
CVGB
YIM
SHE
TU
JL
ODQ
KN
PX
RF
AW


N
SEDL
AFT
WJG
NR
XB
UHP
MV
YI
KO
QC


O
DGVK
ASM
RUY
JQ
HT
BPN
CL
EX
IF
OW

SET LINE
P
EPQW
GTR
HJK
YS
IF
UBC
DX
MN
OL
AV


Q
EUOM
PXD
SQG
TA
NF
WHJ
VR
BI
CK
LY


R
LESV
JWX
HOR
YF
QC
ATU
BP
MN
DG
KI



ABC
DEF
GHJ
KL
MN
PQR
ST
UV
WX
YZ



0
1
2
3
4
5
6
7
8
9

SET INDICATOR
S
SQMO
NTI
XSG
CL
WY
AHV
JU
FR
ED
KP

(TS) = SET
T
UNYT
GOV
EAS
PU
QL
DHX
FW
CI
MR
KB

LETTER (P)
U
BSFP
MKT
QWL
IJ
UO
HCR
VD
GX
AE
NY


V
EYHX
OID
VMN
AC
FU
KPS
TB
WG
RL
JQ


W
EBLA
SQU
POV
IW
GN
CJX
YD
RF
TM
HK


X
PXVN
KLS
WCD
YO
FB
REI
UM
TJ
AH
QG


Y
MTXO
JGD
FPH
VU
QR
LKS
CY
EA
BW
IN

Figure 4

a.  When encrypting, the first step is to determine which row of letters to use (SET LETTER).  The SET LETTER is determined by randomly selecting any two letters (except Z).  These letters are referred to as the SET INDICATOR (Example:  TS).  Go down the LINE INDICATOR column (A-Y) until you find the first letter "T".  Now go across the "T" row until you come to the second letter "S".  The letter "P" to the immediate right of the "S" is your SET LETTER.  If there is no letter to the right (Example:  TB) return to the far left and use the first letter (U).  We will use LINE INDICATOR column "P".  This is the SET LINE we will use to encrypt DH263492.

ABC   DEF

b.  Refer to the letter number combinations (  0    ,  1. etc.) above and below the SET LINE.  Use the one that is most convenient for you.  For the purpose of this instruction we will be referring to the one above the SET LINE.

c.  Go across the letter combination above the SET LINE (P) until you locate the first letter "D" (DH263492).  Go down the "D" column and find the letter that falls directly below the "D" on the "P" SET LINE which is "G".  Next find the second letter "H" and go down to the SET LINE.  You should locate the letter "J".  So far you have encrypted DH.  (DH = GJ).

d.  The next part will be to encrypt the numbers of the grid zone coordinates.  This is done a little differently.  Go up again and find the first number (2).  Again go down to the SET LINE for "P".  Here is where the difference comes in.  When you encrypt numbers you have a choice.  You may use "H", "J", or "K"; 6 = "D" or "X"; 3 = "Y" or "S"; 4 = "I" or "F"; 9 = "A" or "V"; and 2 = "H", "J" or "K" again.  The rule is that if you encrypt the same numbers more than once you should not use the same letter again using the same SET LINE.  (Example:  If you use "H" for 2 the first time, you should use either "J" or "K" for the second 2.  It does not matter in which order you use the letters.)  (You could have used "J" or "K" for the first 2.)  Here are a few more rules.  Never use the same SET INDICATOR (that you chose at random) more than once during a single SET and PERIOD.  Encrypt no more than 15 characters with a single SET INDICATOR.

e.  To check your understanding, encrypt the following grid zone coordinates:  AF81 eq \O(0,/)261.  Use SET INDICATOR "GK".  Use Set  eq \O(0,/)1, Period  eq \O(0,/)1.  You should have gotten one of the combinations below:

SET INDICATOR "GK" = SET LETTER "Q"

A
F
8
1
0
2
6
1

E
D
C
P
E
S
V
X

E
D
K
X
U
Q
R
D

E
D

D
O
G

P

E
D


M




f.  If you did not get the correct answer, read the instructions once more and try again.

10.  Self-evaluation.  Answer the following questions.  (Answers on page 43)

a.  What is the maximum number of characters that can be encrypted on a single SET LINE?  _____.

b.  What is the Set Letter if the indicators are:

IE _____
MQ ______
DW ______
WE ______
VT ______
HX  _____

b. Using Set  eq \O(0,/)1, Period  eq \O(0,/)1 and SET INDICATOR RT encrypt grid zone coordinates MS 265489.  (Show only one correct answer)

11.  Now that you know how to encrypt, the decryption (changes from the code to the grid zone coordinates), should be simple.  You receive the following message:

"UNIT PRESENTLY LOCATED AT - I SET NA - B S G F N T M R"

a.  You are using Set  eq \O(0,/)1, Period  eq \O(0,/)1.  SET INDICATOR NA = F.  Go to LINE INDICATOR column "F".  This time we will locate the encrypted letters of the message in the "F" row and use the combination letters and numbers to find the original grid zone coordinates.  Go across the SET LINE for "F" until you find the first letter "B".  Looking below (or above) you will see that "B" = "D".  Next, the letter S = R.  Now you are ready for the numbers:

G = 7; F = 2; N = 4; T = 7; M = 6; and R = 3.

b.  For practice, complete the following exercises (Answers on page 43):

(1)  Using Set  eq \O(0,/)1, Period  eq \O(0,/)1, SET INDICATOR BX and decrypt F M N K X B L S.

Don't forget the first two characters are letters and the rest are numbers.

Your set line is:  _______   and your answer is:  ___________________.

(2).  Using Set  eq \O(0,/)1,  Period  eq \O(0,/)1, (Fig. 4, Pg 23)  and SET INDICATOR GN, decrypt coordinates Q M S T F R P N.

Your set line is:  _______   and your answer is:  ___________________.

NOTE:  See page 43 for the correct answers.

13.  As an RTO you must anticipate various forms of intentional interference and be familiar with procedures which will aid in maintaining effective communications. 

14.  Refer to pages 20 and 21 of your workbook and study the following example:

a.  You are the RTO for the Commander, 1st Brigade operating as a substation in the 52d Infantry Division, Item 4 (KTV-16 eq \O(0,/,0,/)

 eq \O(0,/)D).

b.  You are using Set  eq \O(0,/)5, period  eq \O(0,/)5 of the SOI.

c.  Your operating frequency is 17.5 eq \O(0,/)

 eq \O(0,/) MHz.

d.  Your complete call sign is M6W2 eq \O(0,/)P.

e.  The NCS's call sign is Y1H8 eq \O(0,/).

f.  Your location is coordinates TS564321.

g.  At  eq \O(0,/)5145 eq \O(0,/)Z MAY 95, you experience noise on your frequency that sounds like bagpipes.  At  eq \O(0,/)519 eq \O(0,/)

 eq \O(0,/)Z MAY 95, the noise stops.

h.  Interference is light and you are able to transmit the report on your own frequency.

I.  You prepare the message for transmission at 191 eq \O(0,/)Z.  

j.  Your authentication is SM.

k.  This is a priority message and it is unclassified. 

NOTE:  Line 8 (narrative) is stepped tones (bagpipes) being hear on radio.

15.  In the blanks in Figure 5, print the information for the MIJIFEEDER voice template using the above information.  (You may refer to your workbook.)


THIS IS

MIJIFEEDER
OVER

addressee



originator



addressee answers then

THIS IS



originator responds


addressee

originator


FLASH
IMMEDIATE
PRIORITY
ROUTINE
(Underline and transmit the precedence of this message.)



TOP SECRET
SECRET
CONFIDENTIAL
(Underline and transmit the security classification of his message.)

UNCLASSIFIED







MIJIFEEDER







LINE 1
(or)
UNIT

(Unit Identification)

LINE 2
(or)
TYPE

(Type of Interference)

LINE 3
(or)
LOCATION

(Location - LAT/LONG or UTM)

LINE 4
(or)
ONTIME

(Start Day-Time-Zone)

LINE 5
(or)
OFFTIME

(End Day-Time-Zone)

LINE 6
(or)
EFFECTS

(Operations/Equipment Affected)

LINE 7
(or)
FREQUENCY

(Frequency/Frequency Range)

LINE 8
(or)
NARRATIVE





















LINE 9
(or)
TIME

(Message Hour-Minute-Zone when required)

LINE 10
(or)
AUTHENTICATION IS

(Message Authentication IAW JTF Procedures)



OVER



Figure 5

16.  Check your answers to paragraph 15 and correct any errors.

H80
THIS IS
W20P
MIJIFEEDER
OVER

addressee



originator



addressee answers then
H80
THIS IS
W20P


originator responds


addressee

originator


FLASH
IMMEDIATE
PRIORITY
ROUTINE
(Underline and transmit the precedence of this message.)



TOP SECRET
SECRET
CONFIDENTIAL
(Underline and transmit the security classification of his message.)

UNCLASSIFIED







MIJIFEEDER







LINE 1
(or)
UNIT
1st BDE 
(Unit Identification)

LINE 2
(or)
TYPE
Jamming
(Type of Interference)

LINE 3
(or)
LOCATION
TS564321
(Location - LAT/LONG or UTM)

LINE 4
(or)
ONTIME
051450Z
(Start Day-Time-Zone)

LINE 5
(or)
OFFTIME
051900Z
(End Day-Time-Zone)

LINE 6
(or)
EFFECTS
Radio Set 
(Operations/Equipment Affected)

LINE 7
(or)
FREQUENCY
17.500MHz
(Frequency/Frequency Range)

LINE 8
(or)
NARRATIVE
Stepped tones (bagpipes) being heard on radio

















LINE 9
(or)
TIME
1910Z
(Message Hour-Minute-Zone when required)

LINE 10
(or)
AUTHENTICATION IS
SM

(Message Authentication IAW JTF Procedures)



OVER



17.  Do this problem on your own using Figure 6.  Fill in the information for each item for the following situation and then prepare a MIJIFEEDER voice template message.

a.  You are the RTO for the Commander of the 2d BDE operating as a substation in the 52nd DIV CMD NET.

b.  You are using Set  eq \O(0,/)1,  Period  eq \O(0,/)1 of the SOI.

c.  Your operating frequency is 15.2 eq \O(0,/) MHz.

d.  Your call sign is S3R76Q.

e.  The call sign for the NCS is B3M48.

f.  Your location is coordinates GS864341.

g.  On  eq \O(0,/)815 eq \O(0,/)

 eq \O(0,/)Z JUN 95, you experience a noise on your frequency that sounds like sea gulls and you determine it to be jamming.  The noise finally stops at  eq \O(0,/)82 eq \O(0,/)1 eq \O(0,/)Z JUN 95.

h.  You prepare the message for transmission at 2 eq \O(0,/)2 eq \O(0,/)Z.

I.  Your authentication is TB.

j.
This is a routine message and it is unclassified. 

NOTE:  Line 8 (narrative) is “Gulls being heard on radio”.


THIS IS

MIJIFEEDER
OVER

addressee



originator



addressee answers then

THIS IS



originator responds


addressee

originator


FLASH
IMMEDIATE
PRIORITY
ROUTINE
(Underline and transmit the precedence of this message.)



TOP SECRET
SECRET
CONFIDENTIAL
(Underline and transmit the security classification of his message.)

UNCLASSIFIED







MIJIFEEDER







LINE 1
(or)
UNIT

(Unit Identification)

LINE 2
(or)
TYPE

(Type of Interference)

LINE 3
(or)
LOCATION

(Location - LAT/LONG or UTM)

LINE 4
(or)
ONTIME

(Start Day-Time-Zone)

LINE 5
(or)
OFFTIME

(End Day-Time-Zone)

LINE 6
(or)
EFFECTS

(Operations/Equipment Affected)

LINE 7
(or)
FREQUENCY

(Frequency/Frequency Range)

LINE 8
(or)
NARRATIVE





















LINE 9
(or)
TIME

(Message Hour-Minute-Zone when required)

LINE 10
(or)
AUTHENTICATION IS

(Message Authentication IAW JTF Procedures)



OVER



Figure 6

18.  Check your answers against the completed form on Page 30.  Now that you have gotten it together, see the instructor for further instructions.  If you have any questions at this point ask your instructor.

M48
THIS IS 

R76Q

MIJIFEEDER
OVER

addressee



originator



addressee answers then
M48
THIS IS
R76Q


originator responds


addressee

originator


FLASH
IMMEDIATE
PRIORITY
ROUTINE
(Underline and transmit the precedence of this message.)



TOP SECRET
SECRET
CONFIDENTIAL
(Underline and transmit the security classification of his message.)

UNCLASSIFIED







MIJIFEEDER







LINE 1
(or)
UNIT
2nd BDE
(Unit Identification)

LINE 2
(or)
TYPE
JAMMING
(Type of Interference)

LINE 3
(or)
LOCATION
GS 864341 
(Location-LAT/LONG or UTM)

LINE 4
(or)
ONTIME
081500Z
(Start Day-Time-Zone)

LINE 5
(or)
OFFTIME
082010Z
(End Day-Time-Zone)

LINE 6
(or)
EFFECTS
RADIO SET
(Operations/Equipment Affected)

LINE 7
(or)
FREQUENCY
15.20 mHz
(Frequency/Frequency Range)

LINE 8
(or)
NARRATIVE
Gulls being heard on





radio.














LINE 9
(or)
TIME
2020Z
(Message Hour-Minute-Zone when required)

LINE 10
(or)
AUTHENTICATION IS
TB

(Message Authentication IAW JTF Procedures)



OVER



SECTION V.  MESSAGE FORMAT

1.  Messages are written by commanders and staff personnel to convey information from one unit or person to another.  It is the responsibility of the radiotelephone operator to arrange the information of the message into a standard format (sequence) prior to transmission of that message.

2.  The message format is a standardized arrangement of message information in a numbered line sequence.  This line number sequence is used to assist operators in placing information in the correct arrangement.  Format line numbers are NOT transmitted.  Although a message using all lines of the message format will seldom be used, when the information is provided it will be placed in the appropriate sequence.  

3.  A message is divided into three parts:  HEADING, TEXT, and ENDING.  Each part is separated from the other parts by the proword BREAK.  The message parts are in the message format diagram in Table 3.

Table 3.  Message Format Diagram

PART
COMPONENT
LINE NO
ELEMENTS
CONTENTS

H
Procedure
1

Not used in radiotelephone



2
Called station(s)
Station(s) called, proword EXEMPT and exempted stations

E

3
a. Call station

b. Message follows

c. Transmission identification
Proword THIS IS and station calling.

Proword MESSAGE

Proword NUMBER and station serial number

A

4
Transmission instructions
Proword RELAY (TO); READ BACK; DO NOT ANSWER; WORDS TWICE

D
Preamble
5
a. Precedence

b. Date time group

c. Message instructions
Prowords FLASH, IMMEDIATE, PRIORITY, or ROUTINE

Proword TIME and date time group of message (include month and year)

Proword EXECUTE TO FOLLOW

I
Address
6
Originator’s sign, originator
Proword FROM and originator’s designator

N

7
Action addressee sign, action
Proword TO and action addressee(s) designator(s)

Table 3.  Message Format Diagram (continued)

G

8
Information addressee sign, information addressee(s)
Proword INFO and information addressee designator(s)



9
Exempted addressee sign, exempted addressee(s)
Proword EXEMPT and exempted addressee (designator(s)


Prefix
10
a. Accounting information

b. Group count
Accounting symbol Proword GROUPS

SEPARATION
11

Proword BREAK

T

E

X

T
Text
12
Subject matter
Originator’s thoughts or  ideas

SEPARATION
13

Proword BREAK

E

N

14
Time group
Proword TIME and time group

D

I

N

15
Final instructions
Prowords WAIT, CORRECTION, MORE TO FOLLOW, AUTHENTICATION IS ___

G

16
Ending sign
Proword OVER or OUT

4.  Message format explanation.

a.  Format line 2.

(1) Contains the call sign(s) of the station(s) being sent the message at this time.

(2) Abbreviated call signs will be used unless otherwise instructed.

(3) If the message is for all stations in the net, then the net call sign would be used.

(4) If the message is for all stations in the net except one, then the net call sign would be used followed by the proword EXEMPT and the exempted station's call sign.  This station will not answer.

b.  Format line 3.

(1) Contains the proword THIS IS and the call sign of the sending station.

(2) The proword MESSAGE is then sent indicating that the message requires recording.  If recording is not required, then this proword is not used.

(3) The proword NUMBER is then sent followed by a number indicating how many messages have been sent to each station called during this day (since midnight).  This information will be determined from a form that you will maintain called the "Operator's Number Sheet" (DA Form 4158).

EXAMPLE:  THIS IS W46R MESSAGE NUMBER 1

c.  Format line 4.

Transmission instructions appear on this line as required.  If none are required, then the line is omitted.  Examples of transmission instructions are:

(1) Proword RELAY (TO).

(a)  When RELAY is used alone it means "station called relay to all addressees."

(b)  When RELAY TO is used followed by a call sign it means "station called relay to station indicated."

(c)  When more than one station is called, the call sign of the station designated to perform the relay will precede the proword RELAY TO.

(2) When transmitting a message to a station(s) that cannot answer (on emergency silence, behind lines, etc.), then the proword DO NOT ANSWER will be sent on format line 4.  The message will be sent TWICE with the proword I SAY AGAIN being sent after the first transmission of the message; and the proword OUT being sent after the second transmission of the message.

(3) The proword READ BACK will be sent on format line 4 when it is desired that the receiving station repeat the received message back to the sending station.

(4) The proword WORDS TWICE may be sent to indicate all words will be transmitted twice because communications conditions are difficult.

d.  Format line 5.

(1) Precedence determines the relative order of handling messages.  Higher precedence messages are ALWAYS sent first.  (See Table 4.)

Table 4.  Precedence Categories

PRECEDENCE

PROWORD AND PROSIGN
EXAMPLE OF USE
ORDER OF HANDLING
TIME OBJECTIVE

FLASH

Z
Initial enemy contact or operational messages of extreme urgency
Ahead of all other messages.  Messages of lower precedence will be interrupted
Handled as fast as humanly possible.  Objective - less than 10 minutes

IMMEDIATE

O
Amplifying reports of initial enemy contact.  Reports of warning of grave natural disaster (earthquakes, flood, etc.)
Ahead of all other messages of lower precedence.  Messages of lower precedence will be interrupted.  Requires immediate deliver to addressee(s)
30 minutes to 1 hour

PRIORITY

P
For messages requiring expeditious action by addressee(s) and/or furnish essential information for conduct of operations in progress
Ahead of all other messages of lower precedence, except that routine messages being transmitted will not be interrupted unless they are exceptionally long
1 to 6 hours

ROUTINE

R


Messages not of sufficient urgency to justify a higher precedence but which must be delivered without delay
After all messages of higher precedence
After all higher precedence messages

(2) The precedence is assigned by the writer of the message.  THE RADIOTELEPHONE OPERATOR WILL NOT ASSIGN OR CHANGE THE PRECEDENCE OF A MESSAGE.  If a message does not have a precedence assigned, then it is handled as a routine message, but no precedence proword is added to the message.

(3) A message may contain two precedences.  This is called a DUAL PRECEDENCE MESSAGE.  The highest precedence is always sent first and is for ACTION ADDRESSEE(S) and the lower precedence is for INFORMATION ADDRESSEE(S).  

(4) The proword TIME followed by the date time group is transmitted after the precedence.  The date time group will include the abbreviation of the month and year.

(5) The last item on format line 5 is message instructions and is not normally used in radiotelephone messages.

EXAMPLE:  PRIORITY ROUTINE TIME 29112 eq \O(0,/)Z MAR 95

(6) QUESTIONS: 

(a) What are the precedence prowords for the following prosigns?

P = _________________________

O = _________________________

R = _________________________

Z = _________________________

(b) What is the title given to the highest precedence on a dual precedence message?  _______________________________.

e.  Format line 6.  Contains the proword FROM followed by the originator's designation.  If operating without cryptographic equipment, this originator's designation will be the FULL call sign of the originator.

NOTE:  The originator's designation (call sign) often will be different than the call sign of the transmitting station.  This is due to the fact that the radio operator will send messages for various staff officers at his location.

f.  Format line 7.

(1) Contains the proword TO followed by the action addressee's designation.  Again, this designation will be full call sign.

(2) The action addressee(s) will be those personnel who will perform the action indicated in the text of the message, as determined by the originator.

g.  Format line 8.

(1) Contains the proword INFO followed by the information addressee(s) designation (full call sign).

(2) The information addressee(s) receive the message for their information only--not to perform the action indicated.

h.  Format line 9.

Contains the proword EXEMPT and exempt addressee designation.  Normally only used with address indicator groups.

I.  Format line 10.

Contains the proword GROUPS and number indicating number of encrypted groups in the text.  Not normally used for plain language text.

j.  Format line 11.

Contains proword BREAK and separates heading from the text.

k.  Format line 12.

Contains the text of the message which is the thoughts, ideas, instructions, etc., that the originator wants conveyed to the addressee(s).  The radiotelephone operator WILL MAKE NO CHANGES to the text of the message.

l.  Format line 13.

Contains the proword BREAK which separates the text from the ending.

m.  Format line 14.

(1) The proword TIME followed by time group and zone suffix.

(2) Used only when no data time group appears on format line 5.

(3) Used as required by unit policy.

n.  Format line 15.

Contains final instructions as necessary.  Some examples are the prowords WAIT, CORRECTION, MORE TO FOLLOW, I SAY AGAIN (used when DO NOT ANSWER is sent on format line 4) and AUTHENTICATION IS _________________________ (transmission authentication).

o.  Format line 16.

(1) Contains the terminating proword OVER or OUT.

(2) All messages where the proword "DO NOT ANSWER" is used will end with the proword OUT.

5.  Transmitting messages using the 4-step method.

a.  Before sending a message, the transmitting station will normally call the receiving station and tell him that he has a message for him.  This is done by sending a PRELIMINARY CALL.  A preliminary call consists of the call and the precedence of the message to be transmitted.

EXAMPLE:  Y48E THIS IS S48E PRIORITY OVER

b.  The station receiving the preliminary call would now respond.  If he is ready to receive the message, he will transmit the call and end with OVER.

EXAMPLE:  S48E THIS IS Y48E OVER

c.  The transmitting station now sends the message.

EXAMPLE:  Y48E

THIS IS S48E MESSAGE NUMBER 2

PRIORITY TIME 1 eq \O(0,/)153 eq \O(0,/)Z APR 95

FROM Q1S48

TO W7Y48

BREAK

UNCLAS A PRELIMINARY CALL IS SENT TO DETERMINE

IF THE RECEIVING STATION CAN HEAR AND IS 

PREPARED TO RECEIVE A MESSAGE.

BREAK

OVER

d.  After the receiving operator has copied the message correctly, he will send the transmitting station a RECEIPT.  He does this by sending the call and the prowords ROGER OUT.

EXAMPLE:  S48E THIS IS Y48E ROGER OUT

6.  Now you will prepare a message for transmission in the 16-line format using the information from the message form in Figure 7.

7.   Messages are written on a Message Form (DA Form 4004) and delivered to the radio operator for transmission.  The radio-telephone operator must take the information provided on the message form and place it into the correct message format.

8.  Here is an example of a prepared message form for an outgoing message (Figure 7).

MESSAGE
PRECEDENCE
HOW SENT
SECURITY

FORM
ACT
INFO

CLASSIFICATION

PAGE _1_OF _1_
PP


UNCLASSIFIED

FROM:  CDR 1st BDE 52nd INF DIV

TO:  CDR 2nd BDE 52nd INF DIV



PLAN SIERRA EFFECTIVE 020630 ZULU



NOTIFY ALL SIGNAL CENTERS



IN AREA LIMA











SIGNATURE & GRADE OF DRAFTER
DRAFTER TIME
DATE TIME GROUP


011435Z
011445Z NOV 95

SIGNATURE & GRADE OF RELEASER
SECURITY CLASSIFICATION


UNCLASSIFIED

DA   FORM     4004


1 FEB 77

Figure 7

9.  We first must determine the call sign of the station being called.  In this example, we see that the message is going to the Commander, 2d Brigade.  Using the SOI, we determined the call sign of the radio operator for this addressee;  W7Y48E. 

10. Format line 3 requires the transmitting stations call sign and the number of the message.  From the SOI, we determined the call sign for the RTO for the Commander, 1st Brigade was Q1S48E.

11. Format line 5 requires the precedence and DTG of the message.  The precedence is taken from the block that contains the precedence prosign twice.  We must convert it to the correct precedence proword.  The date time group is taken from the block on the lower right corner of the page.

12. Format line 6 is the FROM addressee.  The originator is indicated on the message form in plain language.  We must convert this to a full call sign before sending it.  This hides the identity of the originator from any enemy listening.

NOTE:  The expander for the RTO is left off in the address.

13. The action addressee (format line 7 - TO addressee) is also shown in plain language and must be converted to full call sign for the same reason.

14. The proword BREAK is sent to separate the heading from the text.

15. The text is transmitted just as it is written.  The transmitting operator must speak clearly with natural emphasis on each word and send in natural phrases, not word by word.  Remember, the receiving operator is writing the message down as you speak--DO NOT GO TOO FAST.

16. The proword BREAK separates the text from the ending.

17. Any final instructions are added on format line 15.  The final instruction for this message is "MORE TO FOLLOW."  

18. Format line 16 will be the terminating proword OVER.

19. Your completed message should look like the message below:

Y48E

THIS IS S48E MESSAGE NUMBER 1

PRIORITY TIME  eq \O(0,/)11445Z NOV 95

FROM Q1S48

TO W7Y48

BREAK

UNCLAS PLAN SIERRA EFFECTIVE "FIGURES"  eq \O(0,/)2 eq \O(0,/)63 eq \O(0,/) ZULU NOTIFY ALL

SIGNAL CENTERS IN AREA LIMA

BREAK

MORE TO FOLLOW

OVER

SECTION VI.  RECEIVING MESSAGES

1.  Messages are copied exactly as received.  After a receipt has been given for the message, the radiotelephone operator will transfer the message to a Message Form (DA Form 4004).  This message for is delivered to the addressee.

EXAMPLE OF A RECEIVED MESSAGE:

E64

THIS IS A46R MESSAGE NUMBER 1

ROUTINE TIME  eq \O(0,/)1 eq \O(0,/)12 eq \O(0,/)Z APR 95

FROM U7A46

TO V1E46

BREAK

UNCLAS RECEIVED MESSAGES ARE TRANSFERRED TO A MESSAGE FORM DA

FORM "FIGURES" 4004 FOR DELIVERY 

BREAK

CORRECTION WORD AFTER MESSAGES ARE

OVER

NOTE: An example of a received message after transfer to a message form is shown in Figure 8.

MESSAGE
PRECEDENCE
HOW SENT
SECURITY

FORM
ACT
INFO

CLASSIFICATION

PAGE _1_ OF _1_
RR


UNCLASSIFIED

FROM:  CDR 3rd BDE 52nd INF DIV

TO:  CDR 52nd INF DIV



RECEIVED MESSAGES ARE TRANSFERRED



TO A MESSAGE FORM DA FORM 4004



FOR DELIVERY.











SIGNATURE & GRADE OF DRAFTER
DRAFTER TIME
DATE TIME GROUP



010120Z APR 95

SIGNATURE & GRADE OF RELEASER
SECURITY CLASSIFICATION


UNCLASSIFIED

DA   FORM     4004


1 FEB 77

Figure 8

2.  Notice that when the message is transferred, we convert the call signs in the address back to plain language.

3.  The BREAKS are not included on the message form.

4.  The proword FIGURES, sent in the text to indicate a number group, is left out of the text when transferred to the message form.

5.  When the text is transferred, the correction that was made by the transmitting operator in the final instructions is included in the text.

6.  If the message is not authenticated, or the authentication is incorrect, the message will be marked NOT AUTHENTICATED.  If the message was authenticated correctly, it will be marked AUTHENTICATED.  This will be placed below the text and a circle drawn around so it is not confused as part of the text.

7.  After the receiving station operator receipts for the message, he will write the OPERATOR'S SERVICE on the message form.  The operator's service is the date time group of RECEIPT, a slash, and the operator's personal sign (normally the operator's first and last initials).  It will be written below the text with a circle around it.


EXAMPLE:     eq \O(0,/)1 eq \O(0,/)73 eq \O(0,/)Z/ CC


NOTE:  The operator's service does NOT include the month and year (See Figure 9).

8.  The completed message form in Figure 9 is ready for delivery to the addressee.

S E E   N E X T   P A G E 

MESSAGE
PRECEDENCE
HOW SENT
SECURITY

FORM
ACT
INFO

CLASSIFICATION

PAGE _1_ OF _1_
RR


UNCLASSIFIED

FROM: CDR 3rd BDE 52nd INF DIV

TO: CDR 52nd INF DIV



RECEIVED MESSAGES ARE TRANSFERRED FOR



TO A MESSAGE FORM DA FORM 4004



FOR DELIVERY.









SAMPLE

010730Z/cc





NOT



AUTHENTICATED





SIGNATURE & GRADE OF DRAFTER
DRAFTER TIME
DATE TIME GROUP



010120Z APR 95

SIGNATURE & GRADE OF RELEASER
SECURITY CLASSIFICATION


UNCLASSIFIED

DA   FORM     4004


1 FEB 77

Figure 9

SECTION VII.  ANSWER KEY

1.  Section II, Page 12.

5a. (3)

5b. (5)

5c. (2)

2.  Section III, Page 18

5.  a.  Spot and Barrage

b.  (2)

3.  Section IV, Page 23.

6a.   M - Meaconing

  I  - Intrusion

  J - Jamming

  I  - Interference

6b.  Type of interference

4.  Section IV, Page 25.

10a. 15

10b.  IE   M      MQ   K       DW   S     

WE  B      VT    B      HX   G    
10c. Set Line   U      U V Q V H U A N 

5.  Section IV, Page 26.

11b(1).  Set Line is L    NZ220801

11b(2).  Set Line is E    JH447167

6.  Section V, Page 36.

4d(6)(a)

P - PRIORITY

O - Immediate

R - Routine

Z - Flash

4d(6)(b)

Action

A - 29

