Supervise the Implementation of Platoon Electronic Protection Measures

113-367-9001

Conditions:  Given a tactical site, AR 380 series, unit Security checklist, the unit SOI, and the unit’s communications equipment.

Standards:  Platoon Electronic Protection Measures are correctly implemented prior to establishing communications, and are maintained with 100% accuracy.

Training and Evaluation Guide

Performance Steps:

1.  Ensure Proper Transmission Security Procedures

2.  Ensure the proper use of communications security terminology.

3.  Ensure proper Electronic Protection procedures are implemented.

Performance Evaluation Guide

Evaluation Preparation: Provide the soldier with the all of the resource material listed in the conditions statement.

Brief Soldier: Tell the soldier that he or she will be required to ensure Platoon Electronic Protection Measures are correctly implement prior to establishing communications, and are maintained with 100% accuracy.  The 1-hour time limit is only an administrative training requirement.

Performance Measures
Results

1.  Ensure Proper Transmission Security Procedures

    a.  Physical Security

    b.  Communications Security (COMSEC).

    c.  Cryptographic Security.

    d.  Transmission Security.
GO / NO-GO

2.  Ensure the proper use of communications security terminology.

    a.  Electronically encrypted transmissions

    b.  Operational Code (OPCODE) to encrypt.

    c.  Decode Section and the Decryption Reversal Process

    d.  Cal signs and expanders.

    e.  NET discipline.

    f.  Perform Authentication procedures.
GO / NO-GO

3.  Ensure proper Electronic Protection procedures are implemented

    a.  Determine appropriate electronic protection measure(s) to use:

        (1) Radio transmission power reduction.

        (2) Directional Antenna Use.

        (3) Relocate or Remote the transmitting antenna.

    b.  Direct the Implementation of appropriate electronic protection
GO / NO-GO

Evaluation Guidance: Score the soldier GO if all performance measures are passed.  Score the soldier NO-GO if any performance measure is failed.  If the soldier scores NO-GO, show the soldier what was done wrong and how to do it correctly.

Required References:

Number
Title
Date

ACP 125 U.S. Suppl-1
Communications Instructions Radiotelephone Procedures for use by United States Ground Forces
1/10/85

ACP 125(E)
Communications Instructions - Radiotelephone Procedures
1/08/87

AR 380-5
Department of the Army Information Security Program
25/02/88

AR 380-40
Policy for Safeguarding and controlling Communications Security (COMSEC) Material
1/09/94

TB 380-41
Procedures for Safeguarding, Accounting and Supply Control of COMSEC Material, Vol. 5, Safeguarding COMSEC Material
1/04/87

FM 24-33
Communications Techniques for Electronic Counter-Measures
01/07/90

FM 24-18
Tactical Single-Channel Radio Communications Techniques
10/12/86

FM 34-60
Counterintelligence
3/10/95

AR 380-19
Information Systems Security
1/08/90
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