Prophet El ectronic Support (ES) System
(version 3.0)

Date: 2013-10-29
ICoE - M1 Intelligence School



This page intentionally |eft blank



Table OF Contents

.0 System Description
.0 Target Audience
.0 Assunptions

.0 Training Constraints

gaa A WO N BB

.0 System Trai ni ng Concept
5.1 New Equi prent Trai ni ng Concept (NET)
5.2 Displaced Equi prent Traini ng (DET)
5.3 Doctrine and Tactics Training (DIT)
5.4 Training Test Support Package (TTSP)
6.0 Institutional Training Donain
6.1 Institutional Training Concept and Strategy
7.0 Operational Training Domain
7.1 Operational Training Concept and Strategy
8.0 Sel f-Devel opment Trai ni ng Domai n
8.1 Sel f-Devel oprent Trai ni ng Concept and Strategy
A M| estone Annex
B References

C Coordi nati on Annex

This System Training Plan (STRAP) is prelimnary.

Front end analysis (mssion, task, job) is ongoing. I1CoE - MI Intelligence
School will anend

and update this STRAP as details solidify.

ICoE - MI Intelligence School is the proponent for this STRAP. Send comments
and recommendations directly to: Stephen J M Farl and

Comm 520- 533- 5387

DSN:

Emai | : st ephen. ntfarl and@is. armnmy. m |

Mai | i ng addr ess:


#1.0
#2.0
#3.0
#4.0
#5.0
#5.1
#5.2
#5.3
#5.4
#6.0
#6.1
#7.0
#7.1
#8.0
#8.1
#A
#B
#C

1.0 System Descri ption

The Prophet Fanily of Systens consists of nobile and/or fixed-site Signals
Intelligence (SIGNT) collection, Direction Finding (DF), processing and
reporting assets. The follow ng versions of the Prophet Famly of Systens
(FOS) are currently being issued, trained and/or sustained in active, reserve,
and guard.

Prophet Sensor (PS):PS is the ground-based tactical SI G NT collection
conponent of the Prophet system There are six configurations.

* Prophet Spiral 1 Sensor [ANN M.Q 40(V)4]: Spiral | sensor is an
environmental ly controlled, three-seat, fully up-arnored ML165 B3 hi gh-
mobi lity multipurpose wheel ed vehicle (HVWA) with an El ectronic
Surveill ance (ES) subsystem comruni cations equi pnent, and Warrior Machi ne
Interfaces (WM ). The ML165 pulls an ML102 tactical trailer containing the
man- packabl e ES system (AN PRD-13), Single Channel G ound/ Air Radio System
(SI NCGARS) nan- pack, Sol di er equi pment, and operational sustainnent itens,
as defined by M ssion, Eneny, Terrain/Wather, Time, Troops-avail able and
Cvilians-involved (METT-TC) paraneters. Prophet Spiral | product
i mprovenent adds a new Digital Receiver Technol ogy (DRT) 1201B receiver to
i mproved col |l ecti on and processing capability. Two WM (Panasoni ¢ Toughbooks
- CF29 or CF30), running mssion and comuni cations software packages,
control the DRT 1201B and enabl e the reporting and processing of
intelligence. The ANN VRC-99 line-of-site radio provides data access to the
Nati onal Security Agency Network (NSANET). SINCGARS provides voice
communi cations in both the nounted (AN VRC-90D) and man- packabl e (AN PRC-
119F) configurations. The prinme nmover provides power to the nounted ES
system

e Prophet Spiral 1 Plus Sensor: Spiral 1 Plus is a variant of the Spiral 1
sensor that contains technology insertion (Tl) upgrades to its
conmuni cati ons. On- The-Move (OTM Beyond Line of Site (BLOS) Satellite
Conmruni cati ons (SATCOM), equi pnent replaced the AN VRC-99 radio to access
NSANET. All other system components renai ned the sane.

 Prophet Enhanced (PE) Sensor [AN M_.Q 44(V)1]: PE includes enhanced signals
coll ection and conmuni cati ons with inproved man- packabl e capabilities. The
initial PE (MLQ44(v)1l), referred to as the Quick Reaction Capability (QRC
system reconfigured the Prophet Spiral 1 Plus into a XM 1229 Pant her
vehicle for Mbile operations and suppl enented the systemw th new
processing capability. Product inprovenents included a second DRT 1301C
recei ver-processor for nman-packabl e operations, an independent processor for
speci al signal processing and collection, Mdas Processing Equi prent (MPE),
an off-board collection and DF antenna with nmast for di snounted operations.



M ssion equi pnent is stored in three 9U renovabl e, environnmentally
controlled transit cases to support disnmounted operations. Conponents from
the system (i.e. DRT 1301C, one Panasonic CF-30 | aptop and DF90 ant enna)
make up the man-packabl e system The PE platform provides blast, projectile,
and fragmentation protection in its nobile configuration using transit
cases, a structure, and up-arnor.

 Prophet Enhanced (PE) Sensor [AN M_.Q 44A(V)1]: The second vari ant,
occasionally referred to as PE Program of Record (PE POR) Configuration,
repackages the equi pnent fromthe PE QRC into 5U nodul ar transit cases to
provi de a vehicle independent solution. The Program Manager (PM has fi el ded
systems on M ne Resistant Ambush Protected - Al Terrain Vehicle (MATV) and
Pant her vehi cles. The reconfiguration removed the Secret Internet Protocol
Rout er Network (SIPRNET) and OTM SATCOM capability; however, added a
separate fixed-site conponent to every sensor. The PE sensor consists of
three capability nmodul es: Stationary Fi xed-site, Mbile-At-the-Halt (ATH),
and Manpack. The Fi xed-site system contains the DRT 1201, MS receiver
processor, MPE, BAT-1214 SATCOM term nal, DF90/DF80/ M5 Antenna. The ATH
system contains the DRT 1301C, M5, DF90 antenna, and BAT-750 SATCOM
termnal. The PE systemis vehicle inpartial, and can be transported and
operated from any arnored vehicle capable of handling the size, weight, and
power (SWAP) requirenents of the system The man-packed configuration is a
subset of the nobile configuration and reuses the DRT 1301C recei ver-
processor, one of the SI G NT workstations, the Defense Advanced GPS Recei ver
(DAGR) (AN PYQ 10), and the DF90/EFR-3 Antenna. The PE AN MLQ 44Av1 al so
changed software from Single SIG NT Software Baseline (S3B) to Prophet
Sof tware Suite (PS2).

* Prophet Enhanced (PE) Sensor [AN ML.Q 44A(V)2]: The third variant renoves
the MPE and upgrades the Panasonic |aptop to a CF30. A Technol ogy Insertion
(TI) DRT 4453 suppl enented the sensor to provide a smaller, nore nobile
SI G NT nanpack capability.

 Prophet Enhanced (PE) Sensor [AN M.Q 44B (V) 1]: The fourth variant repl aces
the DRT 1201B with the DRT 1201C in the stationary Fixed-site configuration.
Thi s next generation receiver-processor increases collection capability and
enabl es the future upgrades.

Prophet Control (PC):PC is a ground-based tactical SIG NT processing and
reporting conponent of the Prophet system There are three configurations
currently in use.

« PC[ANMSW24A(V)1]: The first PC variant is contained on two up-arnored,
four-seat [ ML165A1 (B3) or ML165A1(WVB3)] HVMW, one to transport the system
el ectronics and the second to tow the Prophet TROJAN Li ghtwei ght



Intelligence Tel econmmunications Equi prent (T-LITE) (AN TSQ 248). Four CF-29
| aptops are | oaded with current Prophet SIG NT software. Two of the | aptops
connect to the NSANET, one connects to the SIPRNET, and one connects to the
Joint Worldwi de Intelligence Communications System (JWCS). The PC al so
provi des voi ce-capabl e SI NCGARS. The PC receives and processes SI G NT
reports into a communi cations intelligence (COM NT) database and provi des
force protection information to the brigade S2. The BLCS T-LITE

conmmuni cati ons provide the capability to dissenminate intelligence to the

di vision @&/ analysis and control element (ACE), and to access existing
national -1 evel databases. This variant conmuni cates with the Prophet Sensor
usi ng the AN VRC-99 LGOS radio.

PC [ AN MBW 24A(V) 2] : The second PC variant is identical to the first with
the exception of the elinmnation of the ANN VRC-99 LCS radio fromthe system

PC [ AN MW 24B(V)2]: The third configuration is a Fixed-Site version of the
exi sting PC configuration transported in a ML102 trailer and towed by a
single four-seat HWMWMV. This configuration uses npst of the same equi prnent
(Server, SATCOM Shore Power Mddule) as the PE Fixed Site sensors and
retains all the capability of the previous PC version. A BAT1214 and SATCOM
nmodul e replaced T-LITE to support conmuni cati ons.

There are two PS and one PC per Brigade Combat Team (BCT); three PS and one
control per Stryker Brigade Conbat Team (SBCT); and four PS and two PC per
Mlitary Intelligence Battalion, Battlefield Surveillance Brigade (BfSB).



2.0 Target Audi ence
Institutional

Al'l incom ng 35T Soldiers receive training on Prophet systens mai ntenance as part of the 10 | evel course.

I ncom ng 35P and 35N Sol di ers receive radi o wave propagation theory during the 10 | evel courses. 35N
Soldiers also receive training on NSA toolkit. Training on the DRT receivers will be available to the 35P10
| evel course by 1QFY15 after the fielding of the Prophet training suite at Goodfell ow Air Force Base (GAFB)

by 1QFY14. USAI CoE will provide a | eaders overview in the | eaders courses as identified in the follow ng
t abl e.
Functi onal and Prof essi onal | USAl CoE Coodfel |l ow Air Force Base

Cour ses

M Systens Syst em Mai nt enance None

Mai nt ai ner/ I ntegrator: 102-

35T10

35P10 Cryptol ogi c Linguist: |None Currently: Theory Projected:

XAABR1N331 Theory, DRT

35N10 SI A NT Anal yst: None Theory, NSA tool kit

XAABRIN431

35T Advanced Leader Course: |Overview None

102- 35T30- C45

35P Advanced Leader Course: Overvi ew None

231- 35P3LXX- 45

35N Advanced Leader Course: |Overview None

232- 35N30- 45

M Seni or Leader Course: 2- |Overview None




35- 46

M Warrant O ficer Basic
Cour se: 3B-352N, 352P, 353T

EW Signals Intelligence Overvi ew None
Analyst (Officer): 3B-35G

Mlitary Intelligence Overvi ew None
O ficer Basic Course: 3-30-
c20
Mlitary Intelligence Overvi ew None
Capt ai ns Career Course: 3-
30-C22
Qper ati onal
Prior to fielding, selected | eaders at units gaining Prophet Systems will receive a New Materi al

Introductory Brief (NMB) fromthe Product Manager (PM which includes an overview of system capabilities,
and unit requirements for New Equi pnent Training (NET) and Doctrine and Tactics Training (DITT) preparation.
Units will select Mlitary Cccupation Specialty (MOXS) qualified 35P and 35N Sol di ers and associ at ed war r ant
officers to receive NET/DIT of operator and anal yst tasks. The unit will select MOS qualified 35T Sol diers
and associated warrants to receive NET/DTT of naintainer tasks. Units will sustain proficiency using stay-
behi nd Trai ni ng Support Packages (TSP) and operation of the systens utilizing the Target Signature Array
(TSA) and the Intelligence and El ectronic Warfare Tactical Proficiency Trainer (I EWIPT). Interactive

Mul timedia Instruction (IM) will be available for refresher training prior to unit exercises.

Sel f Devel opment

The TSP and I M wused during Prophet NET events will be avail able for professional devel opnment and
preparatory or sustainment training to personnel with limted or no access to Prophet Systens.



3.0 Assunptions

Soldiers to be trained at each Prophet

FoS NET/DTT wil |

neet al

prerequi site requirenents:

* Licensed on the prine nover when one is fielded with the system

e Access to NSANET (requires polygraph or waiver)

e Trai ned on S| NCGARS

e Trained and proficient on the organic SATCOM systens to be used during NET/DTT (if not

system fi el di ng)

The PM wi | |

ensure the follow ng conditions are net:

Requi r enent

Inpact (if not met)

The PM wi | |
approved TRADCC f or mat,
Devel opnent Capability (TDC) or a foll owon system

performall task devel opnent in the

usi ng the Training

Delivery in other than the current
TRADCC approved database wil |

result in delays in validation and

dat abase. delivery of training.
The PMw Il use accepted DoD standards, such as Products, not devel oped within
Arny Digital Library (ADL)/ SCORM Departnent of approved standards, may be

Def ense I nformation Technol ogy Standards Registry
(DI SR)
(ATIA), and Common Training Instrunmentation
Architecture (CTIA), in the design and devel opnent
of enbedded and Distributed Learning (dL)
products.

Arnmy Training Information Architecture

difficult and costly to update in
response to | essons | earned or
changes in operating environnents.

The PM wi | |
(TSP) in conjunction with each Technica
(TI) and product

update the Trai ni ng Support Package
I nsertion
i mprovenent.

An outdated TSP at the unit wll
not effectively support
sustai nment of fielded systens.

part of the




PMwi || devel op and mai ntain an enbedded Tar get
Signature Array (TSA) for use with the | EWIPT for

al |l Prophet Systens.

Wthout the TSA, the units nust
rely on alimted signa

envi ronment generated by avail abl e
whi ch cannot

equi prent , | egal l'y

operate within the full spectrum
of system capabilities required to
support sustai nment training. The
Prophet teamwi ||l al so be unable
to participate in the higher |eve

exerci ses supported by the | EWPT.

PM will
Training and Integration Directorate (NSTID)

provi de funds to support New Systens

participation in training devel opnent neetings,
Integrated Logistics and Sustai nnment (ILS)
nmeetings, in-process reviews, Validation and
Verification (V&) of training materials,
Trai ni ng (IKPT),

test training and

I nstructor and Key Personne
devel opnent al / oper ati ona
certification, NET/DIT events in support of the
program of record and in accordance wth

regul ati ons.

NSTID wi | |
participate in off-site neetings

be unable to

and training events w thout
funding fromthe PM

The PM wi | |
and associ ated | KPT required to support

provi de all software/hardware upgrades

institutional training concurrently with fiel ded

systens for the life cycle of the system

The institution cannot effectively
train without equi pnent and

sof tware that matches the fiel ded
syst ens.




The Manpower and Personne

4.0 Training Constraints

Integration (MANPRINT) study identified no training constraints.

Const r ai nt

Pr obabl e | npact

Mtigating Efforts

Prerequisite qualifications
to NET:

- 35N, 35P, or 35T MOS
qualified

- Access to NSANET (requires
pol ygraph or wai ver)

- Proficiency with SI NCGARS
- Proficiency with T-LITE
(for systens to be fiel ded
with T-LITE)

PM and NSTI D cannot conduct
training effectively or
conpl etely unl ess unit
ensures Sol di ers have net
prerequi sites.

Requi re a nenorandum si gned
by the unit commander prior
to NET/DTT with Sol diers
identified by name that
satisfy the prerequisite
requirenents

Unit ensures Soldiers are
trained prior to NET/DET on
enpl oynent and use of T-LITE
when necessary.

Local and federal

regul ati ons and agreenents
restrict the collection of
the full

syst ens.

spect rum of Prophet

PM/ NSTID and the unit
cannot conduct proper

NET/ DTT and sust ai nnent

| EWPT and
TSA. Training exercises will

trai ning w thout

utilize substandard signal s-
generating equi prent that,
while stimulating the
Prophet sensor and al | owi ng
students to operate the
system as desi gned, | acks

sufficient realismof an

use interim

of f -t he-

shel f/ Governnment of f-t he-
shel f (COTS/ GOTS) equi prent
to sinmulate a signa

NETT will
Conmrer ci al

envi ronnent .

The unit and the institution
will use the Prophet
training suite solution to
sinul ate COTS wor kst ati ons
connected to a server stack

in a classroom environnent




actual signal-rich

environment. Soldiers will
not have sufficient
experience to deal with an
operational depl oynment of
the systemwi th nmaxi mum

ef fecti veness.

until inplenmentation of a

conpl eted TSA




5.0 System Trai ni ng Concept

The training concept for Active Arny (AA)/ Reserve Conmponent (RC) will be the
same. RC includes Army National Guard (ARNG and United States Arnmy Reserve
(USAR) .

The 35T10 MOS produci ng course at Fort Huachuca includes conprehensive hands
on training using Prophet system conponents supporting both system and MOS
critical tasks. 35N10 students receive training at GAFB on signal theory and
NSA tool s. 35P10 students receive training at GAFB on signal theory and will
use a Prophet training suite classroomto train DRT operations supporting MOS
critical tasks.

PM and NSTID wi |l conduct NET/DTT at hone station using fielded equipnment in
conjunction with systemfiel ding.

Sustai nnent training will incorporate the Prophet TSP and the Prophet TSA once
devel oped. Training products for the T-LITE are avail able on the Trojan
website and hosted by the Trojan Network Control Center (TNCC). PMwill
continue to develop IM products to supplement the Institutional, Operational
and Sel f-Devel opnment training domains. The United States Arny Intelligence
Center of Excellence (USAICoE) will ensure these products are di sseninated

t hrough the Intelligence Know edge Network (I1KN) for unclassified products and
JWCS for Top Secret/Sensitive Conpartnmented Information (TS/ SCl) products.

Leader training will consist of |eaders brief conducted at NET, systens
overview and DTT at the appropriate institutional courses and hone station
usi ng the stay-behind TSP.

5.1 New Equi pment Trai ni ng Concept (NET)

The PMwi || conduct NET concurrently with the fielding of the Prophet. NET
wi I | include combi ned operator / anal yst and separate maintainer training
culmnating with an integrated capstone exercise. NET will be scenario driven
and | earner centric. NET will consist of MOS-specific systemcritical tasks,
fundamental s of operation, DIT integrated throughout the Prograns of
Instruction (PA), and hands-on training using the fielded Prophet systens.
The NET Team (NETT) will provide the unit with a conplete TSP consisting of
current and validated POs, |esson plans (LP), student guides, technical
manuals (TM, Interactive El ectronic Technical Manuals (IETM, and IM. The
NETT will |eave the TSP behind for unit sustainnent training. The PMwilI
provide the NETT training materials and Training Aids, Devices, Simulators,
and Simulations (TADSS) in approved TRADOC and DOD fornats.



5.2 Displaced Equi pment Trai ni ng (DET)

The PMw Il conduct DET in the sanme manner as NET using the NET TSP. PM
Prophet will be responsible for funding DET for units receiving previously
fielded equiprment. NSTID will support DET in the sane manner as NET. All
references in this docunent to NET al so apply to DET.

5.3 Doctrine and Tactics Training (DTT)

DTT is the foundation of all training and the driver behind selection of
training tasks and the methods of training delivery. NSTID devel ops and
provides DIT as a conponent of NET. DIT will include the enploynent, tactics,
and interoperability of the Prophet system PMand NSTID will incorporate DIT
t hroughout the NET during training of systemcritical tasks to facilitate the
under standi ng of the relation between those tasks and the enpl oyment of the
systemin real world scenarios. Existing Leader courses will have access the
NET/ DTT training products for incorporation into the appropriate courses as
described in paragraph 6.1.1.2.2. Units will sustain DIT at hone station using
t he stay-behind traini ng package.

5.4 Training Test Support Package (TTSP)

NSTID will provide a validated TTSP for each increment prior to test player
training for the operational test and eval uation (OT&E)

A TTSP consists of the foll ow ng:
e Training Concept Plan
e Training schedul e

e« PO for each affected MOS / Special Qualification lIdentifier (SQ) / Area
of Concentration (AQC

« List of training devices and enbedded traini ng conponents
e Target audience description

e Draft Soldiers Training Publications (STPs) or changes

e Lesson Plans (LP)

e Critical Task List (CTL)

Field Manuals (FM or changes to FMs (when not provided with the Doctrine and
Organi zati on Test Package)



6.0 Institutional Training Domain

Fort Huachuca and GAFB hosts institutional Prophet training. GAFB hol ds the
35N10 (Signals Intelligence Analyst) and 35P10 (Cryptol ogi ¢ Linguist) MOS-
produci ng courses. Fort Huachuca holds the 35T10 (Mlitary Intelligence
Systens Mai ntai ner) MOS-produci ng course, ALC, Senior Leader and officer
cour ses.

6.1 Institutional Training Concept and Strategy

The 35N10 MOS- produci ng course includes training on radi o wave propagati on
theory and NSA tool kit application training. These | essons support analysis
and reporting functions of Prophet.

The 35T10 MOS- produci ng course includes training on radi o wave propagati on and
direction finding theory, hardware and software troubl eshooting, system
admi ni stration and repair/replace procedures.

Currently, the 35P10 MOS-produci ng course does not contain | essons supporting
Prophet functions. Projected 1QFY15, the course will include Prophet training
utilizing the Prophet training suite. The Prophet training suite will consist
of workstations that run Prophet Software Suite (PS2) software and a server
stack to provide sinulations. Students will utilize PS2 and DRT receiver

ermul ation software to train critical tasks.

Institutional |eadership courses contain Prophet system overview and
capabilities training.

6.1.1 Product Lines

Prophet product lines will consist of training information infrastructures,
TADSS, training products, training facilities, and training services. These
product lines provide the capabilities that trainers and Sol diers need to
conduct training in the institution.

6.1.1.1 Training Information Infrastructure

The Prophet training information infrastructure will conformto both joint and
Arnmy architectures and standards [i.e. CTIA, ATIA, Live, Virtual
Constructive-Integrating Training Environment (LVC1TE), DoD Information
Technol ogy Standards and Profile Registry (Dl SR)]that enable the devel opnment,
storage, retrieval, delivery, and managenent of Training Support System (TSS)
products and infornmation for use by individuals, units, and institutions
wor | dwi de.



6.1.1.1.1 Hardware, Software, and Communi cati ons Systens

* Prophet System Hardware/ Software (HWSW. Current Prophet hardware and
software are required to train individual and collective critical tasks for
Prophet systens at the 35T10 cour se.

e NSA Tool kit. 35N10 course at GAFB requires NSA Tool kit (a software
application) to train analytical functions.

+ Courseware Interactive Miltinmedia Instruction (IM). Devel opnent of IM for
Prophet systens is required for training the operator and naintai ner. The PM
wi |l base these Prophet IM prograns on a task and skill analysis of the
Prophet Systemto nake training accessible through exportable nedia and by
the appropriate web-based resource. The PMw || maintain and update the I M
for each version of systemcurrently fielded and in conjunction wth changes
to the systemthroughout the life cycle. The PMw || use a TRADOC accept ed
authoring systemthat allows institutional trainers to nmodify the training
progranms as required (D1 COE and SCORM conpliant).

PM devel oped IM will include:
* Level 1 unclassified : Theory of operations and site sel ection

* Level 2 unclassified: Systens setup in nounted and di snount ed
configurations including cabling

« Level 1 classified : Systens overview including DTT
» Level 2 classified : Systens nission oriented configuration

NSTID wi Il provide access to these IM to support institutional, operational
sustai nment, and sel f-devel opment training once validated on the NSTID Prophet
portal and froma JWCS portal in accordance with classification

* NSTID Prophet Portals. A NSTID website will support units equipped with the
Prophet systens. The site provides a digital library with up-to-date
techni cal manual s and quick reference guides. The site contains a |listing of
al | Conmmuni cati ons- El ectroni cs Command (CECOM) | ocal area representatives as
well as a listing of |essons | earned covering both operations and
mai nt enance.

* Prophet Training Suite. PMIEWPT will install 18 workstations at GAFB with
simul ati on applications and tools by 4QFY13. PM Prophet provides software
licenses and maintains lifecycle |license currency. PM I EWPT maintains
hardware, installs, assists with training and provides |Infornmation Assurance
(I'A) and logistic support. The server stack stinulates Prophet software
residing on COTS workstations utilizing a high fidelity synthetic
el ectromagnetic environnment that is interfaced via Receiver Enulation and
Simulation Tools. It includes access to virtual NSA tools Near-Time Notiona



Gat eway (NTNG via JWCS.

* Non-classified Internet Protocol Router Network (N PRNET), JWCS, and
NSANET are required to support all training courses.

6.1.1.1.2 Storage, Retrieval, and Delivery

Digital training support products will be available within the NSTID Tacti cal
Sensors (G ound) workgroup folder on KN and the Central Arny Registry (CAR),
both are available through the Arny Training Network (ATN). C assified
products will be avail able through JWCS.

6.1.1.1.3 Managenent Capabilities

NSTID wi Il manage the training products in accordance with current USAI CoE
gui dance

6.1.1.1.4 her Enabling Capabilities

NSTID wi Il host the unclassified IM and TSP within the NSTID Tactical Sensors
(G ound) workgroup folder on IKN and the Central Arnmy Registry (CAR), both are
avai | abl e through the Army Training Network (ATN).

6.1.1.2 Training Products

The PMw Il provide the initial TSP used at NET/DITT to NSTID. NSTID will
validate the TSP and nodify it to include DIT. The PMw Il develop IM and
deliver to NSTID for validation. Course managers, with the assistance of NSTID
will nodify PMprovided naterials to support tasks for institutional training.

6.1.1.2.1 Courseware

Courseware will include a PMprovided IM for Prophet, DRT, and SATCOM
operations. SystemIM wll be integrated within the operational Prophet
software and avail abl e as a standal one product. PM NSTID, Learning |nnovation
Ofice (LIO and TRADCC Capabilities Manager (TCM will devel op and refine
Prophet IM for operator and maintainer tasks. The IM wll be available for
use in the institutional courses.

6.1.1. 2.2 Courses



« Cyptol ogi c Linguist (35P10) - XAABRLN331. The 35P10 course will include
radi o wave theory and use of Prophet software and DRT functions by utilizing
the Prophet training suite. The Prophet training suite is scheduled to be
avail abl e for use at GAFB by 1QFY15.

e SIGNT Analyst (35N10) - XAABRLN431l. The 35N10 course includes radi o wave
theory and NSA tool kit.

« M Systens Maintainer/Integrator (35T10) - 102-35T10. The 35T10 course
i ncl udes radi o wave propagation theory training, Prophet famliarization,
Prophet hardware and software troubl eshooting, system admnistration and
repair/replace procedures. C assroomrequirenents are as foll ows:

e SCI Muai ntenance bay capabl e of housing two Prophet sensor sets.

e One PCwith ability to operate Prophet T-LITE and all Prophet systens
utilizing comercial power.

e SClI Lab facility capable of training DRT equi pnent on wor kbenches
utilizing conmercial power.

e« An |ETMw Il support mai ntenance training and mai ntenance di agnostics in
t he Prophet system

« 35P, 35T, 35N Advanced Leaders Course (ALC) - 232-35N30- C45; 102-35T30- C45;
231- 35P3LXX- C45. USAI CoE NCOA conducts this training. The NCOA will focus
the training on an overvi ew of Prophet system capabilities, doctrine, and
tactics.

* M Senior Leaders Course (SLC). USAI CoE NCQA conducts this training. The
NCOA wi I I focus the training on an overvi ew of Prophet system capabilities,
doctrine, and tactics.

* M BOLC - 3-30-Q0. Oficers attending M BCLC receive training on the
capabilities and enpl oyment of Prophet during the Intelligence Electronic
Warfare (I EW Operations portion of the course.

* M CCC- 3-30-Q2. Oficers attending M CCC receive training on the
enpl oynent of Prophet during the Brigade Operations and Intelligence block
of instruction.

e Warrant Officer Basic Course (WOBC) - 3B-352N; 3B-352P; 3B-353T. M Warrant
Oficers will receive an overvi ew of Prophet System capabilities, doctrine
and tactics during the conmon core portion of WOBC.

6.1.1.2.3 Trai ning Publications

The responsi ble agencies will review or revise the foll owi ng as changes occur
in Prophet capabilities:



e FM2-91.4, Intelligence Support to Urban Operations, 20 March 2008
 FM 3-36, Electronic Warfare in Qperations, 09 Nov 2012

STP 34-98Gl4-SM TG Sol dier's Manual and Trainer's Guide for MOS 98G
Cryptologic Linguist, Skill Levels 1, 2, 3, and 4; 22 Dec 2003 (when updated
to 35P

e Soldier's Manual and Trainer's Guide for MOS 35N (when devel oped)
* Prophet |IETM

e Unit SOPs

6.1.1.2.4 Training Support Package (TSP)

The PMwi Il develop the TSP | AW TR 350-70 and TP 525-8-2 using the Training
Devel opnent Capability (TDC) or current TRADOC approved dat abase. The TSP wil |
include an IM for Prophet and Prophet T-LITE (for systens fielded with T-
LITE). The TSP will also contain the nost current TMs, LPs, PO's, and training
aids available at the time of fielding. NSTID will validate and approve the
TSP prior to First Unit Equi pped (FUE).

6.1.1.3 TADSS

The PMw || ensure the devel opnent and currency of training devices, to
i nclude the Prophet TSA and its interface with | EWPT throughout the lifecycle
of the system

6.1.1.3.1 Training Alds

Training institutions will use PM devel oped and institutionally devel oped
Graphic Training Aids (GTA) and IM. PMw Il develop Quick Reference Quides
(QRG and GTAs fully describing the physical set-up/tear-down of the systens
i ncl udi ng cabling and power - up/power-down procedures. The PMwi || provide
additional training aids to institutional courses upon request.

6.1.1.3.2 Training Devices

The Prophet training suite will provide systemfaniliarization, individual
trai ning and crew training.

6.1.1.3.3 Sinul ators



Not Applicabl e

6.1.1.3.4 Simul ati ons

PM I EWIPT will provide initial simulations to support the Prophet training
suite classroom at GAFB. Course devel opers at the institution will have the
capability of nodifying the sinulation to suit individual prograns of

i nstruction.

6.1.1.3.5 Instrunentati on

Not Applicable

6.1.1.4 Training Facilities and Land

Cl assroom space is required to house the Prophet training suite at GAFB
Storage area for Prophet Systens, mmintenance bays, and cl assroom space is
requi red at USAI CoE.

6.1.1.4.1 Ranges
Not Appli cabl e

6.1.1.4.2 Maneuver Training Areas (MIA
Not Applicable

6.1.1.4.3 Cl assroons

* Mintenance training facilities nust include four maintenance bays that can
acconmodat e one Prophet vehicle each and two cl assroons that can acconmodat e
ei ght students and one instructor

e Classroomspace at GAFB is required to support 18 workstations and the
associ ated server conposing the Prophet training suite.

6.1.1.4.4 CICs
Not Appli cabl e

6.1.1.4.5 Logistics Support Areas

The 305t hM BN provides | ogistics support of the equi pment used by the
mai nt ai ner course. Vehicles are located to the rear of Rowe Hall. Rack-nmounted



SI A NT equi pnent as well as | aptops and additional el ectronic equipnent is
stored in Friedman Hall.

6.1.1.4.6 Mssion Training Conplex (MIC

USAI CoE Si nul ations Center within Rowe Hall supports SIG NT training using the
| EWIPT TCC SI A NT capabilities. The capabilities include the SI A NT EXCON
(exercise controller) and the NTNG which creates the virtual SI G NT data
environnent and virtual tool sets (which will be available to the Prophet
training suite classroomat GAFB via JWCS) to train analytical specific tasks
associ ated with the Prophet.

6.1.1.5 Trai ning Services

USAI CoE wi || nmanage training services with support fromthe PM NSTID wil |
validate training services for the life cycle of the system

6.1.1.5.1 Managenent Support Services

NSTID wi I | manage training products with the support of the PM

6.1.1.5.2 Acquisition Support Services

The PM Program Executive O fice of Simulation, Training, and |Instrunmentation
(PEO STRI), and USAI CoE Capabilities, Devel opnent and Integration provide
acqui sition support.

6.1.1.5.3 General Support Services

PEOC- STRI will provide life-cycle maintenance support for Prophet IM and the
DRT enul ator as part of their Life-Cycle Contractor Support for Constructive
Trai ning Devices Contract. PEO-STRI w |l provide devel opnent and support for
PS and PC sinmul ators.

PM Prophet is responsible to provide funding to PEO STRI and CECOM to support
mai nt enance and software.

6.1.2 Architectures and Standards Conponent

6.1.2.1 Operational View (OV)



Institutional Prophet — Leader and Advanced Individual Training

¢ The 35T10 course curriculumincludes * The 35P course will utilize the Prophet Training
comprehensive Prophet hardware and | Suite(PTS) for training on SIGINT receiver and
software training, SATCOM training and radio Prophet collection tasks.
wave theory. * The 35N course curriculumincludes NSA
toolkit analysis applicationtraining.

6.1.2.2 Systens View (SV)

6.1.2.3 Technical View (TV)

TV-1 consists of set of system standards that governs inplenmentation and
operation of Prophet systems. TV-1 is an annex to the Prophet CPD and is
accessi ble via JWCS.

6. 1.3 Managenent, Eval uati on, and Resource (MER) Processes
Conponent

6. 1. 3.1 Managenent

USAI CoE wi | | devel op requirenents for and manage the training curricula and
associ ated training devices with the support of the PM and PEO STRI .



Institutional PROPHET Training (SV-1)

hitebox Workstations (18)
SERVER STACK

NTNG
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6.1.3.1.1 Strategi c Pl anni ng

Prophet institutional training supports the capabilities docunent requirenents
to ensure Soldiers effectively enploy each Prophet platformthroughout the
force.

NSTID will apply the followi ng force design and training concepts to future
Prophet training capabilities:

* Intelligence 2020 Strategic Plan
e The United States Arny Operating Concept 2016-2028 (19 August 2010)
« TRADOC Conmander's traini ng gui dance

 USAI CoE Commander's training gui dance

6. 1.3.1.2 Concept Devel opnent and Experi nentation (CD&E)
Not Applicabl e



6.1.3.1.3 Research and Studi es
Not Applicabl e

6.1.3.1.4 Policy and Qui dance

The following Arny Regul ati ons (AR) and TRADOC Regul ation (TR) describe the
policies regulating the inplementation of the TSS for Prophet:

e AR 350-1 Arny Training and Leader Devel opment (18 Dec 2009) (RAR 4 Aug
2011)

AR 350-38 Training Policies and Managenent for Training A ds, Devices,
Sinul ators, and Sinul ati ons (TADSS) (28 Mar 2013)

» TRADQCC Panphl et 525-3-1 The United States Army Operating Concept 2016-2028
(19 Aug 2010)

« TRADOCC Regul ation 350-70, Arny Learning Policy and Systens (6 Dec 2011)

e TRADQOC Panphl et 350-70-2, Muiltinmedia Courseware Devel opnent Guide (26 Jun
2003)

e TRADQOC Panphl et 350-70-10, Systens Approach to Trai ning Course and
Courseware Validation (29 Mar 2004)

« TRADQCC Panphl et 350-70-12, Distributed Learning - Managi ng Cour sewar e
Production and I nplenentation (29 Mar 2004)

« TRADCC Panphl et 525-8-2 w C1 06Jun2011 The U.S. Arny Learni ng Concept for
2015

 USSI D SP0001, SIGA NT COperating Policy
e« USSI D SP0003, Cryptologic Security Procedures
e USSI D SP0018, Legal Conpliance and M nim zati on Procedures

e USSID CR1251, Signals Intelligence (SIANT) Threat Warning to Support
Reconnai ssance Operations

e USSID CR1252, Reporting of Threat Warning Information

* USSID CR1400, SIG NT Reporting

« USSID CR1500, Time Sensitive SIG NT Reporting

e USSID CR1501, Handling of Critical Information (CRITIC
« USSI D CR1521, Reporting of Distress Signals

* USSID CR1651, SIGA NT Support to Broadcast Reporting



e USSI D DA3110, Collection Managenent Procedures

USSI D DA3201, COM NT Col | ecti on I nstructions

DoD 5240.1-R, Procedures Governing the Activities of DoD Intelligence
Conponents That Affect United States Persons (7 Dec 1982)

 FM3-36, Electronic Warfare in Operations (09 Nov 2012)
« TRADOC Conmmander's training guidance

* USAI CoE Comrander' s traini ng gui dance

6.1.3.1.5 Requirenments Generation
» Prophet Operational Requirenment Docunent (ORD), dated Septenber 2004.

* Prophet Electronic Support (ES) Capabilities Production Document (CPD),
approved 7 March 2008

Prophet STRAP, dated June 2004.
e Prophet Electronic Support (ES) System STRAP, approved, 20 June 2011

e Annex B to Prophet Electronic Support (ES) Capabilities Production Docunent
(CPD), Arny Requirenment Oversight Council (AROCC) approved on 10 Septenber
2012.

6.1.3.1.6 Synchronization

NSTID will coordinate with other institutional training centers [e.g. Mssion
Command Center of Excellence, Maneuver Center of Excellence, Fires Center of
Excel | ence, Special Warfare Center and School (SWCS)]to devel op Tacti cs,
Techni ques and Procedures (TTP) for tactical naneuver conmanders to | everage
Prophet capabilities in support of operations. Synchronization nust occur

bet ween t he PM devel oped TSA and PEO STRI managed and devel oped TCC, with
support of TCM for inclusion of the EWIPT in the institutional domain.

6.1.3.1.7 Joint Trai ni ng Support
Not Applicabl e

6.1.3.2 Eval uati on

NSTI D and the USAI CoE Quality Assurance Ofice (QAO w Il manage eval uations
of Prophet training and training support products. The PMw Il fund any
associ ated travel requirenents. Travel nmay be required to support access to
systenms while evaluating training products.



6.1.3.2.1 Quality Assurance (Qd)

The USAI CoE QAO conducts training effectiveness analysis of institutiona
courses. Feedback assists the QAOin correcting training deficiencies, and
provides information that nay affect the next generation of equipnent or
product inmprovenents. The QMO will use results fromfield training exercise
(FTX) and/or operational experiences fromusers, in addition to institutiona
trai ning eval uati on dat a.

6.1.3.2.2 Assessnents

NSTI D val i dates PM provided course materials prior to delivery to the
institution, where course nanagers assess these materials. TRADOC
representatives then assess and validate course trials at USAl CoE. Once the
course nanagers and TRADOC have val i dated the equi pnent and training
materi al s, and USAI CoE has inpl enented training on the equi pnent, USAI CoE QAO
will performassessnents of the institutional course(s) through individual
surveys, special surveys, and classroom nonitoring. QAO provides survey
results to the Deputy Commander of Training and all relevant conmand secti ons.

6. 1. 3. 2.3 Custoner Feedback

The NSTID Prophet website will provide support to units equi pped with Prophet
systens. The site will provide a digital library with up-to-date technica
manual s and qui ck reference guides. The site will contain a listing of al
CECOM | ogi stical assistance representatives, as well as NSTID points of
contact (PQOCs) for providing feedback. USAI CoE QAO admi ni sters surveys prior
to and after training and follow up surveys are sent to graduates at units 6-9
nmonths after leaving the institution. Gaduate feedback is considered when
eval uating training, training docunentation, and courseware.

6.1.3.2.4 Lessons Learned/ After-Action Reviews (AARs)

Lessons | earned and AAR data supports efficient and effective Prophet
institutional training by identifying strengths and weaknesses observed in the
operational environment. USAI CoE Lessons Learned team and the Center for Arny
Lessons Learned (CALL) collect and anal yze data froma variety of current and
hi storical sources including Arny operations and training events. CALL

di ssem nates this information and other related research materials to Sol diers
through a variety of print and electronic nedia. Sources include:

 Command-driven AARs conducted after training events and depl oynents



e |EWPT TCC s AAR capability

e Feedback on NSTID website



6. 1. 3.3 Resource

PM Prophet will
strategy neetings,
for devel opnent al

required to support

and operati onal
institutional

provi de funds to support
i N-progress reviews,

test training,
training at the direction of the Departnment of the Arny.

TADSS supporting Prophet training at GAFB:

M Mint ai

**PM wi ||

I nstructor and Key Personne
and test certification.

NSTI D participation in training devel opnent,
Training (1KPT),
The PMw Il p

support abi |
contractor
rovi de al

ity
trai ning
equi prent

Item Resourced: TADSS
Prior FY13 FY14 FY15 FY16 FY17 FY18
Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K
315k 36k 36k 36k 36k 36k
Prophet
Trai ni ng
Suite
(18
wor kst at
i on
cl assroo
m
ner/ | ntegrator Course(35T10):
Total Prophet Systens Sensor Contr ol T-LITE
REQ 4 Sensors** 2 1
ON- HAND 3 PS1*** 1 1

upgr ade or

repl ace Prophet system conmponents at

USAI CoE wi t hin one year of FUE



***(One of these is on |oan from PM

Personnel required to support training at the 35T Course:

Manpower Required: 35T Course

Prior FY13 FY14 FY15 FY16 FY17 FY18
Yrs or Yrs or Yrs or Yrs or Yrs or Yrs or
$K $K $K $K $K $K
Instructors Yrs 6 Yrs 6 Yrs 6 Yrs 6 Yrs 6 Yrs 6 Yrs
Cont ract/ Spt 5 Yrs 5 Yrs 5 Yrs 5 ¥Yrs 5 Yrs 5 Yrs 5 Yrs




7.0 Qperational Traini ng Domai n

The objective of operational training continues to be conbat readi ness. The
intent will be to provide | eaders and soldiers with a realistic, operationally
rel evant training environment that replicates the full spectrum of operations.
Currently, operational domain training is acconplished primarily through NET
PM has not yet conpleted devel opnment of a TSA for the Prophet system The |ack
of a Target Signature Array (TSA) severely degrades Conmanders' ability to
conduct adequate home station sustainnment training. Training products

avail abl e through the KN portal as well as I M enbedded on Prophet systens
will be used to suppl ement operation domain training.

7.1 Qperational Trai ning Concept and Strategy

Operational domain training is acconplished primarily through NET. PMwi ||
fund NET events. PMw || conduct NET concurrently with the fielding of the
Prophet. NSTID is responsible for integrating DIT into PM devel oped PO s and
LPs. NET events consi st of conbined operator and anal yst training and separate
mai ntai ner training. NET events culnminate in a capstone training exercise. The
fielded unit receives the nost up to date TSP as well as I M enbedded on the
Prophet sensor and control servers to support post-NET sustainnent training.

PMis obligated to provide a Prophet TSA to operate in conjunction with the
| EWTPT. The TSA, in concert with the |EWMPT TCC, will replicate a conpl ex
signal environnent to support collection and analysis critical task
sust ai nment training. The Prophet TSA will allow comranders to deploy their
Prophet systens for use in hone station situational and field training
exercises. The TSAwill also allowunits to train within MICs as part of a
| arger training exercise scenario.

The Prophet training suite is a planned interimsolution to the current |ack
of a Prophet TSA. The Prophet training suite will provide a classroom

envi ronnent in which operators and anal ysts can train on individual and
col l ective tasks through utilization of PS2 software and DRT enul ati on
software. PMis planning to field Prophet training suite hardware and software
to 13 FORSCOM | ocations, supporting units with organic Prophet hardware as
well as units without their own hardware.

7.1.1 Product Lines

The Prophet product lines will consist of training information
i nfrastructures, TADSS, training products, training facilities and | and, and
training services. These product |ines provide the capabilities that trainers



and Sol diers need to conduct training in the operational donain.

7.1.1.1 Training Information Infrastructure

7.1.1.1.1 Hardware, Software, and Communi cati ons Systens

Prophet system HWSW The NETT and units use actual Prophet systens to
train the operator, analyst and mai ntenance individual critical tasks and
the collective critical tasks for system operation and nai ntenance. The
system HWSWwi I | be used to train NET/DTT, individual, and sustai nnent
training of all Prophet Operations.

NSA Tools SW Anal ytical tools and nessagi ng functions are the focus for
this training. NSA Tools provides an integrated graphic user interface that
supports analysis and reporting. The PMwi |l develop a TSA that conplies
with the scenario-driven training of the | EWIPT.

NSANET. NETT and units will use NSANET to support training on NSA Tools and
nati onal databases.

NI PRNET/ JW CS. NSTID will provide access to updated training support
materials fromthe NSTID Prophet portals |AWthe classification |evels of
the material .

Interactive Miltimedia Instruction (IM). PMw Il develop IM to support
institutional, operational and sel f-devel opnent donmi ns.

NSTI D Prophet Portals. The NSTID Prophet Wb site on NIPR will provide
support to units equi pped with Prophet systems. The site provides a digital
library with up-to-date technical manuals and quick reference guides. The
site contains a listing of all CECOM | ocal area representatives, as well as
| essons | earned covering both operations and mai ntenance. NSTID wil |
mai ntain a website on JWCS for classified products. PMwi |l provide NSTID
with the nmost up-to-date docunents.

TSA HWSW PM Prophet will maintain TSA HWw th the support of PEO STRI for
the life cycle of the system PM Prophet will maintain TSA SWwith the
support of CECOM | ogi stical assistance. The Prophet TSA is a system
stimulator that receives an external feed fromthe Technical Control Cell
(TCC) and stimulates the Prophet system The Capability Producti on Docunents
(CPD) for Prophet and | EWMPT docunent the TSA requirenent.

Prophet training suite. PMIEWPT is currently planning one"Prophet
training suite"set consisting of 1 analyst and 3 operator workstations at 13
FORSCOM sites to support sustainment at fielded units. PM Prophet wll
continue to work with PMIEWPT to ensure this happens to include providing



initial software licenses and maintaining lifecycle |icense currency. PM

| EMPT mai ntains hardware, installs, assists with training and provides | A
and |l ogistic support for these initial 52 workstations. The server stack
stinmul ates Prophet Software on COTS workstations with high fidelity
synthetic el ectronmagnetic environnment via Receiver Emulation and Sinmnulation
Tools. It includes access to virtual NSA tools NTNG via JWCS.

 ET SW ET SWupdates, upgrades, and distribution are PM Prophet's
responsibility.

7.1.1.1.2 Storage, Retrieval, and Delivery

PM Prophet will be responsible for delivery of all HWSWi ncludi ng updates and
upgrades for the Prophet ES to the gaining units. Units will be accountable
for storage of the equi pnent once received in accordance with Unit SOP, Arny
regul ati ons, DoD Policies, and Federal Law. Description of storage and
delivery of training materials is included in paragraph 7.1.1.1.1.

7.1.1.1.3 Managenent Capabilities

NSTID and PMwi | | nanage products in accordance with current TRADOC gui dance.

7.1.1.1.4 ther Enabling Capabilities

Conmanders can use Project Foundry to sustain and enhance Sol dier SIG NT
skills.

7.1.1.2 Training Products

The PMwi || provide Prophet NET and sustai nnent products to NSTID for
validation prior to FUE. NSTIDw Il nodify the TSP to include DIT. NSTID wil |
al so verify the effectiveness of the products and product presentation at
NET/ DTT.

7.1.1.2.1 Courseware

Courseware materials will include a PMprovided IM for Prophet, DRT, and
supporting equi pnent. The PMand NSTID will performtask anal ysis and

i ndi vi dual and col l ective task devel opment using the currently approved TRADOC
dat abase. NSTID will validate and verify prior to and during NET/DTT. The
enbedded Prophet IM w Il be used during NET/DTT and unit sustainment to train
Soldiers on site selection, direction finding theory, operation, and



mai nt enance of Prophet systens.

PM NSTID, LIOand TCMwill develop and refine Prophet and Prophet T-LITE IM
for operator and maintainer tasks. This IM wll be included in the stay-
behi nd TSP and avail able on the NSTID web portals to support operational

trai ni ng.

7.1.1. 2.2 Courses

Prophet NET/DIT teanms will train fielded units. The PMw || provide course TSP
and the latest version of IM to each unit during systemfielding. Current I M
i s embedded on both PS and PC systens. PMwi |l provide updated versions of TSP
and IM to previously fielded units concurrently wi th any upgrades to the
system or inprovenments to the TSP or IM. NSTID will review and update DTT
for inclusion in updated TSPs.

7.1.1.2.3 Training Publications

USAI CoE will review or revise the followi ng as there are changes to Prophet
capabilities:

e FM2-91.4, Intelligence Support to Urban Operations, 20 March 2008

e« FM 3-36, Electronic Warfare, 09 Nov 2012

STP 34-98Gl4- SM TG Sol dier's Manual and Trainer's Guide for MOS 98G
Cryptol ogi ¢ Linguist, Skill Levels 1, 2, 3, and 4; 22 Dec 2003 (when updated
to 35P)

Sol di er's Manual and Trainer's @uide for MOS 35N (when devel oped)

e Prophet |IETM

7.1.1.2.4 TSP

The TSP will include IMs supportive of the Prophet systemas fielded to the
unit. The TSP will also contain the nbost current TMs, LPs, PAs, IM, |ETMs,
and additional training aids available at the tine of fielding. The PMwill
devel op the TSP | AWTR 350-70 and TP 525-8-2 using the Traini ng Devel opnent
Capability (TDC) or current TRADOC approved database and NSTID will validate
and approve it. The TSPs will be updated concurrently with systens and be
avai |l abl e and mai ntai ned for each version of systemcurrently fiel ded.

7.1.1.3 TADSS



Prophet uses a TSA and associ ated constructive sinulations for operational
training. The PMw ||l ensure the devel opnent, inplenentation, and currency the
Prophet TSA. Wrking with the | EAWMPT program of fi ce and PEO STRI, TSA

devel opnent will capitalize on existing training sinulations capabilities to
ensure nmaxi mumre-use of existing SIGNT training solutions.

7.1.1.3.1 Training Al ds

The NETT will use PM devel oped and institutionally devel oped G aphic Training
Aids and IM, as well as Prophet systens. Units will use these to support
sustai nment training. The PMwill deliver all training aids as part of the
TSP. KN will provide additional access to these products.

7.1.1.3.2 Training Devices

The Prophet TSA is the training device for individual and crew training. The
TSA network interfaces to the [arger constructive training environnent,

the Joint Land Conponent Constructive Training Capability JLCCTC for
collective training with M ssion Readi ness Exerci ses (MRE)/ M ssi on Rehear sa
Exercises (MRX), and regi onal exercises. The TSAwill replicate the conpl ex
signal environnent using sinulation to support collection and anal ysis
critical tasks training and M Sol di er readi ness. The Prophet PMwi Il work
with the | EWIPT program office to reuse existing sinmulations capabilities for
SIGA NT training and ensure cross |everagi ng of existing and future SI G NT
stinmulation capabilities. Prophet software and operational systens (as
available) will be used to train in concert with the simulation environment.

The | EWIPT Program Prophet training suite provides individual and crew
training to support Prophet famliarization

7.1.1.3.3 Simul ators
Not Appli cabl e

7.1.1.3.4 Sinmul ati ons

The Prophet TSA and the IEWIPT TCC wi || support simulation requirenents to
train systemcritical tasks within the operational training environment. PM
Prophet will work with PM | EWPT to ensure appropriate devel opnent of signal
sets / frequency spectrum simulations to support Prophet collection
requirenents. This will include all signals the Prophet is capable of
collecting in the operational environment. The Prophet TSA will use these
simulations to present data to Prophet system software for individual and



col l ective training.

7.1.1.3.5 Instrunentati on

| EWPT Technical Control Cell (TCC) is equipped with a built-in AAR function

7.1.1.4 Training Facilities and Land

7.1.1.4.1 Ranges
Not Applicabl e

7.1.1.4.2 Maneuver Training Areas (MA)

Training areas are required for Operational Training to conduct STX and ot her
Prophet training. Current Prophet Sensors require a mininum space of 50 neters
(m between each other to avoid damagi ng comuni cations and sensor equi prent.

In addition, Spiral systens require a 20n(sq) area, an East/Wst facing 15
degree incline for tilt up/tilt down calibration, and a straight, flat, 100m

| ong area to conduct Tactical Navigation (TACNAV) calibrations. Fiber Optic
Gyro (FOG calibration requires a |length of road supporting 35kph continuously
for a distance of 3km

7.1.1.4.3 C assroons

The fielded unit will provide classroons for NET/DTT with coordination of the
PM prior to NET/DTT. The classroons will be TS/ SCI conpatible. Additional
specific requirenments are determined based on fielding specifics identified at
the NM B

7.1.1.4.4 CIGCs

The Prophet systens will use the Prophet TSA as an interface to the TCC
constructive sinulations. This sinulation will provide virtual emtter data to
t he Prophet system software for collection and analytical training. In
addition, each CTC uses live emtters within the exercise"play-box"to support
live Prophet training. CIC simulation centers are equi pped with the | EWIPT
TCC, which includes inherent NSA tools and data sinulation for virtual NSA
tools training. These capabilities, included within the TCC server stack, are
the | EWPT SI A NT EXCON and the NTNG Using these capabilities, an | EMPT
training support specialist at each CTC creates the SIG NT data environnent.



Virtual NSA tools are available via JWCS to support Prophet training.

7.1.1.4.5 Logi stics Support Areas
Not Applicabl e

7.1.1.4.6 M ssion Training Conplex (MIC

VWhen units train within the Mssion Command (MC) training construct, the
Prophet TSA will serve as the network interface to the | EWPT TCC and t he

| arger constructive training environnent. The TSA will provide Prophet
specific stimulation to the Prophet receiver software (injected into the
system native comuni cations path) to support relevant scenario training in
concert with the overall M ssion Training Center (MIC) training exercise
scenario. |EWPT TCC training support teanms (assigned to the MIC) will support
Prophet training sinmulations requirenents and assist the operational unit
training at the MIC with training exercise requirenents, devel opment and
support prior to, during, and after the exercise.

7.1.1.5 Training Services

The PMw || manage all NET/DTT services and NSTID will validate these services
for the life cycle of the system MIC will manage the training within the MC
trai ning construct.

7.1.1.5.1 Managenent Support Services

NSTI D provi des traini ng managenment support services with associated travel
resourced by the PM Training managenent at the unit is AWunit SOP.

7.1.1.5.2 Acquisition Support Services

PM PEO STRI, and USAI CoE wi |l provide acquisition support.

7.1.1.5.3 General Support Services

e Units will require airtinme on the TRQJAN Network. PMwi |l ensure units
receive airtinme during NET/DTT training events.

e PEOSTRI will provide life-cycle nmaintenance support for the IM for both
Prophet and the DRT kit, as part of their Life Cycle Contractor Support for
Constructive Training Devices Contract. PEO STRI will provide devel opnent
and support for PS and PC sinul ators.



e PM Prophet is responsible to provide funding to PEO-STRI and CECOM to
support mai ntenance and software. The PM provides all support services for
the life cycle of the system

7.1.2 Architectures and Standards Conponent

7.1.2.1 Qperational View (OV)

Operational Prophet — NET & Sustainment

Fielded Unit . 1=y Unit Home Station / CTC
Comprehensive NET/DTT training using fielded " .’ “UnitHome Station
systems is delivered to unit-selected analysts, .J‘I .r f.‘ * Unitswill use the TSP and IMI to train new Soldiers and sustain
operators and maintainers. '.. current Soldiers on Prophet platoon tasks. Skills are reinforced
COTS/GOTS software/hardware is used to ] during STX/FTX implementation using Prophet systems targeting
provide a target signal environment to support GOTS/COTS emitters and TSA once developed.
NET. Thiswill transition to TSA once . * Operators and analysts train skillsin a simulated environment
developed. - usingwhite-box and [EWTPT at select FORSCOM locations.
Maintainers troubleshoot faultsinduced using -
NET fault sets. I8 * Prophet platoon targets live transmitters within the exercise
Leaders are provided DTT and system - play-box.
overview. * Once theTSA s developed it will interface with the TCC

* The NET/DTT training event culminatesina ; constructive simulation which will provide additional stimulation
combined STX. e ~ tothe Prophet systems.

7.1.2.2 Systens View (SV)

7.1.2.3 Technical View (TV)

TV-1 consists of set of system standards that governs inplenmentation and
operation of Prophet systens.

TV-1 is an annex to the Prophet CPD and is accessible via JWCS.



Operational PROPHET Training (SV-1)

NET / Home Station/ CTC

PROPHET Control PROPHET Sensor

RF Stimulations
GOTSICOTS or TSA
Supports NET/DET and Sustainment
training
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7.1. 3 Managenent, Eval uation, and Resource (MER) Processes
Conponent

7. 1. 3.1 Managenent

USAI CoE wi | | devel op and manage requirenents for the training curricula and
associ ated training devices.

7.1.3.1.1 Strategi c Pl anni ng

Prophet operational training supports the capabilities docunent requirenents
to ensure Soldiers effectively enploy each Prophet platformthroughout the
force.

NSTID will apply the follow ng force design and training concepts to future
Prophet training capabilities:



 Intel 2020

e The United States Arny Learning Concept for 2015 (20 August 2010)

e The United States Arny Operating Concept 2016-2028 (19 August 2010)
» FORSCOM Commander' s training gui dance

e Unit Conmander's training guidance

7.1.3.1.2 Concept Devel opment and Experi nmentati on (CD&E)
Not Applicabl e

7.1.3.1.3 Research and Studies
Not Applicabl e

7.1.3.1.4 Policy and Qui dance
« TRADOC Regul ation 350-70, Arny Learning Policy and Systens, 6 Dec 2011

e TRADQOC Panphl et 350-70-1, Training Devel opnent In Support of the
Qperational Dormain, 24 Feb 2012

« TRADCC Panphl et 350-70-2, Miltimedi a Courseware Devel opnent Cuide, 26 June
2003

« TRADQOC Panphl et 350-70-12 Distributed Learning - Managi ng Courseware
Production and | npl enentation, 29 March 2004

« TRADCC Panphl et 525-8-2 w C1 06Jun2011 The U.S. Arny Learni ng Concept for
2015

AR 350-38 Training Policies and Managenent for Training A ds, Devices,
Simul ators, and Sinul ati ons (TADSS) (28 Mar 2013)

USSI D SP0O001, SIG NT Operating Policy

USSI D SP0003, Cryptol ogic Security Procedures

USSI D SP0009,

« USSI D SP0018, Legal Conpliance and M nim zati on Procedures

USSI D CR1251, Signals Intelligence (SIGA NT) Threat Warning to Support
Reconnai ssance Operations

USSI D CR1252, Reporting of Threat Warning Infornmation

USSI D CR1400, SIG NT Reporting

e USSID CR1500, Tinme Sensitive SIG NT Reporting



e USSID CR1501, Handling of Critical Information (CRITIC)
* USSID CR1521, Reporting of Distress Signals

e USSID CR1651, SIGd NT Support to Broadcast Reporting

« USSI D DA3110, Collection Managenent Procedures

+ USSID DA3201, COM NT Col |l ection |nstructions

o DoD 5240. 1-R, Procedures Governing the Activities of DoD Intelligence
Conponents That Affect United States Persons, 7 Dec 1982

 FM2-91.4, Intelligence Support to Urban Operations, 20 March 2008

FM 3-36, Electronic Warfare, 09 Nov 2012

FM 34- 37, Echel ons above Corps (EAC) Intelligence and Electronic Warfare
(IEW Operations, 15 Jan 1991

STP 34-98Gl4-SM TG Sol dier's Manual and Trainer's Guide for MOS 35P,
Cryptol ogic Linguist, Skill Levels 1, 2, 3, and 4; 22 Dec 2003

7.1.3.1.5 Requirenments Generation
e Prophet Operational Requirenment Docunent (ORD), dated Septenber 2004.

» Prophet Electronic Support (ES) Capabilities Production Docunment (CPD),
approved 7 March 2008

* Prophet STRAP, dated June 2004.
* Prophet Electronic Support (ES) System STRAP, approved, 20 June 2011

e Annex B to Prophet Electronic Support (ES) Capabilities Production Docunent
(CPD), Arny Requirement Oversight Council (AROCC) approved on 10 Septenber
2012.

7.1.3.1.6 Synchronization

Prophet training devel opnent requirenents will be synchronized with the DCGS-A
and T-LITE training requirenments. PMw || coordinate with FORSCOM SWCS, CTCs,
Foundry, national agencies, and other organi zations as required to devel op
TTPs for tactical maneuver comanders to | everage Prophet capabilities in
support of operations. Synchronization nmust occur between the PM devel oped TSA
and PEO STRI nmanaged and devel oped TCC, with support of TCM for inclusion of
the | EWMPT in the operational domain.

7.1.3.1.7 Joint Trai ni ng Support



Not Applicabl e

7.1.3.2 Eval uation

NSTID wi Il manage all eval uati ons of Prophet training and training support
i ncl udi ng NET/DTT and sustai nment products.

7.1.3.2.1 Quality Assurance (@A)

NSTID wi Il use AARs conducted during and at the conclusion of NET/DTT to
ensure quality and content of the training satisfies unit requirenents. NSTID
wi Il use responses to make i medi ate nodifications and/ or suppl enentations to
the NET/DTT if needed. One year after fielding will solicit feedback fromthe
unit to determne long-termeffectiveness of NET/DTT and sustai nment training.
Feedback wi Il assist USAICoE in correcting training deficiencies, and will
provide infornmation that may affect the next generation of equiprment or
product i nmprovenents.

7.1.3.2.2 Assessnents

NSTI D representati ves eval uate and validate NET/DIT at fielded units. A NSTID
representative nonitors NET/DTT, conducts AARs, and recomends changes to the
training materials as required. NETT uses STX at the conclusion of training to
eval uate student proficiency and provides re-training as required.

7.1.3.2.3 Custoner Feedback

Custonmer feedback plays an inportant role in inproving training devel oprment
and future training

NSTI D devel ops, distributes, and collects AAR/ feedback forms to/from NET/DIT
participants. NSTID reviews the forms and provi des copies to the PM

The NSTID Prophet Wb Site will also provide support to units. The site wll
provide a digital library with up-to-date technical nanuals and quick
reference guides. The site will contain a listing of all CECOM | ocal area
representatives, NSTID POCs, and feedback fornmns.

7.1.3.2.4 Lessons Learned/ After-Acti on Revi ews (AARs)

Lessons | earned and AAR data support efficient and effective Prophet training
by identifying strengths and weaknesses observed in the operationa
envi ronnent .



USAI CoE Lessons Learned team and the CALL coll ect and anal yze data froma
variety of current and historical sources, including Arny operations and
training events. CALL dissenminates this information and rel ated research
materials to Soldiers through a variety of print and el ectronic nedia.

Units use conmand-driven AARs conducted after training events and
depl oynents to provide feedback to inprove training at the unit |evel

Units use | EWIPT TCC s AAR capability to assess the effectiveness of the
traini ng.

NSTID wi I | provide Lessons Learned/ AAR coments to the field, through a
central repository within the NSTID Tactical G ound Sensors workgroup on
I KN.



7.1. 3.3 Resource Processes

The PMis required to provide all funding to devel op, conduct, maintain, and evaluate initial and

sustai nment training. Training developers at NSTID will require access to all system equi pnent to validate
NET/ DTT. Conpl ete mai ntenance tool set, to include special tools, will be required to validate mai ntenance
procedures.

Resources to support the delivery of New Equi pnent Training by the training team

Item Resourced: New Equi pment Trai ni ng
Prior FY13 FY14 FY15 FY16 FY17 FY18
Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K

PS1 $3, 080K 0 0 0 0 0 0
Contr act or

NETT

PE $6, 902K $4, 200K $4, 200K $4, 200K $0 0 0
Contr act or

NETT

PS1 NET $667K 0 0 0 0 0

Logi stics
support

PE NET $970K ? ? ?

Logi stics
support
Trvl / Per $287K $292K $297K $302K $307K

D em -
Gvmt

$1, 697K 0 0 0 0




Di spl aced
Equi p.
Trai ni ng
Cont r act or
DET $457K 0 0 0 0
Logi stics
Support

TOTAL $14, 060K | $4, 492K $4, 497K $4, 502K $307K

Resources to devel op and deliver TSPs, IMs, and TMs (The PMw Il provide these to the institution to

support institutional training):

Item Resourced: Training Products

Prior FY13 FY14 FY15 FY16 FY17 FY18
Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K
TSP $325K 0
M $565K
$1, 463K
| ETMs/ TMs
Printing |$21K $21K $22K $22K $22K
TOTAL $2, 374K $21K $2, 022K $22K $22K

Resources to support devel opnent and delivery of TADSS (The PMw || provide these to the institution to

support institutional training):

Item Resourced: TADSS

Prior FY13 FY14 FY15 FY16 FY17 FY18




1 contractor

Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K
TSA $400K $100K $100K $100K
Initial $156K
Pr ophet
traini ng
suite
har dwar e
13 sites
(PM
| ENTPT
f unded)
Initial $396K $79K $79K $79K $79K $79K
Pr ophet
traini ng
suite
sof tware
|l i censes
13 sites
Sof tware [$4, 739K $2, 030K
TOTAL $5, 139K $2, 582K $179K $179K $179K $179K $179K
position and TDY provided by PM for NSTID support:
Item Resourced: Training Services
Pri or FY13 FY14 FY15 FY16 FY17 FY18
Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K
NSTID |$184K $187K $187K $187K $187K $ $




Labor

Per sonn

el (PM
f unded)
requi renents at NSTID to support Prophet systens:
Item Resourced: Manpower - NSTID
Prior FY13 FY14 FY15 FY16 FY17 FY18
Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K| Yrs or $K
11 Yrs 11 Yrs 11 Yrs 11 Yrs 11 Yrs 11 Yrs 11 Yrs
Contrac
tor
24 Yrs 24 Yrs 24 Yrs 24 Yrs 24 Yrs 24 Yrs 24 Yrs
Enliste
d
1 Yr 1 Yr 1 Yr 1 Yr 1 Yr 1 Yr 1 Yr
War r ant
1.5 Yr 1.5 Yr 1.5 Yr 1.5 Yr 1.5 Yr 1.5 Yr 1.5 Yr
Oficer
Cv 0.5 Yr 0.5 Yrs 0.5 Yrs 0.5 Yrs 0.5 Yrs 0.5 Yrs 0.5 Yrs
Pay
$1068K $1, 086K $1, 105K $1, 123K $1, 152K $1, 152K $1, 152K
Trvl/ Pe
r Diem
(PM
f unded)







8.0 Sel f-Devel opment Trai ni ng Domai n

Sel f-devel opnent will center on the use of TSP conponents. NSTID wi |l provide
Prophet and Prophet subconponent |ETMs, TMs, and I M devel oped to support
institutional and sustainment training. NSTID will host these products on

NI PRNET, JWCS, or NSANET in accordance with their classification |level. NSTID
wi Il provide instructions for accessing and maki ng use of these products on

t he Prophet website on KN, along with POC information. NSTID will ensure
hosted products are current and accessi bl e.

8.1 Sel f-Devel opnent Trai ni ng Concept and Strat egy

The NSTID Tactical Sensors (Ground) workgroup on IKNwill provide a digita
library of the TSP and up to date technical publications for each generation
of Prophet currently fielded. The workgroup al so contains a listing of al
CECOM | ocal area representatives and a matrix of |essons |earned for system
operations and mai nt enance.

The LI O of USAI CoE has produced a basic IM for Prophet Spiral | for

mai nt ai ners. A PM devel oped IM for each increment currently fielded is
required. The IM wll include training on operator, analyst, and maintai ner
system tasks on the Prophet sensor and Control. LIOWwII work in conjunction
with NSTID and institutional courses to develop the finished IM.

8.1.1 Product Lines

The Prophet product lines will consist of training information
infrastructures, TADSS, training products, and training services. These
product lines provide the capabilities that trainers and Soldiers need to
conduct training in the self-devel opnment donains.

8.1.1.1 Training Information Infrastructure

The Prophet training information infrastructure will conformto both joint and
Armmy architectures and standards (i.e. CTIA ATIA LVCIA DISR) that enable

t he devel opnent, storage, retrieval, delivery, and management of TSS products
and information for use by individuals, units, and institutions worl dw de.

8.1.1.1.1 Hardware, Software, and Communi cati ons Systens

IM described in paragraph 6.1.1.1.1 will be devel oped to support
institutional, operational and sel f-devel opment domains. NSTID will deliver
the IM and TSP for self-devel opnent to authorized Sol diers and | eaders as



described in paragraph 6.1.1.1.1.

8.1.1.1.2 Storage, Retrieval, and Delivery

Prophet IM software will be included in the stay-behind package left at the
unit after NET. Delivery will be the responsibility of the PMand verified by
NSTI D.

NSTID wiI| provide digital TSS products including IM, to authorized Sol di ers
and | eaders, on multiple web portals per the appropriate classification.

8.1.1.1.3 Managenent Capabilities

I KN wi || support nmanagenent capabilities.

8.1.1.1.4 O her Enabling Capabilities
Not Appli cabl e

8.1.1.2 Training Products

Prophet sel f-devel opnent products will be provided by the PMand LIO to NSTID
for verification.

8.1.1.2.1 Courseware

The PM wi Il devel op courseware for the IM for Prophet operators, analysts,
and maintainers. NSTIDw !l verify all courseware.

PM NSTID, LIO and TCMwi Il devel op and refine Prophet and Prophet T-LITE IM
for operator, analyst, and maintainer tasks. This IM wll be included in the
stay-behind TSP and avail able on the NSTID web portals to support self-

devel opnent trai ning.

8.1.1. 2.2 Courses
Not Applicabl e

8.1.1.2.3 Trai ning Publications

USAI CoE will review or revise the foll owing when there are changes to Prophet
capabilities:



e FM2-91.4, Intelligence Support to Urban Operations, 20 March 2008
 FM 3-36, Electronic Warfare, 09 Nov 2012

STP 34-98Gl4-SM TG Sol dier's Manual and Trainer's Guide for MOS 98G
Cryptologic Linguist, Skill Levels 1, 2, 3, and 4; 22 Dec 2003 (when updated
to 35P

Sol dier's Manual and Trainer's Guide for MOS 35N (when devel oped)

Prophet | ETM

8.1.1.2.4 Trai ning Support Package (TSP)

NSTID will maintain copies of the TSPs on IKN or JWCS as appropriate to
classification. The TSPs are the sane products devel oped for NET/DTT training.

8.1.1.3 Training Aids, Devices, Simulators and Sinul ati ons
( TADSS)

Further explained in paragraphs 8.1.1.3.1-5

8.1.1.3.1 Training Al ds

Graphic Training Aids and | M devel oped to support institutional and
operational training will be available on the NSTID Tactical Sensors (G ound)
wor kgroup on I KN for self-devel opnent training.

8.1.1.3.2 Training Devices
Not Applicabl e

8.1.1.3.3 Sinul ators
Not Applicabl e

8.1.1.3.4 Sinul ati ons
Not Applicabl e

8.1.1.3.5 Instrunentati on

Not Applicabl e



8.1.1.4 Training Facilities and Land

A Sol dier or Leader will be able to access sel f-devel opnent training in any
facility with NIPRNET or JWCS as appropriate.

8.1.1.4.1 Ranges
Not Applicabl e

8.1.1.4.2 Maneuver Training Areas (MIA)
Not Applicabl e

8.1.1.4.3 C assroons
Not Applicabl e

8.1.1.4.4 CICs
Not Applicabl e

8.1.1.4.5 Logi stics Support Areas
Not Applicabl e

8.1.1.4.6 Mssion Trai ning Conplex (MIC
Not Applicabl e

8.1.1.5 Trai ning Services

NSTID wi I | manage Prophet training on KN portals and devel opnent of IM for
t he system

8.1.1.5.1 Managenent Support Services

NSTID wi Il manage sel f devel opment products with the support of PM

8.1.1.5.2 Acquisition Support Services

IM acquired to support operational sustainment will support self devel opnent.

8.1.1.5.3 General Support Services



Not Applicabl e

8.1.2 Architectures and Standards Conponent

8.1.2.1 Qperational View (OV)

Any aut horized Soldier will access training products hosted at USAI CoE from
NI PRNET or JWCS workstations within their unit network.

Prophet Self Development — Fort Huachuca, AZ and Unit Home Station Training

* NSTID will maintain the latest
TSP (including IMI) for use by
units and individuals.

* Self Development will focus
onthe use of the TSP which
included IMI

8.1.2.2 Systens View (SV)

8.1.2.3 Technical View (TV)

TV-1 consists of set of system standards that governs inplenmentati on and
operation of Prophet systens.



Self Development PROPHET Training (SV-1)

USAICoE

Unit JWICS
Workstation

JWICS Host
.

Classified TSP
*LPs

*IM

*DTT
*TMs/TBs

Unit NIPRNET
Workstation

[

NIPRNET
Host

Unclassified TSP
*LPs

TV-1 is an annex to the Prophet CPD and is accessible via JWCS.

8. 1.3 Managenent, Eval uation, and Resource (MER) Processes
Conponent

I ndependent processes are not required to support Self Devel opment products

and services. The processes in place to support delivery of these products for
sustainment to units will be sufficient.

8. 1. 3.1 Managenent
Not Applicable

8.1.3.2 Eval uation

NSTID wi Il manage all eval uati ons of Prophet training support products nade
avai l abl e for self-devel opment. NSTID will performall evaluation during

institutional or sustainnment use of these products prior to nmaking them
avai | abl e for self-devel opnent.



8.1.3.2.1 Quality Assurance (@)

NSTID will solicit feedback fromusers accessing sel f-devel opnent training
products. Feedback will assist USAI CoE in correcting self-devel opment training
deficiencies, and will provide information that may affect future self-

devel opnent products.

8.1.3.2.2 Assessnents

PM wi || update sel f-devel opnment products as changes are nmade to the Prophet
system NSTID will ensure that new products are available to users on | KN

8.1.3.2.3 Custoner Feedback

Custoner feedback plays an inportant role in inproving training devel opnent
and future training

The NSTI D Prophet website will provide support to individuals seeking self-
devel opnent. The site will provide a digital library with up-to-date technica
manual s and qui ck reference guides. The site will contain a listing of al
CECOM | ocal area representatives, NSTID PCCs, and feedback forns.

8.1.3.2.4 Lessons Learned/ After-Action Reviews (AARs)

Lessons | earned and AAR data support efficient and effective Prophet training
by identifying strengths and weaknesses observed in the operationa
envi ronnent .

e USAI CoE Lessons Learned team and the CALL collect and anal yze data froma
variety of current and historical sources, including Arny operations and
training events. CALL dissenminates this information and rel ated research
materials to Soldiers through a variety of print and el ectronic nedia.

e Trainers can use the NSTID Prophet website(s) to provide Lessons Learned /
AAR comments to the field.

8.1. 3.3 Resource Processes

Institutional or operational domains resource all itenms required to support
sel f - devel opnent trai ning.



A M| est one Annex

TRAI Nl NG DEVELOPMENT M LESTONE PAGEL1 CF1 REQUI REMENTS CONTRCL
SCHEDULE - SHEET A PAGES SYMBOL
SYSTEM ACAT OFFI CE SYMBQOL AS OF DATE
Prophet ES I ATZS- CDI Apr 2013
PO NTS OF CONTACT NAME OFFI CE SYMBOL TELEPHONE
MATERI AL COVWWAND
( PM Pr ophet) LTC Sl ater SFAE- | EW EWP DSN: 458-6384
TRADOC PROPONENT
™ COL Carey ATZS-CDI - A DSN. 821-
2165
CD: M Laganosky ATZS-CDI - A DSN. 821-
3022
TD: MAJ Jensen ATZS- CDI DSN:  879-
6551
(520) 538-
6551
SUPPCORTI NG PRCPONENTS:
| TEM DATE RESPONSI BLE AGENCY/ POC TELEPHONE
MNS: 24 Sep 1999 |TCM COL Carey ATZS-CDI - A DSN:. 821-
2165
CPD Jan 2008 TCM COL Car ey ATZS-CDI - A DSN. 821-
2165
3 May 1999 PM LTC Sl ater SFAE- | EW SG DSN.  987-




Support ab 1479
ility
Strat egy:
TTSP: 20QFY08 NSTI D, USAI CoE, ATZS- CDI DSN.  879-
6551
QPRI : PM Prophet NET, SFAE- | EW SG (732) 829-
M Scussel l e 9801
BA P: 30 Sep 2008 |Force Design ATZS-FD-M DSN: 821-1451
M Phillips
NETP: 10 Apr 2002 |PM Prophet NET, SFAE- | EW SG DSN. 992-
M Norris 1255
SMVWP Jan 2007 PM Prophet SFAE- | EW SG (410) 306-
4195
COVMENTS:

TRADOC FORM 569-R-E, Aug 89




Ref er ences
Prophet Operational Requirenent Docunent (ORD), Sep 2004
Prophet El ectronic Support (ES) STRAP, 20 June 2011

Labor and Personnel Integration (MANPRINT) eval uation for the Prophet ES
Spiral | 4 January 2007

Prophet El ectronic Support (ES) and Prophet Control (PC) Spiral |
Capabi lity Production Docunment (CPD), CARDS nunber 15002, 7 March 2008

Prophet Annex B to Spiral | CPD, ARCC approved 10 Septenber 2012.

Pr ophet CPD Key Perfornmance Parameter (KPP) change from On-the-nove (OTM
collection/DF to Mobile at-the-halt (ATH) collection/DF, TRADOC val i dat ed,
30 June 2010, pending HQ DA validation, and JROC approval Basis of Issue
Pl an, 30 Sep 2008

Concept of Operations for the Prophet System 5 May 2004

I BCT &&O, 30 Jun 00 Fi nal

Labor, Personnel and Training Eval uation for Prophet, March 2001
M ssion Needs Statenment, 24 Septenber 1999

New Equi prrent Trai ni ng plan # CEC00010

Qperational Requirenments Docunent for the | EWIPT, 17 July 1998, CARDS
ref erence nunber 1510R

The Arny Digital Training Strategy, 09 Apr 02

Arnmy Documentation Directorate (ADD), Modified Table of Organization and
Equi prent (MICE) for SBCT, 2003

Intelligence El ectronic Warfare&Sensor (I EWS), Prophet Security
Classification Guide for the Prophet (AN M.Q 40v4), (June 2005)

Product Manager (PM - Prophet, Prophet Test and Eval uation Master Plan for
Prophet, (rev 3, Nov 2008)

Requi rement Docunentation Directorate (RDD), Table of Organization and
Equi prent (TOE), SRC 34117F300, for the Surveillance Troop, SBCT, 18 My
2000

RDD, TOE, SRC 34143F300, for the Mlitary Intelligence Conpany, SBCT, 18
May 2000

Basis of Issue Plan (BO P) for Prophet, approved 30 Sep 2008

TRADOC HQ, Failure Definition and Scoring Criteria (FDSC) Prophet Enhanced
approved 13 Dec 2011.



TRADOC HQ, Critical Operational |ssues&Criteria (COC) for Prophet
Enhanced, approved 10 Apr 2012

TRADOC HQ, ST 2-19.602/3-20.972, Surveillance Troop, 31 January 2003

TRADOC Anal ysis Center, Northeast Asia Corps and Division Scenario 4.0,
Cct ober 2002

USAI C&FH, SBCT Operation and Organi zation, 30 June 2000
| EWPT ORD, 22 Sep 2004
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C Coordi nati on Annex

Or gani zat i on/ PCC Summary of Conment s Rati onal e for
(Dat e) Comment s Accept ed/ Non- Accept ance -
Submitted Rej ect ed S, C
(Weg Accept ed Rej ect ed
A S C A S C A S C
v2.2.2 Richard P Docunent 0 0 0 =
At hanas Accept ed As
2013/ 10/ 22 - Witten
2013/ 11/ 01
v2.2.1 Approvals - |Docunent 0 0 0 -
Janmes A Cal | ahan Accept ed As
2013/ 10/ 18 - Witten
2013/ 10/ 28
v2.2 Arny - USASOC |No Comments |0 0 0 -
2013/ 08/ 13 - Submi tted
2013/ 09/ 12
v2.2 Arny - USAREUR |[No Comments |0 0 0 -
2013/ 08/ 13 - Submi tted
2013/ 09/ 12
v2.2 Arny - USARC No Commrents |(O 0 0 -
G/ (US Arny Reserve |Submitted
Cd)
2013/ 08/ 13 -
2013/ 09/ 12
v2.2 Arny - USAMA No Comrents (O 0 0 -
2013/ 08/ 13 - Submi tted
2013/ 09/ 12
v2.2 Arny - USAACE |Docunent 0 0 0 -
- Aviation School Accept ed As
2013/ 08/ 13 - Witten
2013/ 09/ 12
v2.2 Arny - US No Commrents (O 0 0 -
Joi nt Forces Command (Submitted
Net - C2
2013/ 08/ 13 -




2013/09/12

v2.2 Arny - No Commrent s
TRADOC _ARCI C Submi tted
2013/ 08/ 13 -

2013/ 09/ 12

v2.2 Arny - TRADOC [No Conments
G 3/5 Subm tted
2013/ 08/ 13 -

2013/ 09/ 12

v2.2 Arny - TRADOC |Docunent
Command Safety Accept ed As
Ofice Witten
2013/ 08/ 13 -

2013/ 09/ 12

v2.2 Arny - TCM No Conment s
Virtual (CS/CSS) Subnmitted
2013/ 08/ 13 -

2013/ 09/ 12

v2.2 Arny - TCM 0 2 0
SBCT

2013/ 08/ 13 -

2013/ 09/ 12

v2.2 Arny - TCM Docunent

Li ve Accept ed As
2013/ 08/ 13 - Witten
2013/ 09/ 12

v2.2 Arny - TCM No Conment s
Gani ng Subnmitted
2013/ 08/ 13 -

2013/ 09/ 12

v2.2 Arny - TCM No Comrent s
ABCT Submi tted
2013/ 08/ 13 -

2013/ 09/ 12

v2.2 Arny - TCM 1 0 0
TADLP

2013/ 08/ 13 -
2013/ 09/ 12




v2.2 Arny -
2013/ 08/ 13 -
2013/ 09/ 12

TCM | TE

No Comment s
Subm tted

v2.2 Arny -
Intel Sensors
2013/ 08/ 13 -
2013/ 09/ 12

TCM

No Comment s
Subm tted

v2.2 Arny - TCM
Constructive
2013/ 08/ 13 -

2013/ 09/ 12

No Comment s
Submi tted

v2.2 Arny -
ATI S

2013/ 08/ 13 -
2013/ 09/ 12

TCM

No Comment s
Subm tted

v2.2 Arny -
Space&M ssil e
Def ense Command
2013/ 08/ 13 -
2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny - Sl GCoE
- Signal School

2013/ 08/ 13
2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny - Sl GCoE
- ocos
2013/ 08/ 13 -

2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny - SCoE
2013/ 08/ 13 -

2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny - PM UAS
2013/ 08/ 13 -

2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny - PM SCIE
2013/ 08/ 13 -

2013/ 09/ 12

No Comment s
Subm tted




v2.2 Arny
PROPHET

2013/ 08/ 13
2013/ 09/ 12

PM

No Comment s
Subm tted

v2.2 Arny
Fi xed W ng
2013/ 08/ 13
2013/ 09/ 12

PM

No Comment s
Subm tted

v2.2 Arny
DCGS- A

2013/ 08/ 13
2013/ 09/ 12

PM

No Comment s
Subm tted

v2.2 Arny
Warri or

2013/ 08/ 13
2013/ 09/ 12

PM Ai r

No Comment s
Subm tted

v2.2 Arny
STRI

Support G oup

2013/ 08/ 13
2013/ 09/ 12

Cust oner

PEO-

Docunent
Accept ed As
Witten

v2.2 Arny

PEO

M ssil es and Space

(1 AVD)
2013/ 08/ 13
2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny
Avi ati on

2013/ 08/ 13
2013/ 09/ 12

PEO

v2.2 Arny
MANSCEN

2013/ 08/ 13
2013/ 09/ 12

M5CoE -

Docunent
Accept ed As
Witten

v2.2 Arny

MCoE -

| nf ant r y&Ar nor

School
2013/ 08/ 13

Docunent
Accept ed As
Witten




2013/09/12

v2.2 Arny - MCCoE
2013/ 08/ 13 -

2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny - LD&E
2013/ 08/ 13 -

2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny -
2013/ 08/ 13 -
2013/ 09/ 12

| MCOM

No Comment s
Subm tted

v2.2 Arny -
Resour ce Conmmand
(HRC)

2013/ 08/ 13 -
2013/ 09/ 12

Human

No Comment s
Subm tted

v2.2 Arny - HQPA &
- Alternate PCC

2013/ 08/ 13
2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny - HQPA &
2013/ 08/ 13 -
2013/ 09/ 12

v2.2 Arny - HQ

I NSCOM G3, NWD
2013/ 08/ 13 -
2013/ 09/ 12

No Comment s
Submi tted

v2.2 Arny - FCoE -
Field Artillery
2013/ 08/ 13 -

2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny - DAMD
TRS

2013/ 08/ 13 -
2013/ 09/ 12

v2.2 Arny - CTCD

2013/ 08/ 13
2013/ 09/ 12

No Comment s
Submi tted




v2.2 Arny -

Conbi ned Arns Center
2013/ 08/ 13 -

2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny - CACT,;
Tr ai ni ng Managenent
Dir

2013/ 08/ 13 -

2013/ 09/ 12

No Comment s
Subm tted

v2.2 Arny - Brigade
Mbder ni zati on Cnd
(BMO)

2013/ 08/ 13 -

2013/ 09/ 12

v2.2 Arny - AVNCoE

Avi ation Logistics
School

2013/ 08/ 13
2013/ 09/ 12

No Comment s
Subm tted

No Comment s
Subm tted

v2.2 Arny - ATSC
TSAlI D

2013/ 08/ 13 -
2013/ 09/ 12

v2.2 Arny - ATSC

Fi el ded Devi ces
2013/ 08/ 13 -
2013/ 09/ 12

No Comment s
Submi tted

v2.2 Arny -
2013/ 08/ 13
2013/ 09/ 12

ATSC

No Comment s
Subm tted

v2.2 Arny - ARNG

RMQ- RA
2013/ 08/ 13
2013/ 09/ 12

Docunent
Accept ed As
Witten

v2.2 Arny - Arny
Nati onal Guard
2013/ 08/ 13 -
2013/ 09/ 12

No Comment s
Subm tted




v2.2 Arny - Arny No Comments (O
Mat eri al Command Subm tted
(AMO), &3

2013/ 08/ 13 -

2013/ 09/ 12

v2.2 Arny - AMEDD Docunent 0
Cent er &School Accept ed As
2013/ 08/ 13 - Witten

2013/ 09/ 12

v2.1 Peer - USASOC |No Comments |O
2013/ 01/ 11 - Subm tted

2013/ 02/ 10

v2.1 Peer - USAACE |Docunent 0
- Aviation School Accept ed As
2013/01/ 11 - Witten

2013/ 02/ 10

v2.1 Peer - SIGCoE |18 |0 0 18
- Signal School

2013/01/ 11 -

2013/ 02/ 10

v2.1 Peer - SCoE No Conmments |[O
2013/01/ 11 - Submi tted

2013/ 02/ 10

v2.1 Peer - PM No Conmments |[O
DCGS- A Submi tted

2013/ 01/ 11 -

2013/ 02/ 10

v2.1 Peer - MSCoE - |5 2 0 4
MANSCEN

2013/01/ 11 -

2013/ 02/ 10

v2.1 Peer - MCOE - |No Comments (O
| nf ant r y&Ar nor Subnitted
School

2013/ 01/ 11 -

2013/ 02/ 10

v2.1 Peer - FCoE- Docunent 0
ADA School Accept ed As




2013/01/11 -
2013/02/10

Witten

v2.1 Peer - FCoE -
Field Artillery
2013/01/ 11 -

2013/ 02/ 10

v2.1 Peer - AVNCoE
Avi ation Logistics
School

2013/ 01/ 11 -

2013/ 02/ 10

No Comment s
Subm tted

v2.1 Peer - Arny
Mat eri al Command
(AMO), &3
2013/01/11 -

2013/ 02/ 10

No Comment s
Subm tted

Key

Conpl et ed Revi ew wi th Comment s

Conpl et ed Revi ew, No Conmment s

Active Review Cccurring




DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLMZENCE CENTER OF EXCELLENCE
1503 HATFIELD STREET
FORT HUACHUGA, ARIZONA B5513-7000

ATZS-DCT 17 October 2013

MEMORANDUM FOR Director, New Systems Training and Integration Directorate
{ATZS-CDI-N), 550 Cibeque Street, Ft. Huachuca, AZ 85613-7017

SUBJECT: Approval of System Training Plan (STRAP) for the Prophet Electronic
Support (ES) System

1. The Prophet ES STRAP is approved. Approved STRAP will be posted to the Central
Army Registry (CAR) website; www,adtd|.army.mil,

2. Paint of contact for this STRAP is Mr, Stephen McFarland, NSTID STRAP Manager
(520) 533-5387 (DSN 821), stephen.j.mcfarland.civ@mail.mil,

o P
A
T H
TR e
coL, Ml
Deputy Commander, Training



