Student Handout #2

Electronic Protection Procedures / Techniques

SECTION I.  PREVENTIVE ELECTRONIC PROTECTION (EP) PROCEDURES

1.  Preventive techniques for Electronic Protection.

a.  Preventive EP procedures are methods we must employ to safeguard our communications from disruption and destruction attempted by the enemy.  These techniques include all measures taken to avoid enemy detection and to deny the enemy intelligence experts useful information.  There are two categories of EP procedures:

(1)  EP designed circuits (equipment features).

(2)  Radio system installation and operating procedures.

b.  Since radio operators have little control over the effectiveness of EP designed circuits, the primary focus of this workbook is radio system installation and operating procedures.

c.  Reducing the efforts by the enemy to disrupt or destroy our communications is largely a matter of hiding from him.  If the enemy cannot detect our communications, he will have problems disrupting or destroying them.  Effective jamming depends on knowledge of frequencies and the approximate locations of units to be jammed.  We must do all that we can to prevent the enemy from getting this information.  Using the techniques outlined in this section will help accomplish this objective.  (See Table 1)

Table 1.  List of Preventive EP Techniques.

1.  Minimize Transmissions
o  Ensure that all transmissions are necessary.

o  Preplan messages prior to transmitting them.

o  Transmit as quickly and precisely as possible.

o  Use equipment capable of data burst transmission.

o  Use an alternate means of communications when possible.

2.  Protect Transmissions from Enemy Interception

o  Use low power.

o  Select the proper antenna.  Select the antennas with the shortest range possible.  Use directional antennas.

o  Select a site that masks transmitted signals from the enemy interception.

o  Use mobile antennas.

o  Use decoy antennas.

o  Use steerable null antenna processors.

3.  Practice Good Radiotelephone Operator (RTO) Procedures

o  Reduce operator distinguishing characteristics.

o  Operate on a random schedule.

o  Authenticate.

o  Encrypt all essential elements of friendly information (EEFI) category data.

o  Use COMSEC equipment when available.

o  Use PROWORDS.

2.  Minimize transmissions.

a.  The most effective preventive EP technique is to minimize the number of radio transmissions and keep transmission time as short as possible.  Even though normal day-to-day operations require radio communications, these communications should be kept to the minimum required to accomplish the mission.  Practice the following preventive EP techniques to keep transmissions and transmission times as short as possible.  

(1) Ensure that all transmissions are necessary.  Studies of US tactical communications indicate that most communications used in training exercises are explanatory and not directive.  Radio communications must never be used as a substitute for complete planning.  Tactical radio communications should be used to give orders and critical information rapidly.  Execution of the battle must be part of training, planning, ingenuity, teamwork, and already established and practiced SOPs.  Remember the high volume of radio communications that usually precedes a tactical operation, even when communications are secure, makes the friendly force subject to-- 

(a) Interception.

(b) Direction finding.

(c) Jamming.

(d) Deception.

(2) Preplan messages prior to transmitting them.  Prior to beginning a transmission, the radio operator should know what he or she is going to say.  If the situation and time permit, the message should be written out before beginning the transmission.  This will shorten the number of pauses in the transmission and the transmission time.  It will also help ensure conciseness of the message.

(3) Transmit as quickly and accurately as possible.  When it is necessary to make a radio transmission, the radio operator should speak in a clear voice and use proper radiotelephone procedures.  This is especially critical when the quality of communications is poor.  This will lower the chances that a radio transmission will have to be repeated.  Unnecessary repetition increases the enemy's chances to intercept our transmissions and gain valuable information.

(4) Use equipment capable of data burst transmission.  This is one of the most significant advantages of tactical satellite communications systems.  When messages are encoded on a digital entry device for transmission over satellite systems, the transmission time is greatly reduced.  

(5) Use an alternate means of communications whenever possible.  In most cases, an alternate means of communications, such as wire or messenger, can be used to give necessary directives and information.  Radio is a convenient communications mode, but must never be used as the reason for transmission.  Use another means of communications whenever you can.

b.  The point is clear.  We must not operate our radios unnecessarily.  Minimizing transmissions will ensure that we will be able to use our radios when it is critical.  The enemy cannot effectively disrupt or destroy our communications without first gathering information from our radio transmissions.  This does not mean that you must use radio silence all the time.  It does mean that we must keep our radio transmissions and transmission times to a minimum.  We must never forget that operating our radios unnecessarily increases the enemy's chances to gather information.

3.  Protect transmissions.

a.  All radio communications systems consist of antennas, receivers, and transmitters.  A transmitted signal can be received by any radio station with which it is compatible.  However, the receiving and transmitting radio stations must be set to the same frequency, and the receiving antenna must receive a strong enough signal to activate the receiver.  It does not matter whether the receiving radio station is a friend or an enemy.  Any receiver can intercept a transmitted signal.

b.  Our main objective is protecting our transmissions.  This is best done by selecting and installing our radio systems in such a way that we reduce the possibility of being intercepted.  This applies to both secure and nonsecure communications.  As stated before, the enemy gets valuable information from the pattern as well as the content of our radio transmissions.  To reduce the possibility of our transmissions being intercepted, we must practice techniques that reduce the strength of the signals transmitted toward the enemy.  This can be done by practicing the following preventive EP techniques:

(1) Use low power.  Power controls and antennas are closely related.  The strength of the signal transmitted by an antenna depends on the strength of the signal delivered to it by the transmitter.  The stronger the signal, the farther it travels. A radio communications system must be planned and installed to allow those stations that have a need to communicate with each other to do so. In carefully planned and installed communications systems, we can usually operate on low power.  The use of low power will decrease the range at which the enemy can detect our transmissions.  This makes enemy interception more difficult, and it leaves our high power for use when it is needed to burn through enemy jamming.

(2) Select the proper antenna.  The range of a transmission depends on two equipment-related factors:

(a) The power output of the transmitter.

(b) The antenna selected for use with a given radio.

c.  The characteristics and orientation of an antenna affect the strength of the signal transmitted in all directions.  An antenna should be selected and installed for its ability to enhance communications between radio stations.  It should also be selected to keep the strength of the signal transmitted in the direction of the enemy to a minimum.  This can be accomplished by observing the following general rules in the selection and the installation of our antennas.

(1) Select the antenna with the shortest range capability that is possible.  For almost every radio in the US Army inventory, there are two or more different antennas that may be used.

(2) Use directional antennas.  The three basic types of directional antennas are:

(a) Omnidirectional.

(b) Bi-directional.

(c) Unidirectional.

d.  Omnidirectional antennas transmit radio waves in all directions, but they are more vulnerable to enemy information gathering, jamming, and deception than bi-directional and unidirectional antennas.  Bi-directional antennas transmit radio waves in two directions.  This enables us to communicate with two or more radio stations in opposite directions.  The unidirectional antenna can transmit and receive best in only one direction.  When it is positioned properly, this antenna is the least vulnerable to enemy information gathering, jamming, and deception efforts.

e.  Select a site that masks transmitted signals from enemy interception.

(1) Proper siting is the positioning of an antenna so that, if possible, some hills or buildings are between the antenna and the enemy.  This means positioning an antenna as low as possible on the side of hills or buildings away from the enemy.  It decreases the range and scatters the transmitted signal in the direction of the enemy.  Thus, the vulnerability of our transmissions to enemy direction finding and detection is lessened.  Also, by masking our transmissions from enemy interception, we safeguard our antennas from enemy information gathering, jamming, and deception efforts.

(2) Proper positioning of an antenna can be accomplished even if a station must communicate with a friendly station that is located between it and the enemy.  Hills or buildings merely reduce the range of the transmitted signal; they do not stop it.  The best siting for an antenna must be determined on a case-by-case basis.

f.  Use mobile antennas.  Frequent moving of our antennas makes accurate enemy direction finding harder and jamming less likely.  Antennas in the vehicular or manpack configurations can be quickly and easily moved.  Even if communications requirements necessitate the installation of a ground plane antenna, this antenna can be made mobile by mounting it on a vehicle and fastening it by guy wires.  This procedure provides a highly mobile antenna that can be moved rapidly.  If you cannot do this then make sure the antenna is remoted from the communications equipment.

g. Use decoy antennas.  When possible, additional antennas can be used as decoys and set up in believable antenna locations.  Enemy intelligence experts place special emphasis on photographs or reconnaissance reports of visible antenna positions.  Decoy antennas may cause the enemy to expend his limited resources against a decoy target.  Thus, real targets are able to maintain communications. 

h.  Use steerable null antenna processors.  The steerable null antenna processor (SNAP-1) group OL-257()/VRC is designed for use with the AN/VRC-12 family of radios and in the nonhopping mode of the Single Channel Ground and Airborne Radio System (SINCGARS).  It provides EP for the single-channel combat net radios in the VHF range (30 to 88 MHz).

4.  Practice good radiotelephone operator (RTO) procedures.

a.  The RTO is the key to the success of preventive EP techniques.  The RTO makes sure that radio transmissions are kept to a minimum and protected.  Minimizing and protecting transmissions keep the enemy from intercepting and being able to disrupt or destroy our communications.  Besides practicing the preventive EP techniques previously described in this book, the RTO must practice procedures that minimize the usable information transmitted.  This prevents the enemy's disrupting or destroying our communications based on information contained in the pattern or content of our transmissions.  This is accomplished through the use of the following RTO procedures:

(1) Reduce operator-distinguishing characteristics. Many RTOs can be identified by certain voice characteristics or overused phrases.  The enemy can use these distinguishing characteristics to identify a unit even though frequencies and call signs are changed periodically. Strict adherence to the proper use of prowords as outlined in FM 24-18 helps ensure that we keep operator distinguishing characteristics to a minimum.  However, this is not enough.  Accents and overused phrases must also be kept to a minimum to keep the enemy from being able to associate a particular RTO with a particular unit.

(2) Operate on a random schedule.  As stated before, the enemy can gather information based on the pattern as well as the content of our radio communications.  Therefore, we must not allow patterns such as hourly radio checks, daily reports at specific times, or any other periodic transmission to develop.  Periodic reports should be made by alternate means of communications.  We must take all reasonable measures to deny information to enemy intelligence analysts.  Operating on a random schedule is one example.

(3) Authenticate.

(a) Proper use of authentication aids in making sure the enemy cannot deceptively enter our nets.  It is a procedure that is only used in radio systems that do not employ speech secure devices.  The enemy has skilled experts whose sole mission is to enter our nets by imitating friendly radio stations.  This threat to our radio communications can be minimized by the proper use of authentication.  Procedures for authentication are found in the supplemental instructions of the SOI.  Authentication is required in the following situations:

1. You suspect the enemy is on your net.

2. You are challenged by someone to authenticate. (Do not break radio silence to do this.)

3. You transmit directions or orders that affect the tactical situation, such as change locations, shift fire, or change frequencies.  

4. You talk about enemy contact, give an early warning report, or issue a follow-up report.  (This rule applies even though you used a brevity list or operations code.)

5. You tell a station to go to radio or listening silence or ask it to break that silence.  (Use the transmission authentication procedure for this.)

6. You transmit to a station that is under radio listening silence.  (Use the transmission authentication procedure for this.)

7. You cancel a message by radio or visual means, and the other station cannot recognize you.

8. You resume transmitting after a long period of time, or it is the first transmission.

9. You are authorized to transmit a classified message in the clear.  (Use the authentication procedure for this.)

10. You are forced, because of no response by a station, to send a message in the blind.  (Use the transmission authentication procedure for this.)

(b) All instances in which the enemy attempts to deceptively enter our nets to insert false information must be reported.  The procedures for reporting these incidents are contained in the chapter on meaconing, intrusion, jamming, and interference reporting in this workbook.  The procedures are also in the supplemental instructions to the SOI.

b.  Encrypt all essential elements of friendly information (EEFI).  EEFI are those items of information that we must not allow the enemy to obtain.  A broad, general list of these items of information is contained in the supplemental instructions to the SOI.  These items of EEFI are applicable to most Army units engaged in training exercises or tactical operations.  The list is designed to support the Army self-monitoring program and is not all-inclusive.  Individual units should develop a more specific EEFI list to be included in unit operation orders, operation plans, and field SOPs.  These items of information must be encrypted manually or electronically prior to transmission.  Electronic encryption is accomplished by using COMSEC devices.  Manual encryption is accomplished by using approved operations codes.  Manual and electronic encryption need not be used together.  The use of one or the other is sufficient to protect EEFI from enemy exploitation.

SECTION II.  REMEDIAL EP TECHNIQUES

1.  Definition of remedial EP: Remedial EP techniques (Table 2) are used to reduce the effectiveness of enemy efforts to jam our radio nets.  Remedial EP techniques apply only to enemy jamming efforts or any unidentified or unintentional interference that disrupts our ability to communicate.  There are no remedial EP techniques which apply to any other actions taken by the enemy to disrupt or destroy our communications.  When the enemy has gathered information about us, there is no getting it back.  In these areas, prevention is the only solution.  We must attempt to prevent enemy jamming and interference, but if we don't succeed, there are actions that we can take to overcome it.

Table 2.  Summary of Remedial EP Techniques

1.  Recognize Jamming/Interference.

a.  Determine whether the interference is internal or external to the radio.

b. Determine whether the interference is

          jamming or unintentional.

c.  Report jamming/interference incidents.

2. Overcome Jamming/Interference.

a.  Continue to operate.

b.  Improve the signal-to-jamming ratio.

c.   Adjust the receiver.

d.  Increase the transmitter power output.
e.  Adjust or change the antenna.
f.   Establish a retransmission station.

g.  Relocate the antenna.

h.  Use an alternate route for communications.

I.   Change frequencies.


2.  Recognize types of jamming signals.

a.  Jamming is an effective way for the enemy to disrupt our command, control, and communications on the battlefield.  All it takes to enable the enemy to jam us is a transmitter tuned to our frequency with enough power to override friendly signals at our receivers.  Jammers operate against receivers—not transmitters.  There are two basic modes of jamming: spot jamming and barrage jamming.

(1) Spot jamming is concentrated power directed toward one channel or frequency.

(2) Barrage jamming is power spread over several frequencies or channels simultaneously.  Some are very difficult to detect and, in some cases, almost impossible.  For this reason, we must constantly be aware of the possibility of jamming and be able to recognize it when it occurs.

b.  Types of jamming signals.

(1) Obvious jamming is normally simple to detect.  The more commonly used jamming signals of this type are described below.  Don't try to memorize them.  Just be aware that these and others exist.  When experiencing a jamming incident, it is more important to recognize it and take action to overcome it than it is to identify it formally.

(a) Random Noise: This is synthetic radio noise.  It is random in amplitude and frequency.  It is similar to normal background noise and can be used to degrade all types of signals.  Operators often mistake it for receiver or atmospheric noise and fail to take appropriate EP actions.

(b) Stepped Tones: These are tones transmitted in increasing and decreasing pitch.  They resemble the sound of bagpipes.  Stepped tones are normally used against single-channel AM and FM voice circuits.

(c) Spark:  The spark signal is easily produced and is one of the most effective for jamming.  Bursts are of short duration and high intensity.  They are repeated at a rapid rate.  This signal is effective in disrupting all types of radio communications.

(d) Gulls: The gull signal is generated by a quick rise and slow fall of a variable radio frequency and is similar to the cry of a seagull.  It produces a nuisance effect and is effective against voice radio communications.

(e) Random Pulse: In this type of interference, pulses of varying amplitude, duration, and rate are generated and transmitted.  They are used to disrupt teletypewriter, radar, and all types of data transmission systems.

(f) Wobbler:  The wobbler signal is a single frequency that is modulated by a low and slowly varying tone.  The result is a howling sound that causes a nuisance effect on voice radio communications.

(g) Recorded Sounds: Any audible sound, especially of a variable nature, can be used to distract radio operators and disrupt communications.  Music, screams, applause, whistles, machinery noise, and laughter are examples.

(h) Preamble Jamming: This type of jamming occurs when the synchronization tone of speech security equipment is broadcast over the operating frequency of secure radio sets.  Preamble jamming results in all radios being locked in the RECEIVE mode.  It is especially effective when employed against radio nets using speech security devices.

(2) Subtle jamming is not obvious at all.  With subtle jamming, no sound is heard from our receivers.  They cannot receive an incoming friendly signal but everything appears normal to the radio operator.  Subtle jamming takes advantage of design features of radio sets.  The receivers of these radios will not be activated by any signal as long as the jamming signal is stronger than any other signal being received.  In effect, the threat jammers block out these radios' ability to receive a friendly transmission without the operator being aware that this is happening.  This is called squelch capture and is a subtle jamming technique.  It should be noted that the radio operator should readily be able to detect the fact that his or her radio is being jammed in all other FUNCTION CONTROL modes.  These other modes must be checked.  Far too often, we make the mistake of assuming that our radios are malfunctioning instead of recognizing the subtle jamming for what it is.

3.  Recognize jamming.

a.  Radio operators must be able to recognize jamming.  As has been mentioned, this is not always an easy task.  Threat jammers may employ obvious or subtle jamming techniques.  Additionally, interference may be caused by sources having nothing to do with enemy jamming.  Interference may be caused by the following:

(1) Other radios (both friendly and enemy).

(2) Other electronic or electric/electromechanical equipment.

(3) Atmospheric conditions.

(4) Malfunction of the radio itself.

(5) A combination of any of the above.

b.  Causes of interference.

(1) Internal and/or external interference: The two sources of interference are internal and external.  If the interference or suspected jamming can be eliminated or substantially reduced by grounding the radio equipment or disconnecting the receiver antenna, the source of the disturbance can be assumed to be external to the radio.  If the interference or suspected jamming remains after grounding or disconnecting the antenna, the disturbance can be assumed to be internal and caused by a malfunction of the radio.  Maintenance personnel should be contacted to repair it.  External interference must be further checked to determine if it is enemy jamming or unintentional interference.

(2) Jamming or unintentional interference: Unintentional interference may be caused by other radios, some other type of electronic or electric/electromechanical equipment, or atmospheric conditions.  The battlefield is so crowded with radios and other electronic equipment that some unintentional interference is virtually unavoidable.  By the same token, the static electricity produced by atmospheric conditions can negatively affect radio communications.  Unintentional interference normally travels only a short distance, and a search of the immediate area may reveal the source of this type of interference.  Moving the receiving antenna for short distances may cause noticeable variations in the strength of the interfering signal.  These variations normally indicate unintentional interference.  Conversely, little or no variation normally indicates enemy jamming.  Regardless of the source of interference, actions must be taken to reduce its effect on our communications.

(3) Report the jamming or interference: In all cases, suspected enemy jamming and any unidentified or unintentional interference that disrupts our ability to communicate must be reported.  This applies even if the radio operator is able to overcome the effects of the jamming or interference.  The format for reporting this type of information is the MIJI report.  The specifics for submitting a MIJI report are contained in the next section and are usually listed in the SOI.  As it applies to remedial EP techniques, we should be aware that the information provided to higher headquarters in the MIJI report could be used to destroy enemy jamming efforts or take other action to our benefit.

c.  In recognizing enemy jamming, it is important to note that the enemy can use two types of jamming signals.  Threat jammers may transmit powerful unmodulated or noise-modulated signals.  Unmodulated jamming signals are characterized by a lack of noise.  Noise-modulated jamming signals are characterized by obvious interference noises.  If radio operators suspect that their radios are the targets of threat jamming, the following procedures will help them to make this determination.

(1) The operator should temporarily disconnect the antenna.  If normal static noise returns when the antenna is disconnected, there is a high probability that the radio is being jammed by an unmodulated signal.

(2) If a greater than normal level of noise or an obviously modulated signal is present, this may indicate that the radio is being jammed by a noise-modulated jamming signal.  The operator should temporarily disconnect the antenna.  If normal static noise returns when the antenna is disconnected, there is a high probability that the radio is being jammed by a noise-modulated signal.

(3) If the above test indicates that there is a high probability that the radio is being jammed, the operator should follow the local SOP to reestablish communications and initiate a MIJI report informing higher headquarters of the incident.

4. Overcome jamming.

a.  The enemy constantly strives to perfect and use new and more confusing forms of jamming.  Our radio operators must be increasingly alert to the possibility of jamming.  The most important tools that operators have to determine whether or not a particular signal is a jamming signal are their training and experience.  Prior exposure to the effects of jamming is important because jamming is a problem that requires action.  Once it has been determined that jamming is being used against our radios, the following actions must be taken.  If any of the actions taken alleviate the jamming problem, we simply continue to operate as we normally would and make a MIJI report to higher headquarters.

b.  Continue to Operate.  We should stop for a moment and consider what the enemy is doing during this typical jamming operation.  Usually, a jamming effort by the enemy involves a period of jamming followed by a brief listening period.  He is attempting to determine how effective his jamming has been.  What we are doing during this short period of time when he is listening will indicate to him how effective his jamming has been.  If the operation is continuing in a normal manner, as it was before the jamming began, the enemy will assume that his jamming has not been particularly effective.  On the other hand, if he finds us excitedly discussing our problem on the air or if we have shutdown our operation entirely, the enemy may very well assume that his jamming has been effective.  It is because the enemy jammer is monitoring our operation in this way that we have a simple yet very important rule that applies whenever we are experiencing jamming.  The rule is: WHENEVER YOU ARE EXPERIENCING ENEMY JAMMING, UNLESS OTHERWISE ORDERED, NEVER SHUTDOWN OPERATIONS OR IN ANY OTHER WAY DISCLOSE TO THE ENEMY THAT HIS VICTIMS--US--ARE BEING ADVERSELY AFFECTED.  This means that normal operations should be continued in a calm manner even when degraded by jamming.

c.  Improve the signal-to-jamming ratio.  The signal-to-jamming ratio is the relative strength of the desired signal to the jamming signal at the receiver.  The word signal refers to the signal that we are trying to receive.  The word jamming refers to the hostile or unidentified interference being received.  It is always desirable to have a signal-to-jamming ratio in which the desired signal is stronger than the jamming signal.  In this situation, the desired signal cannot be significantly degraded by the jamming signal.  The following are specific ways in which the signal-to-jamming ratio can be improved to our benefit.

(1) Adjust the receiver.  When jamming is experienced, we should always check to ensure that the receiver is tuned as precisely as possible to the desired incoming signal.  A slight readjustment of the receiver may provide an improved signal.  Specific methods applicable to a particular radio set are explained in the appropriate operator's manual.  Depending on the type of radio being used, some of these methods include:

(a) Adjusting the beat frequency oscillator (BFO).

(b) Adjusting the bandwidth.

(c) Adjusting the GAIN or VOLUME control.

(d) Fine tuning the frequency.

(2) Increase the transmitter power output.  The most obvious way to improve the signal-to-jamming ratio is to increase the power output of the transmitter that is emitting the desired signal.  To increase the power output at the time of jamming, the transmitter must be set on something less than full power at the start of jamming.  Using low power as a preventive EP technique is based on the hope that the enemy will not be able to detect our radio transmissions.  Once the enemy begins jamming our radios, the threat of being detected becomes academic.  We should use our reserve power to override the enemy's jamming signal.

(3) Adjust or change the antenna: Antenna adjustments can appreciably improve the signal-to-jamming ratio.  When jamming is experienced, the radio operator should ensure that the antenna is optimally adjusted to receive the desired incoming signal.  Specific methods applicable to a particular radio set are explained in the appropriate operator's manual.  Depending on the antenna being used, some of these methods include:

(a) Reorienting the antenna.

(b) Changing the antenna polarization. (Must be done by all stations.)

(c) Installing an antenna with a longer range.

(4) Establish a retransmission station: A retransmission station can increase the range and power of signal between two or more radio stations that must communicate.  Depending on the resources available and the situation, this may be a viable method to improve the signal-to-jamming ratio.

(5) Relocate the antenna: Frequently, the signal-to-jamming ratio may be improved by relocating the antenna and associated radio set affected by the jamming or unidentified interference.  This relocation may involve a movement of a few meters or several hundred.  It is best to relocate the antenna and associated radio set so that there is a terrain feature between them and any suspected enemy jamming location.

(6) Use an alternate route for communications:  In some instances, enemy jamming will be effective enough to prevent us from communicating with a radio station with which we must communicate.  If radio communications have been degraded between two radio stations that must communicate, there may be another radio station or route of communications that still has communications with both of the radio stations that must communicate.  If this is the case, that radio station or route can and should be used as a relay between the two other radio stations.

(7) Change frequencies:  If all of the above measures do not enable a communications net to overcome the effects of enemy jamming, the commander (or designated representative) may direct that the net be switched to an alternate or spare frequency.  If practical, dummy stations can continue to operate on the frequency being jammed to mask the change to an alternate frequency.  This action must be preplanned and well coordinated.  During enemy jamming, it is difficult to coordinate a change of frequency.  All radio operators should know when and under what circumstances they are to switch to an alternate or spare frequency.  If this action is not accomplished smoothly, the enemy may discover what is happening and attempt to degrade our communications on the new frequency.
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