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SECTION II.
INTRODUCTION


Method of instruction: CO

Instructor to student ratio is 1:25

Time of instruction: 5 Minutes

  
Media: VGT



Motivator
The information age is upon us. Virtually everything we touch has become faster, more efficient, or otherwise improved through the use of information and information systems. More than ever before, information is essential so commanders can coordinate, integrate, and synchronize combat functions on the battlefield. Information and information systems enable our soldiers and leaders to make faster, better, and more accurate decisions. Potentially, this increased decision-making capability can provide our forces with a decisive advantage over our adversaries thus giving them information superiority. In this regard, information operations have become an essential component of warfare and a critical element of combat power. 



Terminal
Note:
Inform the students of the following terminal learning objective requirements.

Learning

Objective

At the completion of this lesson, you (the student) will 

ACTION:
Identify how defensive information operations protect information and

Information systems and achieve information superiority at brigade and below.



CONDITION:
In a classroom, given the appropriate references and student handout.

STANDARD:
Accurately: (1) Define information operations; (2) Identify how the effects of defensive IO contribute to achieving information superiority; (3) Identify three sources of threats to friendly information and information systems (INFOSYS); (4) Identify three ways hostile intelligence threats collect information on friendly operations; (5) Identify the steps of the operations security (OPSEC) process; (6) Identify the three types of OPSEC indicators; (7) Identify the purpose of the OPSEC survey; (8) Identify three OPSEC measures to protect critical information; (9) Identify three electronic protection procedures to protect radio communication; (10) Identify three measures to protect information on the unit’s Automated Information System (AIS).

Safety


Requirements
None


Risk
Low
Assessment


Level



Environmental
It is the responsibility of all soldiers and Department of the Army (DA) civilians to protect the environment from damage.

Considerations



Evaluation
Measure students’ performance at the end of the class by requiring them to achieve a minimum score of 70 percent on the 25-question test in appendix B.  Students should be allowed 30 minutes to complete this examination.  



Instructional


Lead-in
In this instruction, we will discuss defensive information operations and see how they are used to protect information and achieve information superiority. We will look at the threats to friendly information and information systems and discuss measures to protect them from attack and compromise. Additionally, we will look at operations security, electronic protection measures for radio communications, and finally, how we can protect information from our unit’s Automated Information Systems (AIS) from attack and compromise. Since information is an essential component of warfare and an element of combat power, protecting friendly information and INFOSYS from adversaries is essential to successful military operations. 

 




SECTION III
PRESENTATION

ELO A.

ACTION:
Identify how information operations (IO) are executed.

CONDITION:
In a classroom environment, given appropriate references.

STANDARD:
Define IO; Identify the elements and related activities of

IO; Define information superiority.  

1.
Learning Step/Activity 1 Define Information Operations


Method of instruction: CO


Instructor to student ratio is 1:25.


Time of instruction (minutes): 5 min.


Media: VGT


References: FM 3-13, Information Operations: Tactics, Techniques, and Procedures


(Final Draft), 30 September 2000 


Security Classification: Unclassified 

Instructor’s Note: Briefly discuss information operations by asking the class to define information operations. Then show VGT 1, “Information Operations.”


a.  Few questions have been so hotly debated recently as the correct definition of information operations. Some believe that the term “information operations” applies only to actions occurring on a computer network, like generating information on or through your computer network.  Others take the broader view that information operations cover everything having to do with the manipulation of information, including the hardware, software, the environment, and the individuals who generate and use information. This latter view is probably closer to the truth. However, regardless of which view of information operations you prefer, the fact is that the information age has had a profound impact on how the US Army will conduct operations and operations other than war now and in the future. 


b.  Information Operations are actions taken to affect adversary information and influence others’ decision-making process, information, and information systems while protecting one’s own information and information system.  We use IO to create, shape, and preserve opportunities for decisive operations. Information operations accomplish this by causing the following effects:          

Instructor Note: Show VGT 2, “Information Operations Effects.”

(1) Deny: To prevent the adversary command and control (C2) system from collecting or disseminating friendly information or causing him not to collect at all.

(2) Influence: To cause the adversary to behave in a manner favorable to the friendly force by applying perception activities to affect their emotions, motives, and objective reasoning.

(3) Deceive: To cause the adversary decision-maker to believe what is not true, to mislead him by manipulating his understanding of friendly operations.  

(4) Exploit: To use the adversary C2 to friendly advantage or exploit adversary vulnerabilities.

(5) Degrade: To physically render adversary INFOSYS ineffective unless reconstituted.

(6) Disrupt:  To interrupt, confuse, or impede the adversary observation/sensors through the use of obscurants and visual and multispectral abilities.

(7) Destroy: To physically render adversary information systems ineffective unless reconstituted.

2.                            Learning Step/Activity 2 Identify the elements and related activities of IO


Method of instruction: CO 


Instructor to student ratio is 1:25.


Time of instruction (minutes): 5 min.

                          
 Media: VGT

                           
References: FM 3-13, Information Operations: Tactics, Techniques, and Procedures

     
(Final Draft), 30 September 2000


Security Classification: Unclassified

Instructor’s Note:
Show VGT 3, “IO Elements and Related Activities,” and discuss each element and related activity. Refer to the student handout for detailed information on each element and related activity.

a. Information Operations effects are generated through a combination of 13 elements and 2 related activities. Each element or activity may be executed offensively or defensively to accomplish the desired mission. 

IO Elements and Related Activities 



IO Elements:



Operations security (OPSEC) 



Psychological operations (PSYOP)


Counterpropaganda


Military deception


Counterdeception


Electronic warfare (EW)


Computer network attack (CNA)




Physical destruction


Information assurance


Computer network defense (CND)


Physical security


Counterintelligence



Special information operations



IO Related Activities:



Public affairs

  

Civil affairs  

b.  Many of these elements are not new and have been executed by the Army for years. What is new is the coordinated effort to bring these elements under one umbrella and better use them to accomplish strategic, operational, and tactical goals. This new approach to conducting military operations focuses on controlling and exploiting information to support operations and achieve success on the battlefield. 

c.  An important aspect of this coordinated effort is the synergy created when the elements and related activities work together. This synergy maximizes the effectiveness of information operations. By working together, the elements and related activities achieve greater results than would have been possible if each were executed separately. 

3. Learning Step/Activity 3 Define Information Superiority


Method of instruction: CO 

Instructor to student ratio is 1:25.


Time of instruction (minutes): 5 min.  


Media: VGT


References: FM 3-13, Information Operations: Tactics, Techniques, and Procedures (Final Draft), 30 September 2000  


Security Classification: Unclassified 

Instructor’s Note:
Briefly discuss information superiority by asking the class to define information superiority and why information superiority is critical to mission accomplishment. Then show VGT 4, “Information Superiority.”

a.  Information superiority is the operational advantage derived from the ability to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying an adversary’s ability to do the same. 

b.  Information superiority is a goal achieved when the friendly commander’s situational awareness and understanding of the battlefield, based on an uninterrupted flow of information, gives him an operational advantage over the adversary. 

c.  For warfighters, information superiority is a combat multiplier because it gives our soldiers the ability to strike a decisive blow against the enemy while denying the enemy the same capability.    

Instructor Note:  Show VGT 5, “Information Superiority – “Operation Desert Storm.”     


d.  An example of the effect of information superiority was demonstrated during Operation Desert Storm. During Operation Desert Storm, the coalition forces enjoyed information superiority throughout the entire operation. This was achieved by knocking out Iraq’s command and control systems, communications systems, and radar systems early in the conflict. This prevented Saddam from communicating with his forces, targeting his weapons, and knowing where the coalition forces were on the battlefield. This action combined with the coalition force’s ability to collect, store, process, and disseminate an uninterrupted flow of information ensured success in every aspect of the operation. 

e.  The bottom line is that information superiority is the ultimate goal of information operations because it can give our forces a decisive operation advantage over an adversary. 




Note 
Conduct a check on learning and summarize the enable learning objective.  During this block of instruction, we defined and discussed information operations, information superiority, and the information environment. We have discussed the elements and related activities of information operations. We have pointed out that: (1) Information operations are an element of combat power. (2) That information operations effects are generated through the execution of 13 elements and 2 related activities. (5) That information superiority is the operational advantage derived from the ability to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying an adversary’s ability to do the same. (6) That achieving information superiority is the ultimate goal of information operations.  


Question: What are information operations?


Answer: Information operations are actions taken to affect adversary, information, and influence other’s decision making process, information, and information systems while protecting one’s own information systems.

ELO B.


ACTION:
Identify how the effects of defensive information operations contribute to achieving information superiority.

CONDITION:
In a classroom environment, given appropriate references.

STANDARD:
Define defensive information operation and identify how the effects of defensive information operations are used to achieve information

Superiority. 

Instructor Note: 
The remainder of this instruction will be on defensive information operations and measures to protect critical information and information systems. We will focus on the threat to information and information systems, OPSEC, electronic protection measures, and measures to protect the unit’s AIS. 

1.
Learning Step/Activity 1 Define Defensive Information Operations 


Method of instruction: CO 


Instructor to student ratio is 1:25.


Time of instruction (minutes): 5 min.


Media: VGT


References: FM 3-13, Information Operations: Tactics, Techniques, and Procedures (Final Draft), 30 September 2000

Security Classification: Unclassified

a.  We have already said that information superiority is the ultimate goal of information operations. Now let’s look at how we use defensive information operations to achieve this goal. At this point, you are probably asking the big question “Why do I care what defensive information operations are?” or “How is this important to me?” We care because you can positively affect your unit’s mission by knowing and understanding the role defensive information plays in successful mission accomplishment. At the tactical level, you will execute tasks that tie into the overall division or corps information operations plan. These tasks will primarily be concerned with defensive information operations and measures to protect friendly information and information systems. Consequently, it is important that you become familiar with threats to friendly information and INFOSYS and measures to protect friendly information and INFOSYS for adversary access and action.

Instructor Note:
Show VGT 6, “Defensive Information Operations,” and discuss defensive information operations. 

b. Defensive information operations are the integration and coordination of policies and procedures, operations, personnel, and technology to protect and defend friendly information and information systems. For example,

· Policy: Your unit may have a policy that requires you to change your computer password every 6 months.

· Procedures: Using anti-jamming procedures when jamming is encountered. 

· Operations: Conducting an OPSEC survey. 

· Personnel: Appointment and use of an information assurance security officer and systems administrators.

· Technology: Using authorized encryption systems to encrypt all sensitive information sent electronically.

c. Defensive information operations seek to maintain effective command and control of friendly forces by turning to friendly advantage the adversary’s efforts to destroy, degrade, disrupt, deny, deceive, exploit, or influence friendly command and control systems and decisions makers. 

2.
Learning Step/Activity 2 Identify how the effects of defensive information operations are used to achieve information superiority. 


Method of instruction: CO 


Instructor to student ratio is 1:25.


Time of instruction (minutes): 5 min.


Media: VGT


References: FM 3-13, Information Operations: Tactics, Techniques, and Procedures (Final Draft), 30 September 2000

Security Classification: Unclassified

Instructor Note:
Show VGT 7, “Defensive IO and Information Superiority.”

a.  The effects of defensive information operations are used to achieve information superiority by ensuring access to timely, accurate, and relevant information while denying adversaries the opportunity to exploit friendly information and information systems for their own purposes.  Additionally, defensive information operations seek to limit the vulnerability of friendly forces command and control systems and protect friendly information and information systems from adversary access or action. 

b.  Defensive information operations are normally conducted through information assurance, OPSEC, physical security, counterdeception, counterpropaganda, counterintelligence, electronic warfare, and computer network defense. We will discuss how OPSEC and electronic warfare are used as part of defensive information operations to protect information and information systems later on during this block of instruction.  

Instructor Note: 
Conduct a check on learning and summarize the learning activity.  During this block of instruction we have defined defensive information operations and discussed how the effects of defensive information operations support achieving information superiority by ensuring access to timely, accurate, and relevant information while denying adversaries the opportunity to exploit friendly information and information systems for their own purposes.  We have pointed out that defensive information operations seek to limit the vulnerability of friendly forces command and control systems by protecting friendly information and information systems adversary access and action. 


Question: True or false: Defensive information operations are normally conducted through the information assurance, OPSEC, physical security, counterdeception, counterpropaganda, counterintelligence, electronic warfare, and computer network defense. 


Answer: True.

ELO C.


ACTION:
Identify the threat to information and information systems that result from the information age environment and the Army’s application of information technology.  

CONDITION:
In a classroom environment, given appropriate references.

STANDARD:
Student will: Define threat; identify sources of threats and methods of attack to friendly information and information systems; identify the four major intelligence threat collection areas of friendly operations. 

1.
Learning Step/Activity 1 Define Threats


Method of instruction: CO 


Instructor to student ratio is 1:25.


Time of instruction (minutes): 5 min.


Media: VGT


References: FM 3-13, Information Operations: Tactics, Techniques, and Procedures (Final Draft), 30 September 2000; AR 530-1, Operational Security (OPSEC), 3 March 1995


Security Classification: Unclassified 

a.  Previously, we’ve discussed how defensive information operations are used to protect our friendly information and information systems from adversary access and action. Knowing and understanding the threats to friendly information and information systems are essential to executing measures to protect them from adversary access and action. 

Instructor Note:
Show VGT 8, “Definition of “Threats.”

b.  Threats are capabilities, intentions, and attack methods of adversaries to exploit, damage, or alter any circumstances or event with the potential to cause harm to information or an information system.  

2.  
Learning Step/Activity 2 Identify sources of threats and methods of attack to friendly information and INFOSYS.

                          
Method of instruction: CO 

                         
Instructor to student ratio is 1:25.

                          
Time of instruction (minutes): 5 min.

                                 Media: VGT

                                 References: FM 3-13, Information Operations: Tactics, Techniques, and Procedures (Final Draft), 30 September 2000

                          
Security Classification: Unclassified 

a. Threats and methods of attacks on friendly information and information systems are genuine, worldwide in origin, technically multifaceted, and growing. They can come from a wide range of sources that include individuals, groups, organizations, nations, and even advances in technology itself.  All of these may be motivated by military, political, social, cultural, ethnic, religious, or personal interest. Some examples of threat sources are:   
Instructor Note:
Show VGT 9, “Threat Sources,” and discuss each as appropriate. 

VGT 9 “Threat Sources”

(1) Insiders: Insiders, individuals with legitimate system access, pose one of the most serious and difficult threats to defend against. Whether recruited or self-motivated, an insider has access to systems otherwise protected against attacks.   

(2) Hackers: Hackers are unauthorized users who attempt to or gain access to information systems. They are often people who enjoy exploring the details of programmable systems and how to stretch their capabilities.

(3) Terrorists: Terrorists actions range from unauthorized access to information networks to direct attacks against the infrastructure. Terrorist groups have been identified as using commercial INFOSYS, especially computer bulletin boards, to pass intelligence and technical data such as weapons of mass destruction (WMD) information, across international borders.

(4) Activist Nonstate Actors: Players ranging from drug cartels to social activists can acquire the capabilities to strike friendly information systems at low cost. Moreover, they can do so from a distance with relative impunity.  

(5) Foreign Intelligence Services: Foreign intelligence services can take advantage of the anonymity offered by computer bulletin boards to hide organized collection or disruption activities. Some also masquerade as unorganized hackers. Once a conflict or war has started, foreign intelligence services may jam, broadcast false signals and deceptive transmissions, or generate electromagnetic pulse to attack commercial and military systems that the Army relies on.


b.  These threats can attack us in various ways. Attacks can be designed with a delayed effect, such as corrupting a database or controlling information programs, or they can be designed with immediate action to destroy or degrade information and information systems. Some examples of methods of attacks are:    

Instructor Note:
Show VGT 10, “Methods of Attacks,” and discuss as appropriate.

VGT 10, “Methods of Attacks”

(1) Unauthorized Access: Designed to gain information from, insert data into, or delete data from an information system. Individuals can log onto military information systems, such as local area networks (LANs) from the Internet. Also, individuals with physical access to a terminal connected to the military information systems may be able to gain unauthorized access to the LAN.     

(2) Malicious Software: Causes a computer to operate in a manner other that intended by its users.  Malicious software includes computer viruses, logic bombs, and programs designed to bypass protective programs.  Deliberate use of malicious software by an adversary could destroy, degrade, disrupt, deny, and deceive military information systems.  

(3) Electronic Attack: The use of electromagnetic or directed energy to attack friendly information systems with the intent to degrade, neutralize, or destroy friendly combat capability. Electronic attack against friendly information systems and their associated network can be done at any time during peace, conflict, or war. 

(4) Manipulative Electronic Deception: False electronic deception whether signal, radiation, or data can be a threat. Adversaries may pass inaccurate or distorted information by indirect means or direct means. If not properly identified, this false information may be passed to intelligence analysts and, through them, to the commander. 

(5) Conventional and Unconventional Attacks: Weapons employed by conventional and unconventional forces include terrorist bombs, field artillery, missiles, and air strikes. Information systems are also vulnerable to unconventional attacks. Adversaries can use PSYOP and deception to influence decision makers.

c.  Threats against our information and information systems vary by level of hostility (peacetime, conflict, war), by technical capabilities, by adversary, and by adversary options. Generally, as the level of hostility increases from peacetime to war, so does the scope and scale of our adversary’s actions against our information systems. 

Instructor Note:
Show VGT 11, “Threats to Information and Information Systems.”

VGT 11 “Threats to Information and Information Systems”
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d.  The bottom line is that threats to our information and information systems exist in a variety of new and different sources, and they exist on a continuing basis even during periods of relative peace.

e.  Another source of concern is posed by the increased application of information technology. This information technology explosion has not only changed the face of warfare, but it has also opened the door to new vulnerabilities that our adversaries can exploit.  Some examples of these vulnerabilities are:   

Instructor Note:
Show VGT 12, “New Vulnerabilities.”   

(1) E-mail and Internet Access:  E-mail and the Internet can provide adversaries access to personal as well as military information. Because these system are largely unsecured, they can be exploited by adversaries to gain unauthorized access to friendly information and information systems. For example, schedules, organizational charts, training schedules, and phone rosters posted on a web page can provide adversaries a lot of information about the organization’s strength, personnel, and plans. 

(2) Cell Phones: Because cell phones are largely unsecured, they are particularly vulnerable to monitoring by our adversaries.  Adversaries can listen to and monitor friendly voice communications without much effort.  Also, communications via cell phones are vulnerable to electronic attacks (jamming, intrusion, and so forth) from adversaries.

(3) Tactical Systems: Because Tactical Systems such as ABCS transmit critical combat information and intelligence throughout the staff, command post, subordinate and supporting units, and higher headquarter, they can become “targets of opportunity for our adversaries. Information on combat power, operations, scheme of maneuver, fire support, logistics, unit location can be of particular interest to our adversaries.

f. Because of our dependence on information and information systems to support all aspects of our military operations, we are exposed to a wide range of threats. In this regard, the threat must be viewed in terms of specific adversary intent, capability, and opportunity to adversely affect or influence our information and information systems.  

3.
Learning Step/Activity 3 Identify the four major intelligence threat collection areas of friendly operations


Method of instruction: CO


Instructor to student ratio is 1: 25.


Time of instruction (minutes): 5 min.


Media VGT


References: AR 530-1, Operations Security (OPSEC), 3 March 1995

Security Classification: Unclassified

a.  The intelligence threat consists of multiple and overlapping collection efforts targeted against all sources of Army information. Potential adversaries devote significant resources to monitor and collect information on US military operations and activities on a daily basis.   

b.  The major intelligence threat collection efforts fall into four areas. 

Instructor Note:
Show VGT 13, “Intelligence Threat Collection Area,” and discuss each collection area. 

(1) Human Intelligence (HUMINT)–HUMINT involves using human sources to gain access to information not accessible to other collection assets. HUMINT includes information that can be seen or heard by humans.   

(2) Imagery Intelligence (IMINT)–IMINT involves deriving intelligence from imagery, photo intelligence, photoreconnaissance, and other open skies observation sources. IMINT includes information that can be obtained by radar, photo, infrared, satellite, unmanned aerial vehicle (UAV), and airplane.

(3) Signals Intelligence (SIGINT)–SIGINT involves using communications intelligence (COMINT), electronic intelligence (ELINT), and foreign instrumentation signals intelligence (FISINT) to collect information. SIGINT includes information that can be gathered from communications systems.

(4) Measurement and Signature Intelligence Threat (MASINT)–Is scientific and intelligence obtained by qualitative analysis of data derived from technical sensors to identify any distinctive features associated with source, emitter, or sender and to facilitate subsequent identification and measurement. MASINT includes information that can be gathered through sensors.  

Instructor Note:    Conduct a check on learning and summarize the learning activity. During this block of instruction, we have discussed the threat to information and information systems, threat sources, and four intelligence threat collection areas. In summary, the threat to friendly information and information systems exists in many forms, including country intelligence services, terrorists, hackers, and even insiders. These threats exist in peacetime as well as during wartime and can attack our information systems in a variety of ways.  


Question: Identify three methods of threat attack to friendly information and INFOSYS.


Answer: Students should identify any three of the following: unauthorized access, malicious software, electronic attack, manipulative electronic deception, and conventional and unconventional attack. 

ELO D

ACTION:
Apply protective measures to protect information and achieve information superiority (IS). 

CONDITION:
In a classroom environment, given appropriate references.

STANDARD:
Students will: Define OPSEC; Identify the steps of the OPSEC process; Apply OPSEC measures to protect critical information; Identify the three types of OPSEC indicators; Identify the purpose of the OPSEC survey; Identify how OPSEC contribute to achieving information superiority; Identify three electronic protection

Procedures to protect voice communications. 

1. Learning Step/Activity 1 Define OPSEC  


Method of instruction: CO 


Instructor to student ratio is 1:25.


Time of instruction (minutes): 5 min.


Media: VGT


References: AR 530-1, Operations Security (OPSEC), 3 March 1995; FM 3-13, Information Operations: Tactics, Techniques, and Procedures (Final Draft), 30 September 2000  


Security Classification: Unclassified

Instructors Note:  Begin this section by sharing two historical examples of OPSEC with the class.  Point out to the class that they are both examples of poor OPSEC because they both provided critical information to the adversary. With good OPSEC, this could have been prevented.  

a.  At this point, we will focus on protecting friendly information and information systems. I’ll begin by sharing two historical examples that illustrate the consequences of not protecting sensitive information.    

Example 1. Antietam, 13 September 1865

On 4 September 1862, the Army of Northern Virginia, under the command of Robert E. Lee, crossed from Virginia into Maryland.  Lee wanted to (1) take the war out of his beloved Virginia, (2) perhaps stir up some rebellion from southern sympathizers residing in the western part of Maryland, (3) draw the Union Army out of Washington, and (4) force the Union Army to fight the battle at a time and place favorable to the Confederates. Lee set up camp initially in the town of Frederick and then moved out. Union Forces under the command of General George McClellan soon occupied the campsite. Two Union soldiers found the Confederates’ operation order (Special orders number 191 from Lee’s HQ to General D. H. Hill, a division commander under Jackson) wrapped around three cigars. The order showed how Lee had divided his force into four, causing General McClellan to exclaim, “Here is a paper with which if I cannot whip Bobbie Lee, I will be willing to go home.” Indeed because of the carelessness of some unknown officer, the Army of Northern Virginia nearly faced annihilation.  The two forces met on 17 September near the town of Sharpsburg, along Antietam Creek, in what became the bloodiest day in the fighting of the Civil War. Although the battle was technically a draw, the Army of Northern Virginia was forced to retreat back into Virginia, failing to have accomplished any of its strategic objectives.

Example 2. Vietnam “Operation Purple Dragon”

On 6 October 1966, the Joint Chiefs of Staff (JCS) directed the Commander in Chief Pacific (CINCPAC) to conduct a survey called “Purple Dragon” to find out why B-52 raids were not achieving the desired effects. The survey produced unexpected results. Officials originally suspected that someone had been leaking classified information that revealed critical information about B-52 missions. However, the survey found that the enemy had derived the critical information from unclassified flight plans filed by B-52 crews in the international air traffic control system.  These flight plans gave entry times and altitudes into North Vietnamese airspace.  Since Hanoi was part of the international air traffic control system, it was not hard for the enemy to determine where and when the air strikes would occur.

Instructor Notes:  Show VGT 14, “Definition of OPSEC.”




b.  FM 3-13 defines OPSEC as the process of identifying critical information and subsequently analyzing friendly actions attendant to military operations and other activities to:




(1) Identify those actions that can be observed by adversary intelligence systems. 

(2) Determine indicators hostile intelligence systems might obtain that could be interpreted 

 and pieced together to derive critical information in time to be useful to adversaries.

(3) Select and execute measures that eliminate or reduce to an acceptable level the

vulnerabilities of friendly actions to adversary exploitation.

Instructor Notes:
Show VGT 15, “OPSEC – Responsibility.”


c.  OPSEC is a both a command responsibility and an individual responsibility.  All commanders and heads of agencies at battalion and higher are responsible for planning and implementing appropriate OPSEC measures to preserve essential secrecy in every phase of an operation, exercise, test, or activity. Additionally, all DA personnel (AC, RC, and DA Civilians) and civilian contractors are require to implement OPSEC measures as determined by the commander or project/program manager to protect sensitive and critical information from unauthorized disclosure.   


d.  Another way of describing OPSEC is that OPSEC is a systematic process that identifies critical information about friendly unit intentions, capabilities, and vulnerabilities, then employs steps or measures to deny this information to adversaries. For optimum results, OPSEC must be conducted through the eyes of the threat or adversary. In other words, if I were the threat, what would I see, hear, or look for that would reveal exploitable vulnerabilities in my target. The ultimate OPSEC objective is to prevent the enemy from obtaining sufficient advance information to predict friendly operations, capabilities, intentions, and vulnerabilities.    

2.            Learning Step/Activity 2 Identify the OPSEC Process

               Method of instruction: CO 

               Instructor to student ratio is 1:25.

               Time of instruction (minutes): 5 min.

               Media: VGT

               References: AR 530-1, Operations Security (OPSEC), 3 March 1995  

               Security Classification: Unclassified


a.  The OPSEC process applies to any operation, program, project, or activity. This process is


continuous and considers the changing nature of the threat and friendly units’ vulnerabilities throughout


the operation.


b.  The process consist of the following five steps.  These steps do not have to followed in any particular


sequence:

Instructor Note:  Show VGT 16, “The OPSEC Process.”


(1) Identify critical information: Critical information consists of specific facts about friendly intentions, capabilities, and activities vitally needed by the threat to plan effectively and to guarantee failure or unacceptable consequences for friendly mission accomplishment.  This step determines what needs to be protected. For example, information concerning the readiness status of weapons, equipment, and key personnel could be of vital importance to an adversary. 

(2) Conduct an analysis of threats: This step identifies OPSEC vulnerabilities. For example, ask yourself “What information does the threat already know?” Or “if I were the threat, what information would be of interest to me?” OPSEC vulnerabilities are conditions in which friendly actions provide OPSEC indicators that may be obtained and accurately evaluated by an adversary in time to provide a basis for effective decision making. A vulnerability exists when the adversary can collect an indicator, correctly analyze the information, make a decision, and take timely action to degrade friendly operations. OPSEC indicators are friendly actions and open source information that can be interpreted or pieced together by an adversary to derive critical information about friendly forces capabilities, intentions, or activities. We will discuss the different types of OPSEC indicators later.

(3) Conduct an analysis of vulnerabilities: This step identifies possible OPSEC measures for each vulnerability detected. For example, status reports being transmitted over unsecured communications or major maintenance activity conducted in open view may indicate vulnerability. Select at least one OPSEC measure for each vulnerability detected.   Also, assess the sufficiency of routine security measures (personnel, physical, document, and automated information, and so forth).

(4) Conduct a risk assessment: This step evaluates the cost, risk, and benefit of selecting and implementing an appropriate OPSEC measure.  For example, the commander must consider the following questions when conducting a risk assessment: 
  




a.  What is the impact of an OPSEC measure on operational efficiency?




b.  What is the probable risk to mission success or effectiveness if a particular 




OPSEC measure is not implemented?   





c.  Will implementing an OPSEC measure to protect a specific piece of information 

inadvertently provide an OPSEC indicator of another?







                           (5) Apply appropriate OPSEC measures: This step applies the appropriate OPSEC measures


to deny the threat information on specific friendly intentions, capabilities, and activities for 


example:



  
a.  Camouflaging work areas. 



b.  Establishing alternate means and routes for communications.




c.  Communicating weapons and equipment status reports by secure means only.

3.                         Learning Step/Activity 3 Apply OPSEC Measures to protect critical information 

                            Method of instruction: CO 

                            Instructor to student ratio is 1:25.

                            Time of instruction (minutes): 5 min.

                            Media: VGT

                            References: AR 530-1, Operations Security (OPSEC), 3 March 1995  

                            Security Classification: Unclassified

Instructor Note:
Show VGT 17, “OPSEC Measures.”


a.  AR 530-1 defines OPSEC measures as methods and means to gain and maintain essential secrecy about critical information.  OPSEC measures are used to deny critical information to the adversary. Some examples of OPSEC measures are:

Instructor Note:
Show VGT 18, “Examples of OPSEC Measures.” Explain to the class that the measures on the VGT are only examples of OPSEC measures and not intended to be used as a checklist. Additional examples of OPSEC measures can be found in mission training plans (MTPs) and Appendix G, AR 530-1.

· Control waste and other material outlining plans, operations, unit combat status, or other information of use to the enemy.
· Account for all OPORDs and annexes by requiring receipt or signature during distribution 
· Control all operation information on a need to know basis.
· Account for all SOI/SSIs at all times.
· Avoid bulletin board, play of the day, or planning schedule notices that reveal when events will occur.
· Monitor information security to ensure compliance with SOP and command guidance.
· Destroy classified material after use.
· Safeguard information on unit or unit operations from refugees and displaced personnel.
· Ensure maps contain only minimum essential information  
b.  There are no common or generic OPSEC measures that can be implemented to cover all situations. OPSEC measures vary based on the specific vulnerabilities they are implemented to address.  To be effective, selection and implementation of the appropriate OPSEC measure must be based on the results of the OPSEC survey. Additionally, all personnel must know how to apply OPSEC in their daily tasks and how OPSEC complements other security programs such as communication security, physical security, and force protection. Thus, OPSEC training programs must be action and job oriented. Each individual should know the answer to the following questions:

Instructor Note: Show VGT 19, “OPSEC Training.”

· What is OPSEC?  OPSEDC is the process that identifies critical information about friendly unit’s intentions, capabilities, and vulnerabilities, then employs steps or measures to deny this information to our adversaries.
· Why is OPSEC important to my unit?  OPSEC is important to your because it contributes directly to the ability to achieve information superiority.
· Why is OPSEC important to me?  OPSEC is important to you because as a member of the unit you need to know how to protect critical information that could be of value to our adversaries.
· How can I contribute to my unit’s OPSEC program?  You can contribute to your unit’s OPSEC program by following your unit’s security SOP and implementing appropriate OPSEC measures to protect critical information and friendly information systems.
· Where can I find OPSEC guidance?  You can find OPSEC guidance in your unit’s TAC SOP, security SOP, operation order and AR 530-1. 

4.                         Learning Step/Activity 4 Identify OPSEC Indicators 

                            Method of instruction: CO  

                            Instructor to student ratio is 1:25.

                            Time of instruction (minutes): 5 min.

                            Media: VGT

                            References: AR 530-1, Operations Security (OPSEC), 3 March 1995  

                            Security Classification: Unclassified

                            a.
The next area I want to discuss is OPSEC indicators.  We briefly talked about OPSEC

indicators when we discussed the OPSEC process. OPSEC indicators are discernible actions that help confirm or deny friendly capabilities. However, what makes indicators so important to OPSEC is that they are activities that result from military operations; they contribute to adversaries determining, confirming, or denying friendly courses of action; and adversaries can piece together and interpret these observable actions to reach conclusions or estimates about friendly forces intentions, capabilities, or activities.  In conducting OPSEC it is imperative that we identify all indicators that can contribute to the adversary determining friendly courses of action. Once identified, we can implement appropriate OPSEC measures to prevent their collection and exploitation by the adversary.   

                            b.  There are three types of OPSEC indicators: 

Instructor Note: Show VGT 20, “OPSEC Indicators,” and discuss OPSEC indicators. 



(1) Profile Indicators: Profile indicators show patterns and signatures of how activities are normally conducted.  Patterns are stereotyped actions that occur so often adversaries can use them to predict our capabilities or intentions. Signatures are characteristics that result from the presence of a unit or activity on the battlefield. Signatures are detected because different units have different types of equipment, are of different size, emit different electronic signals, and have different noises associated with them. For example, routine exercises or training in particular areas with particular equipment could indicate how we plan to fight a particular adversary.         
(2) Deviation Indicators: Deviation indicators provide contrast to normal activity, which helps the adversary gain information about our intention, preparations, time, and place. For example, the abnormal dispersions or concentration of forces might indicate an upcoming training exercise.


(3) Tip-off indicators: Tip-off indicators highlight information that otherwise might pass unnoticed.  These are most significant when they warn an adversary of impending activity. For example, emergency personnel requisition and request for personnel with critical skills might be an indicator of the unit’s readiness posture. 

5.                         Learning Step/Activity 5 Discuss the purpose of the OPSEC Survey 

                            Method of instruction: CO  

                            Instructor to student ratio is 1:25.

                            Time of instruction (minutes): 5 min.

                            Media: VGT

                            References: AR 530-1, Operations Security (OPSEC), 3 March 1995  

                            Security Classification: Unclassified

a.  The final OPSEC area that I want to discuss is the OPSEC survey. An OPSEC survey is a method to determine if there is adequate protection of critical information during planning, preparation, execution, and post-execution phases of an operation or activity. It analyzes all associated functions to identify sources of information, what they disclose, and what can be derived from the information. An OPSEC survey identifies OPSEC vulnerabilities in operations or activities that an adversary could exploit to degrade friendly force effectiveness.                

b.  OPSEC surveys vary according to the nature of the information, the adversary collection capability, and the environment.  For example, in combat, the surveys identify weaknesses, which can endanger ongoing and impending combat operations. In peacetime, surveys help correct weaknesses that could disclose information useful to adversaries in the future. There are two types of OPSEC surveys:    

Instructor Note:   Show VGT  21, “OPSEC Survey,” and discuss the two types of surveys. 





(1) Command Survey: The command survey concentrates on events that happen solely 

within the command. It uses the personnel resources of the command to conduct the 

survey. As an NCO or officer, you might receive the additional duty to conduct or assist 

in conducting a command OPSEC survey.

(2) Formal Survey: The formal survey includes supporting activities beyond the control of the operation that is the focus on the survey. With prior coordination, the formal survey can cross command lines. The formal survey is conducted by a team that includes members from inside and outside the surveyed command.  


c. In summary, OPSEC is an integral part of defensive information operations and contributes to obtaining information superiority by denying an adversary critical information about friendly forces activities, operations, and intentions. Without critical information about friendly forces, adversaries cannot build systems, devise tactics, train, or otherwise prepare their forces in time to effectively counter friendly forces capabilities or intentions. However, OPSEC measures are not only required to protect combat information during periods of crisis and war, but also to prevent disclosure of logistical, personnel, training, research and development, and other administrative and support activities in both war and peace.    

6.                     
Learning Step/Activity 6 Apply Preventive Electronic Protection (EP) Techniques to protect Radio Communications

                           Method of instruction: CO

                           Instructor to student ratio is 1: 25.

                           Time of instruction (minutes): 5 min.

                           Media: VGT

                           References: RP 11-31C13- SM-TG, Recognize Electronic Attack (EA) and Implement Electronic

                           Protection (EP), US Army Signal Center & School, Fort Gordon, Georgia 

                           Security Classification: Unclassified

a.  We have already discussed OPSEC as a means of protecting critical information and denying adversaries critical information about friendly force intentions, capabilities, and activities.  Now, we’ll look at protecting the use of radio communications and the critical/sensitive information transmitted. Let’s begin by discussing electronic protection (EP).

Instructor Note:
Show VGT 22, “Electronic Protection” and discuss protecting information transmitted by radio communications.

b.  EP is a component of electronic warfare (EW). EP is action taken to protect personnel, facilities, and equipment from any effects of friendly or enemy employment of electronic warfare that degrade, neutralize, or destroy friendly combat capability.     

       c.  Preventive EP techniques are methods we employ to safeguard our communications from disruption and destruction attempted by the enemy. These techniques include all measures taken to avoid enemy detection and to deny the enemy intelligence experts useful information about our intentions, capabilities, and actions. There are two categories of EP procedures:


   
 
  (1) EP designed circuits (equipment features).

                           (2) Radio system installation and operating procedures.

d.  Since radio operators have little control over the effectiveness of EP designed circuits, we will focus on radio systems installation and operating procedures.

e.  By and large, the most effective means to protect radio communications are to use the design features of the Army tactical radio. Frequency hopping will protect against most forms of jamming and interception. Encryption provides further protection from interception and the primary means when operating in the single channel mode. Another EP operating procedure focuses mainly on reducing the efforts by the enemy to disrupt or destroy our communications. This is largely a matter of hiding from him.  If the enemy cannot detect our communications, he will have problems disrupting or destroying them. His ability to effectively jam our communications depends on his knowledge of our frequencies and the approximate locations of our units. Some examples of preventive EP techniques are:  
Instructor Note:
Show VGTs 23 and 24, “Preventive EP Techniques.” Additional information about these techniques can be found in student handout 2.





1.  Minimize Transmissions

· Ensure that all transmissions are necessary.

· Preplan messages prior to transmitting them.

· Transmit as quickly and precisely as possible.

· Use equipment capable of data burst transmission.

· Use an alternate means of communications when possible.




2.  Protect Transmissions from Enemy Interception

· Use low power.

· Select the proper antenna.  Select the antennas with the shortest range possible.  

· Use directional antennas.

· Select a site that masks transmitted signals from the enemy interception.

· Use mobile antennas.

· Use decoy antennas.

· Use steerable null antenna processors.

3. Practice Good Radiotelephone Operator (RTO) procedures when nonsecure radios are used.  

· Reduce operator-distinguishing characteristics.

· Operate on a random schedule.

· Authenticate.

· Encrypt all essential elements of friendly information (EEFI) category data.

· Use COMSEC equipment when available.

· Use PROWORDS.
· Use SOI/SSI procedures 
· Never use names of persons, equipment, units, and locations over nonsecure communications
7.       
Learning Step/Activity 7 Apply Remedial Preventive Electronic Protection (EP) Techniques to protect Radio Communications

                            Method of instruction: CO

                            Instructor to student ratio is 1:25.

                            Time of instruction (minutes): 5 min.

                            Media: VGT

              References: SRP 11-31C-SM-TG, Recognize Electronic Attack (EA) Implement Electronic

              Protection (EP) US Army Signal Center & School, Fort Gordon, Georgia 

                            Security Classification: Unclassified


              a.  Now let’s discuss remedial electronic protection (EP) techniques.  

Instructor Note:
Show VGT 25, “Remedial EP Techniques.”


b.  Remedial EP techniques reduce the effectiveness of enemy efforts to jam our radio nets. Remedial EP techniques apply only to enemy jamming efforts or any unidentified or unintentional interference that disrupts our ability to communicate. There are no remedial techniques that apply to any other actions taken by the enemy to disrupt or destroy our communications. When the enemy has gathered information about us, there is no getting it back.  Thus, in this regard, prevention is the only solution.  We must attempt to prevent enemy jamming and interference. But, if we don’t succeed, there are actions that we can take to overcome enemy jamming and interference. The following VGT summarizes remedial EP techniques:       

Instructor Note:
Show VGT 26, “Summary of Remedial EP Techniques.” Additional information about remedial EP techniques is contained in student handout 2.



1.  Recognize Jamming/Interference
· Determine whether the interference is internal or external to the radio.

· Determine whether the interference is jamming or unintentional.

· Report jamming/interference incidents.

· Overcome jamming/interference.

· Continue to operate.

· Improve the signal-to-jamming ratio.

                                       2.  Adjust the receiver
· Increase the transmitter power output.
· Adjust or change the antenna.
· Establish a retransmission station.

· Relocate the antenna.

· Use an alternate route for communications.

· Change frequencies.
Instructor Note:
Conduct a check on learning and summarize the learning activity. During this block of instruction, we have discussed OPSEC and electronic protection techniques as two means to protect friendly information and information systems. Specifically, we have defined OPSEC, discussed the OPSEC process, identified examples of OPSEC measures, identified OPSEC indicators, and identified how OPSEC contributes to achieving information superiority. OPSEC maintains essential secrecy, which is the condition achieved by denying critical information to adversaries. OPSEC is a systematic process that identifies critical information about friendly unit’s intentions, capabilities, and vulnerabilities, then employs steps or measures to deny this information to adversaries.  Additionally, we have discussed electronic protection techniques as a means to protect critical radio communications. Specifically, we have discussed preventive electronic protection procedures as a way to safeguard our communications from disruption and destruction attempts by adversaries.  These procedures include using the design features of the Army tactical radio and taking all measures to avoid enemy detection and to deny the adversary intelligence experts useful information. Additionally, we have discussed remedial electronic protection techniques as a means to reduce the effectiveness of adversary’s efforts to jam our radio nets.    


Question: True or False: OPSEC is only a command responsibility.


Answer: False: OPSEC is both a command and individual responsibility!

ELO E


ACTION:
Implement measures to protect information on your unit’s Automated Information System (AIS). 

CONDITION:
In a classroom environment, given appropriate references.

STANDARD:
Students will: Define AIS; Identify vulnerabilities of your unit’s

INFOSYS; Identify indicators of attacks on your unit’s INFOSYS; identify measures to protect information on your unit’s INFOSYS; Identify actions to take if you know or suspect an attack on your unit’s INFOSYS. 

1. 
Learning Step/Activity 1 Define Automated Information System (AIS)  


Method of instruction: CO 


Instructor to student ratio is 1:25.


Time of instruction (minutes): 5 min.


Media: VGT


References: AR 380-19, Information Systems Security, 27 Feb 1998; IASO Certification Course, US Army Signal Center & School, Fort Gordon, Georgia   


Security Classification: Unclassified
a.  The final area we want to discuss today is protecting information on your unit’s automatic information systems. Let’s begin by defining what we mean by Automated Information Systems (AIS).  AR 380-19 defines AIS as:  

Instructor Note:
Show VGT 27, “Definition of Automated Information System (AIS).”


“Any equipment or interconnected system or subsystems or equipment that is used in the automatic acquisition, storage, manipulation, management, movement, control, display switching, interchange, transmission or reception of data and includes computer software, firmware, and hardware.  Included are computer, word processing systems, networks, or other electronic information handling systems, and associated equipment.”

b.  As you can see, this is an all-encompassing definition of AIS. However, for this class, we will focus primarily on protecting information on your unit computer systems. Computer systems are vulnerable to many types of threats that can exploit, damage, or cause harm to critical information and information systems. We have already discussed threats to friendly information and information systems during the threat portion of this class. Now, let’s look at some examples of computer network vulnerabilities. 

2. 
Learning Step/Activity 2 Identify vulnerabilities of the unit’s AIS  


Method of instruction: CO 


Instructor to student ratio is 1: 25.


Time of instruction (minutes): 5 min.


Media: VGT


References: AR 380-19, Information Systems Security, 27 Feb 1998; IASO Certification Course, US Army Signal Center & School, Fort Gordon, Georgia     


Security Classification: Unclassified

a.  Computer systems are vulnerable to many types of threats that can exploit, damage, or harm critical information and information systems. We have already discussed threats to friendly information and information systems during the threat portion of this class. Now let’s discuss network vulnerabilities of the unit’s AIS.   


b.  Network vulnerability is a weakness in the system that could be exploited.  For examples: 

Instructor Note:
Show VGT 28, “Network Vulnerabilities.”              

· Illegal access by users or outsiders: A person within and outsidePRIVATE "TYPE=PICT;ALT=dragon.jpg (5977 bytes)" organizations can illegally log in or otherwise gain access to servers, workstations, and peripheral devices.
· Wiretapping: By physically connecting devices and computers to a network, an unscrupulous person can “listen” and obtain passwords and other vital information.
· Denial of Service: After obtaining access to a server or servers, it is possible to delete or change data, programs, or legitimate user accounts to make your system partially or totally unusable. 

· Malicious logic: Programs inserted into networks that cause harm. Some forms are viruses, Trojan horses, and bombs. 
· Web Server: This type of server has the potential for being an open door to your local area network for abusers and criminals and a potential hole in your local network’s security. 
3. 
Learning Step/Activity 3 Recognizing An Attack On Your Unit’s INFOSYS 


Method of instruction: CO 


Instructor to student ratio is 1:25.


Time of instruction (minutes): 5 min.


Media: VGT


References: AR 380-19, Information Systems Security, 27 Feb 1998; IASO Certification Course, US Army Signal Center & School, FT Gordon, Georgia 


Security Classification: Unclassified
a.  Detecting an attack on a unit’s INFOSYS is not always easy. However, there are some indications that the unit’s INFOSYS might be under attack.  The keyword is “unusual.” Anything unusual can mean trouble, not necessarily just a bad computer. For example, viruses will cause degraded system performance or frequent crashes. Highly destructive viruses can actually destroy your data permanently by maliciously deleting files on your computer’s hard drive. Hackers are another source of trouble, as we’ve already discussed. Missing or additional files and unrecognized e-mail addresses might indicate a hacker trying to get information from your system. 


b.  Generally, you can probably suspect an attack on you unit’s INFOSYS if:


Instructor Note:
Show VGT 29, “Recognizing an Attack On Your Unit’s INFOSYS.”

· Your system seems to run significantly slower.

· You experience frequent crashes or trouble starting the system.

· Logins attempts are unsuccessful. 

· Privileged files or accounts on the system are accessed.


· You notice missing or damaged equipment.
· You detect missing or damaged files.

· You detect new or unauthorized passwords are added. 
 
4. 
Learning Step/Activity 4 Identify Measures to Protect Information on Your Unit’s 
INFOSYS


Method of instruction: CO


Instructor to student ratio is 1: 25.


Time of instruction (minutes): 5 min.


Media: VGT


References: AR 380-19, Information Systems Security, 27 Feb 1998; IASO Certification Course, US Army Signal Center & School, FT Gordon, Georgia


Security Classification: Unclassified
Although protecting information on the unit’s INFOSYS is largely the responsibility of the unit’s Information Assurance Security Officer (IASO) and/or the Systems Administrator (SA), there are some things that an operator can do to protect information on the unit INFOSYS. For example: 

Instructor Note:
Show VGT 30, “Protecting Information on your Unit’s INFOSYS.”

· Know and follow your unit’s security SOP: Be familiar with any restrictions or policies from your unit regarding protection of information and INFOSYS.
· Don’t loan out equipment without chain of command approval: Never loan out Government equipment, especially communications equipment. 

· Always use virus protection: Virus infections are becoming increasingly widespread. A virus infection can seriously damage the unit’s INFOSYS. A virus infection can also cost the user a lot of time through lost information or by preventing the operator from being able to access information stored in the system.
· Don’t share your password with others: The holder of a password is the only authorized user of that password. Unless authorized by proper authority, personnel may not use another person’s password or allow another person who does not have proper authority to use his or her password.
· Never load unauthorized software on your system: Although the likelihood of getting a virus from third-party software is not as high as it once was, you run the risk of installing software that may conflict with your system’s hardware or operating system. These conflicts can lead to systems crashes and loss of data.
· Secure all diskettes when not in use: Diskettes should not be left out for anyone to take. Keep work diskettes in the office. This will help prevent accidentally take sensitive work files home.
· Never leave your system unattended while logged-in: When leaving your workstation, always log-off or lock the keyboard and screen until reauthentication. 

5.
Learning Step/Activity 5 Identify action to take if you know or suspect your computer has been infected 


Method of instruction: CO


Instructor to student ratio is 1: 25.


Time of instruction (minutes): 5 min.


Media: VGT


References: IASO Certification Course, US Army Signal Center & School, FT Gordon, Georgia 


Security Classification: Unclassified
Finally, if you suspect that your computer systems have been infected, take the following action immediately:  

Instructor Note:
Show VGT 31, “Immediate Action.”

· Stop Processing: Although this may not be a popular thing to do, this action could be necessary to prevent the spread of the infection.
· Turn off the computer and disconnect it from the network: At this point it may not be known for sure if an infection has occurred.  If it is an infection, it is probably best to disconnect the infected computer from the network.  
· Notify your unit SA and or IASO: You should immediate notify your systems administer (SA) or Information Assurance Security Officer of the problem. 

· Follow your unit security SOP: Your unit’s security SOP may contain additional instructions such as cold booting your systems, using antivirus software to scan your system’s drives, and trying to determine the source of the infection.

Instructor Note: 
Conduct a check on learning and summarize the learning activity. Determine if the students have learned the materiel presented by soliciting student’s questions and answer.
During this block of instruction we have discussed protecting information on the unit’s information systems.  An unwanted intrusion on your INFOSYS may be hard to detect, but timely attack detection, attack prevention, and immediate reporting are the keys to limiting the damage of the attack. Although protecting information and the unit’s information systems from IO attacks is largely the responsibility of the IASO or the SA, you, as the equipment user, play a important part in detecting and limiting IO attacks on your unit’s INFOSYS.    

Question:  Identify three actions that you as an operator can take to protect information on your unit’s INFOYS?


Answer: Any three actions listed on VGT # 30

SECTION IV.
SUMMARY


Method of instruction: CO 


Instructor to student ratio is 1:25.


Time of instruction (minutes): 5 min.


Media: N/A

Check on
Determine if students have learned the material presented by(
Learning

a.
Soliciting student questions and explanations.


b.
Asking questions and getting answers from the students.


c.
Providing immediate feedback in context to the material presented and correcting student misunderstandings.

Review/Summarize

Lesson
a.  The Army is embracing a new era characterized by accelerating growth of information and information technology. It has developed the doctrine on information operations (IO) to facilitate these changes. IO are those actions taken to affect adversary information and information systems while defending one’s own informa​tion and information systems. Defensive IO is a part of all Army operations. 

b.  Effective information operations will give our commanders information superiority. Information superiority is the capability to collect, process, and disseminate an uninterrupted flow of our information while exploiting or denying an adversary’s ability to do the same. Information superiority can occur throughout the area of operations, or it may be only localized and temporary. Our commanders achieve an operational advantage over their adversaries through information superiority.

c.  Defensive information operations integrate and execute specific actions and activities to achieve information superiority. Defensive information operations provide commanders with the tools necessary to increase the effectiveness of their forces by protecting critical information and information systems and deny their adversaries the ability to do the same. 

d.  As we have already discussed threats to critical information and INFOSYS can take many forms including country intelligence services, terrorists disgruntled coworkers, vandals, and even nature. These threats can attack our INFOSYS in many ways, such as stealing information, probing and penetrating the system, and infecting our systems and networks with malicious software. 

e.  Protecting critical information and information systems is key to reducing our vulnerability to threats. One of the ways we protect critical information and our information systems is through OPSEC.  OPSEC is the process of identifying critical information about friendly units intentions, capabilities, and vulnerabilities, then employing steps or measures to deny this information to our adversaries.  OPSEC is both a command responsibility and an individual responsibility.  Another way we protect critical information transmitted by radio communication is through electronic protection procedures. Electronic protection procedures are methods that we employ to safeguard our radio communications from disruption and destruction attempts by the enemy.

f.  And finally, you, the equipment operator, play an important role in protecting information on your unit’s Automated Information System. The key to protecting critical information is timely detection, effective prevention, and taking immediate action.  



Transition

To Next


Lesson
N/A



SECTION V.
STUDENT EVALUATION



Testing Requirements:


You will be evaluated on this block of instruction with a 25 question (T/F, multiple choice, fill in the blank) test.  All work must be your own. You may not communicate with or give assistance to or receive assistance from other students. You must score 70 percent or higher to pass this test. 

Note:
Include this information in the Student Evaluation Plan that documents course graduation requirements. The using school assigns course weight to the evaluation.
Feedback


Requirement


a. Schedule and provide immediate feedback in context to the material presented; correct student misunderstandings.


b. Provide remedial training as necessary.

APPENDIX A

VIEWGRAPH MASTERS

VGT IO-1 DEFINITION OF INFORMATION OPERATION S

VGT IO-2 INFORMATION OPERTATIONS EFFECTS

VGT IO-3 INFORMATION OPERATIONS ELEMENTS AND RELATED ACTIVITIES

VGT I0-4 INFORMATION SUPERIORITY

VGT IO-5 INFORMATION SUPERIORITY – OPERATION DESERT STORM

VGT IO-6 DEFENSIVE INFORMATION OPERATION

VGT IO-7 DEFENSIVE INFORMATION OPERATION AND INFORMATION SUPERIORITY

VGT IO-8 DEFINITION OF THREATS

VGT IO-9 THREATS SOURCES

VGT IO-10 METHODS OF ATTACKS

VGT IO-11 THREAT TO INFORMATION AND INFORMATION SYSTEMS

VGT IO-12 NEW VULNERABILITIES

VGT IO-13 INTELLIGENCE THREAT COLLECTION AREAS

VGT IO-14 DEFINITION OF OPSEC

VGT IO-15 OPSEC RESPONSIBILITY

VGT IO-16 THE OPSEC PROCESS

VGT IO-17 OPSEC MEASURES

VGT IO-18 EXAMPLES OF OPSEC MEASURES

VGT IO-19 OPSEC TRAINING

VGT IO-20 OPSEC INDICATORS

VGT IO-21 TYPES OF OPSEC SURVEY

VGT IO-22 ELECTRONIC PROTECTION

VGT IO-23 EXAMPLES OF PREVENTIVE EP TECHNIQUES

VGT IO 24 EXAMPLES OF PREVENTIVE EP TECHNIQUES (CON’T)

VGT IO-25 REMEDIAL EP TECHNIQUES

VGT IO-26 SUMMARY OF REMEDIAL EP TECHNIQUES

VGT IO-27 DEFINITION OF AUTOMATED INFORMATION SYSTEM (AIS)

VGT IO-28 NETWORK VULNERABILITIES

VGT IO-29 RECONIZING AN ATTACK ON YOUR UNIT’S AIS

VGT IO-30 PROTECTING INFORMATION ON YOUR UNIT’S INFOSYS

VGT IO 31 IMMEDIATE ACTION

APPENDIX B

TEST AND ANSWER KEY

Test and answer key is not included in this training support package. To obtain a copy of the test and answer key

Please send request to


U.S Army Combined Arms Center


Futures Development & Integration Center 


Attention: IO Proponency Office


Fort Leavenworth, KS 66027-2326 

APPENDIX C 

STUDENT HANDOUTS

STUDENT HANDOUT # 1- GLOSSARY

STUDENT HANDOUT # 2 ELECTRONIC PROTECTION PROCEDURES / TECHNIQUES
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