
ART 5.9.1.1 Conduct Cyber Warfare

Cyber warfare extends combat power beyond the defensive 
boundaries of the Global Information Grid to detect, deny, degrade, 
disrupt, destroy, and exploit enemies. Cyber warfare capabilities target 
computer networks, telecommunication networks, and embedded 
processors and controllers in equipment, systems, and infrastructure. 
Cyber warfare uses cyber exploitation, cyber attack, and cyber defense 
in a mutually supporting and supported relationship with network 
operations and cyber support. (USACAC)

NO. Scale Measure
01 Yes/No Unit engineered, constructed, and operated a network in 

order to support cyber warfare activities.
02 Yes/No Unit gained and maintained access to conduct cyber 

warfare activities to exploit, detect, deter, deny, 
degrade, and destroy adversary systems.

03 Yes/No Unit conducted dynamic cyber defense to detect, deter, 
disrupt, and deny adversary activities.

04 Yes/No Unit leveraged applicable authorities to collect and 
exploit intelligence on adversary facilities, platforms, 
sensors, systems, and networks.

05 Yes/No Unit processed (aggregated, correlated, managed, 
decrypted, and translated) and analyzed cyber 
information on adversary cyber networks and assets.

Supporting Collective Tasks:

Task 
No.

Title Proponent Echelon


